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About This Guide

This preface introduces the Cisco PIX Firewall Command Reference and containsthe foll owing sections:
» Document Objectives, page ix
- Audience, page ix
« Document Organization, page x
« Document Conventions, page x
- Related Documentation, page Xi
« Obtaining Documentation, page Xi
« Obtaining Technical Assistance, page xii
- Obtaining Additional Publications and Information, page xiv

Document Objectives

Audience

This guide contians the commands available for use with the Cisco PIX Firewall to protect your network
from unauthorized use and to establish Virtual Private Networks (VPNs) to connect remote sites and
users to your network.

This guide is for network managers who perform any of the following tasks:
« Managing network security
» Configuring firewalls
» Managing default and static routes, and TCP and UDP services

Usethis guide with the Cisco PIX Firewall Hardware I nstallation Guide and the Cisco PIX Firewall and
VPN Configuration Guide.
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M Document Organization

Document Organization

This guide includes the following chapters:

Chapter 1, “PIX Firewall Software Version 6.3 Commands,” provides you with a quick reference to
the commands available in the PIX Firewall software.

Chapter 2, “Using PIX Firewall Commands,” introducesyou to the PI X Firewall commands, access
modes, and common port and protocol numbers.

Chapter 3, “A through B Commands,” provides detailed descriptions of all commands that begin
with the letters A or B.

Chapter 4, “C Commands,” provides detailed descriptions of all commands that begin with the
letter C.

Chapter 5, “D through F Commands,” provides detailed descriptions of all commands that begin
with the letters D through F.

Chapter 6, “ G through L Commands,” provides detailed descriptions of all commands that begin
with the letters G through L.

Chapter 7, “M through R Commands,” provides detailed descriptions of all commands that begin
with the letters M through R.

Chapter 8, “S Commands,” provides detailed descriptions of all commands that begin with the
letter S.

Chapter 9, “T through Z Commands,” provides detailed descriptions of all commands that begin
with the letters T through X.

Document Conventions

The PIX Firewall command syntax descriptions use the following conventions:

Command descriptions use these conventions:

Braces ({ }) indicate a required choice.

Square brackets ([ ]) indicate optional elements.

Vertical bars (| ) separate alternative, mutually exclusive elements.

Boldface indicates commands and keywords that are entered literally as shown.

Italics indicate arguments for which you supply values.

Examples use these conventions:

Examples depict screen displays and the command linein screen font.
Information you need to enter in examples is shown in bol df ace screen font.

Variables for which you must supply avalue are showninitalic screen font.

Graphic user interface access uses these conventions:

Boldface indicates buttons and menu items.
Selecting a menu item (or screen) isindicated by the following convention:
Click Start>Settings>Control Panel.

Cisco PIX Firewall Command Reference
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Related Documentation 1l

A
Note  Means reader take note. Notes contain helpful suggestions or references to material not covered in the
manual.

Related Documentation

Use this document in conjunction with the PIX Firewall documentation available online at the following
site:

http://www.cisco.com/en/US/products/sw/secursw/ps2120/index.html

Obtaining Documentation

Cisco provides several ways to obtain documentation, technical assistance, and other technical
resources. These sections explain how to obtain technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

International Cisco web sites can be accessed from this URL:
http://www.cisco.com/public/countries_languages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which may have shipped with your product. The Documentation CD-ROM is updated monthly
and may be more current than printed documentation. The CD-ROM packageisavailable asasingle unit
or through an annual subscription.

Registered Cisco.com users can order the Documentation CD-ROM (product number
DOC-CONDOCCD=) through the online Subscription Store:

http://www.cisco.com/go/subscription

Ordering Documentation

You can find instructions for ordering documentation at this URL:

http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

Cisco PIX Firewall Command Reference
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M Obtaining Technical Assistance

You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

» Registered Cisco.com users can order the Documentation CD-ROM (Customer Order Number
DOC-CONDOCCD=) through the online Subscription Store;

http://www.cisco.com/go/subscription

« Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. On the Cisco Documentation home page, click
Feedback at the top of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com, which includes the Cisco Technical Assistance Center (TAC) Website, asa
starting point for all technical assistance. Customers and partners can obtain online documentation,
troubleshooting tips, and sample configurations from the Cisco TAC website. Cisco.com registered users
have compl ete access to the technical support resources on the Cisco TAC website, including TAC tools
and utilities.

Cisco.com offers a suite of interactive, networked services that let you access Cisco information,
networking solutions, services, programs, and resources at any time, from anywhere in the world.

Cisco.com provides a broad range of features and services to help you with these tasks:
- Streamline business processes and improve productivity
» Resolve technical issues with online support
» Download and test software packages
» Order Cisco learning materials and merchandise

» Register for online skill assessment, training, and certification programs

Cisco PIX Firewall Command Reference
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Obtaining Technical Assistance

To obtain customized information and service, you can self-register on Cisco.com at this URL :

http://www.cisco.com

Technical Assistance Center

The Cisco TAC is available to all customers who need technical assistance with a Cisco product,
technology, or solution. Two levels of support are available: the Cisco TAC website and the Cisco TAC
Escalation Center. The avenue of support that you choose depends on the priority of the problem and the
conditions stated in service contracts, when applicable.

We categorize Cisco TAC inquiries according to urgency:

» Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

» Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

- Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

» Priority level 1 (P1)—Your production network isdown, and a critical impact to business operations
will occur if serviceis not restored quickly. No workaround is available.

Cisco TAC Website

You can use the Cisco TAC website to resolve P3 and P4 issues yourself, saving both cost and time. The
site provides around-the-clock access to online tools, knowledge bases, and software. To access the
Cisco TAC website, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have avalid Cisco service contract have complete access to
the technical support resources on the Cisco TAC website. Some services on the Cisco TAC website
require a Cisco.com login ID and password. If you have a valid service contract but do not have alogin
ID or password, go to this URL to register:

http://tool s.cisco.com/RPF/register/register.do

If you are a Cisco.com registered user, and you cannot resolve your technical issues by using the Cisco
TAC website, you can open a case online at this URL :

http://www.cisco.com/en/US/support/index.html

If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco TAC
website so that you can describe the situation in your own words and attach any necessary files.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business operations.
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml
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M Obtaining Additional Publications and Information

Before calling, please check with your network operations center to determine the level of Cisco support
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your product serial number.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

The Cisco Product Catalog describes the networking products offered by Cisco Systems as well as
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://www.cisco.com/en/US/products/products_catalog_links launch.html

Cisco Press publishes a wide range of networking publications. Cisco suggests these titles for new
and experienced users: Inter networking Terms and Acronyms Dictionary, Internetworking
Technology Handbook, Internetworking Troubleshooting Guide, and the Internetworking Design
Guide. For current Cisco Press titles and other information, go to Cisco Press online at this URL:

http://www.ciscopress.com

Packet magazine isthe Cisco monthly periodical that providesindustry professionalswith the latest
information about the field of networking. You can access Packet magazine at this URL :

http://www.cisco.com/en/US/about/ac123/ac114/about_cisco_packet_magazine.html

iQ Magazine is the Cisco monthly periodical that provides business |eaders and decision makers
with the latest information about the networking industry. You can access iQ Magazine at this URL :

http://business.cisco.com/prod/tree.taf%3fasset_id=44699& public_view=true& kbns=1.html

Internet Protocol Journal isa quarterly journal published by Cisco Systems for engineering
professionalsinvolved in the design, development, and operation of public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the internet_protocol journal.html

Training—Cisco offers world-class networking training, with current offerings in network training
listed at this URL:

http://www.cisco.com/en/US/learning/le31/learning_recommended_training_list.html

Cisco PIX Firewall Command Reference
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CHAPTER 1

PIX Firewall Software Version 6.3 Commands

Table 1-1 lists the commands that are supported in PIX Firewall software Version 6.3.

Table 1-1  Supported Commands

A-D E-M M-S S (continued)-Z
aaa accounting eeprom mtu show history
aaa authentication enable multicast show local-host/clear local
host
aaa authorization established name/ names show memory
aaa-server exit nameif show processes
access-group failover nat show tech-support
access-list filter ntp show traffic/clear traffic
activation-key fixup protocol object-group show uauth/clear uauth
alias flashfs outbound/ apply show version
arp floodguard pager show xlate/clear xlate
auth-prompt fragment password shun
auto-update global pdm snmp-server
banner help perfmon ssh
ca hostname ping static
ca generate rsa key http prefix-list sysopt
capture icmp privilege telnet
clear igmp quit terminal
clock interface reload tftp-server
conduit ip address rip timeout
configure ip audit route url-block
console ip local pool route-map url-cache
copy ip verify reverse-path router ospf url-server
crypto dynamic-map isakmp routing interface username
crypto ipsec isakmp policy service virtual
crypto map kill session enable vpdn
Cisco PIX Firewall Command Reference
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Table 1-1  Supported Commands (continued)

A-D E-M M-S S (continued)-Z
debug logging setup vpnclient
dhcpd login show vpngroup
dhcprelay mac-list show blocks/ clear blocks who

disable management-access show checksum write
domain-name mgcp show conn

dynamic-map mroute show cpu usage

Cisco PIX Firewall Command Reference
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CHAPTER

Using PIX Firewall Commands

This chapter introduces the Cisco PI X Firewall Command Reference and contains the following sections:

« Introduction, page 2-1

» Command Modes, page 2-2

» Ports, page 2-3

» Protocols, page 2-5

» Deprecated Commands, page 2-6

Introduction

This section provides a brief introduction to using PIX Firewall commands and where to go for more
information on configuring and using your PIX Firewall.

Tips

5o

The following table lists some basic PIX Firewall commands.

Task

Related Command

Saving my configuration

write memory

Viewing my configuration

writeterminal

Accumulating system log (syslog) messages

logging buffered debugging

Viewing system log (syslog) messages

show logging

Clearing the message buffer

clear logging

When using the PIX Firewall command-line interface (CLI), you can do the following:

» Check the syntax before entering a command. Enter a command and press the Enter key to view a
quick summary, or precede a command with help, asin, help aaa.

» Abbreviate commands. For example, you can usethe configt command to start configuration mode,
thewritet command statement to list the configuration, and the write m command to write to Flash
memory. Also, in most commands, show can be abbreviated as sh. Thisfeatureis called command

completion.

[ 78-14890-01
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W Ccommand Modes

After changing or removing the alias, access-list, conduit, global, nat, outbound, and static
commands, use the clear xlate command to make the |P addresses available for access.

Review possible port and protocol numbers at the following |ANA websites:

http://www.iana.org/assignments/port-numbers
http://www.iana.org/assignments/protocol -numbers

Create your configuration in atext editor and then cut and paste it into the configuration.
PIX Firewall lets you paste in aline at atime or the whole configuration. Always check your
configuration after pasting large blocks of text to be sure everything copied.

For more information

For information about how to build your PIX Firewall configuration, please refer to the
Cisco PIX Firewall and VPN Configuration Guide.

Syslog messages are fully described in Cisco PIX Firewall System Log Messages.

For information about how to use Cisco PIX Device Manager (PDM), please refer to the online Help
included in the PDM software (accessed through the PDM application Help button). For information
about how to install PDM, please refer to the Cisco PIX Device Manager Installation Guide.

PIX Firewall technical documentation is located online at the following website:

http://www.cisco.com/univercd/cc/td/doc/product/iaabu/pix/

Command Modes

The PIX Firewall contains a command set based on Cisco 10S technol ogies and provides configurable
command privilege modes based on the following command modes:

Unprivileged mode. When you first access the firewall, it displaysthe “>" prompt. Thisis
unprivileged mode, and it lets you view firewall settings. The unprivileged mode prompt appears as
follows:

pi xfirewal | >
Privileged mode, which displays the “#” prompt and |ets you change current settings. Any

unprivileged mode command also works in privileged mode. Use the enable command to start
privileged mode from unprivileged mode as follows:

pi xfirewal | > enabl e
Passwor d:
pi xfirewal | #

Use the exit or quit commands to exit privileged mode and return to unprivileged mode as follows:

pixfirewal | # exit
Logof f

Type help or '?' for a list of available commands.
pi xfirewal | >

Use the disable command to exit privileged mode and return to unprivileged mode as follows:

pi xfirewal | # di sabl e

Cisco PIX Firewall Command Reference
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Using PIX Firewall Commands

Ports

Note

ports M

pi xfirewal | >

- Configuration mode, which displays the “(config)#” prompt and lets you change the firewall
configuration. All privileged, unprivileged, and configuration mode commands are available in this
mode. Use the configure terminal command to start configuration mode as follows:

pi xfirewal | # configure term nal
pi xfirewal | (config)#

Usethe exit or quit commands to exit configuration mode and return to privileged mode as follows:
pi xfirewal | (config)# quit
pi xfirewal | #

Use the disable command to exit configuration mode and return to unprivileged mode as follows:

pi xfirewal | (config)# disable
pi xfirewal | >

Lliteral names can be used instead of a numerical port values in commands.

The PIX Firewall permits the following TCP literal names: bgp, chargen, cmd, citrix-ica, daytime,
discard, domain, echo, exec, finger, ftp, ftp-data, gopher, h323, hostname, http, ident, irc, klogin,
kshell, Ipd, nntp, pop2, pop3, pptp, rpc, smtp, sglnet, sunrpc, tacacs, talk, telnet, time, uucp, whois,
and www.

The PIX Firewall uses port 1521 for SQL*Net. Thisis the default port used by Oracle for SQL* Net;
however, this value does not agree with lANA port assignments.

The PIX Firewall listens for RADIUS on ports 1645 and 1646. If your RADIUS server uses ports 1812
and 1813, you must reconfigure it to listen on ports 1645 and 1646.

To assign a port for DNS access, use domain, not dns. The dns keyword translates into the port value
for dnsix.

By design, the PIX Firewall drops DNS packets sent to UDP port 53 (usually used for DNS) that have a
packet size larger than 512 bytes.

Permitted UDP literal names are biff, bootpc, bootps, discard, dnsix, echo, mobile-ip, nameser ver,
netbios-dgm, netbios-ns, ntp, rip, snmp, snmptrap, sunrpc, syslog, tacacs, talk, tftp, time, who, and
xdmcep.

Port numbers can be viewed online at the IANA website:
http://www.iana.org/assignments/port-numbers
Table 2-1 lists the port literal values.

Table 2-1  Port Literal Values

Literal Value Description

bgp 179 Border Gateway Protocol, RFC 1163

bi ff 512 Used by mail system to notify users that new mail is received
bootpc 68 Bootstrap Protocol Client

bootps 67 Bootstrap Protocol Server
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Table 2-1  Port Literal Values (continued)

Literal Value Description

chargen 19 Character Generator

citrix-ica 1494 Citrix Independent Computing Architecture (ICA) protocol
cmd 514 Similar to exec except that cmd has automatic authentication
daytime 13 Day time, RFC 867

discard 9 Discard

domain 53 DNS (Domain Name System)

dnsix 195 DNSIX Session Management Module Audit Redirector
echo 7 Echo

exec 512 Remote process execution

finger 79 Finger

ftp 21 File Transfer Protocol (control port)

ftp-data 20 File Transfer Protocol (data port)

gopher 70 Gopher

h323 1720 H.323 call signalling

hostname 101 NIC Host Name Server

nameserver |42 Host Name Server

ident 113 I dent authentication service

irc 194 Internet Relay Chat protocol

isakmp 500 ISAKMP

klogin 543 KLOGIN

kshell 544 Korn Shell

Ipd 515 Line Printer Daemon - printer spooler

login 513 Remote login

mobile-ip 434 Mobilel P-Agent

netbios-ns 137 NetBIOS Name Service

netbios-dgm |138 NetBlIOS Datagram Service

nntp 119 Network News Transfer Protocol

ntp 123 Network Time Protocol

pim-auto-rp |496 Protocol Independent Multicast, reverse path flooding, dense mode
pop2 109 Post Office Protocol - Version 2

pop3 110 Post Office Protocol - Version 3

radius 1645, 1646 |Remote Authentication Dial-In User Service

rip 520 Routing Information Protocol

smtp 25 Simple Mail Transport Protocol

snmp 161 Simple Network Management Protocol

snmptrap 162 Simple Network Management Protocol - Trap
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Table 2-1  Port Literal Values (continued)

Literal Value Description

sqlnet 1521 Structured Query Language Network

sunrpc 111 Sun RPC (Remote Procedure Call)

syslog 514 System Log

tacacs 49 TACACS+ (Terminal Access Controller Access Control System Plus)

talk 517 Talk

telnet 23 RFC 854 Telnet

tftp 69 Trivial File Transfer Protocol

time 37 Time

uucp 540 UNIX-to-UNIX Copy Program

who 513 Who

whois 43 Who Is

wWww 80 World Wide Web

xdmep 177 X Display Manager Control Protocol, used to communicate between X
terminals and workstations running UNIX

Possible literal values are ahp, eigrp, esp, gre, icmp, igmp, igrp, ip, ipinip, ipsec, nos, ospf, pcp, snp,
tcp, and udp. You can also specify any protocol by number.

Protocol numbers can be viewed online at the lANA website:

http://www.iana.org/assignments/port-numbers

Many routing protocols use multicast packets to transmit their data. If you send routing protocols across
the PIX Firewall, configure the surrounding routers with the Cisco 10S software neighbor command. |If
routes on an unprotected interface are corrupted, the routes transmitted to the protected side of the
firewall will pollute routers there as well.

Table 2-2 lists the numeric values for the protocol literals.

Table 2-2  Protocol Literal Values

Literal Value |Description

ah 51 Authentication Header for IPv6, RFC 1826

eigrp 88 Enhanced Interior Gateway Routing Protocol

esp 50 Encapsulating Security Payload (ESP) for IPv6, RFC 1827
gre 47 General routing encapsulation

icmp Internet Control Message Protocol, RFC 792

igmp Internet Group Management Protocol, RFC 1112

igrp Interior Gateway Routing Protocol
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Table 2-2  Protocol Literal Values (continued)

Literal Value |Description

ip 0 Internet Protocol

ipinip 4 I P-in-1P encapsulation

nos 94 Network Operating System (Novell’s NetWare)

ospf 89 Open Shortest Path First routing protocol, RFC 1247
pcp 108 Payload Compression Protocol

snp 109 Sitara Networks Protocol

tcp 6 Transmission Control Protocol, RFC 793

udp 17 User Datagram Protocol, RFC 768

Deprecated Commands

The following commands are no longer used to configure the firewall: sysopt route dnat, sysopt
security fragguard, fragguard, and session enable.

The sysopt route dnat command is ignored, starting in PIX Firewall software Version 6.2. Instead,
overlapping configurations (network addresses and routes) are automatically handled by outside NAT.

The sysopt security fragguard and fragguard commands have been replaced by the fragment
command.

The session enable command is deprecated because the AccessPro router it was intended to support no
longer exists.
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Enable, disable, or view LOCAL, TACACS+, or RADIUS user accounting (on a server designated by
the aaa-server command).

[no] aaa accounting include | exclude service if namelocal_ip local _mask foreign_ip
foreign_mask server_tag

[no] aaa accounting include | exclude service if_name server_tag

clear aaa [accounting include | exclude service if_name server_tag]

[no] aaa accounting match acl_name if _name server_tag

show aaa
Syntax Description accounting Enable or disable accounting services. Use of this command requires that you

previously used the aaa-server command to designate a AAA server.

exclude Create an exception to a previously stated rule by excluding the specified service
from accounting. The exclude parameter improves the former except option by
allowing the user to specify a port to exclude to a specific host or hosts.

foreign_ip The IP address of the hosts you want to access the local_ip address. Use 0 to mean
all hosts.

foreign_mask Network mask of foreign_ip. Always specify a specific mask value. Use 0 if the
IPaddressis 0. Use 255.255.255.255 for a host.

if_ name Interface name from which users require authentication. Use if_namein
combination with the local_ip address and the foreign_ip address to determine
where access is sought and from whom. The local_ip address is always on the
highest security level interface and foreign_ip is always on the lowest.

include Create a new rule with the specified service to include.

local_ip The I P address of the host or network of hosts that you want to be authenticated or
authorized. You can set this address to 0 to mean all hosts and to let the
authentication server decide which hosts are authenticated.

local_mask Network mask of local_ip. Always specify a specific mask value. Use 0 if the IP

address is 0. Use 255.255.255.255 for a host.
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Defaults

Command Modes

Usage Guidelines

Note

o

Examples

match acl_name Specify an access-list command statement name.

server_tag The AAA server group tag defined by the aaa-server command. To use the local
PIX Firewall user authentication database, enter LOCAL for this parameter.

service The accounting service. Accounting is provided for all services or you can limit it
to one or more services. Possible values are any, ftp, http, telnet, or protocol/port.
Useany to provide accounting for all TCP services. To provide accounting for UDP
services, use the protocol/port form.

For protocol/port, the TCP protocol appears as 6, the UDP protocol appears as 17,
and so on, and port is the TCP or UDP destination port. A port value of 0 (zero)
means all ports. For protocols other than TCP and UDP, the port is not applicable
and should not be used.

For protocol/port, the TCP protocol appears as 6, the UDP protocol appears as 17, and so on, and port
isthe TCP or UDP destination port. A port value of 0 (zero) means all ports. For protocols other than
TCP and UDP, the port is not applicable and should not be used.

Configuration mode.

User accounting services keep arecord of which network servicesauser has accessed. Theserecordsare
also kept on the designated AAA server. Accounting information is only sent to the active server in a
server group.

Use the aaa accounting command with the aaa authentication and aaa authorization commands.

The include and exclude options are not backward compatible with previous PIX Firewall versions. If
you downgrade to an earlier version, the aaa command statements will be removed from your
configuration.

Traffic that is not specified by an include statement is not processed.

For outbound connections, first use the nat command to determine which IP addresses can access the
PIX Firewall. For inbound connections, first use the static and access-list command statements to
determine which inside | P addresses can be accessed through the PIX Firewall from the outside network.

If you want to allow connections to come from any host, code the local |P address and netmask as
0.0.0.0 0.0.0.0, or 0 0. The same convention applies to the foreign host | P address and netmask; 0.0.0.0
0.0.0.0 means any foreign host.

The help aaa command displays the syntax and usage for the aaa authentication, aaa authorization,
aaa accounting, and aaa proxy-limit commands in summary form.

The default PIX Firewall configuration provides the following aaa-server protocols:

aaa- server TACACS+ protocol tacacs+
aaa- server RADI US protocol radius
aaa-server LOCAL protocol local
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The following example uses the default protocol TACACS+ with the aaa commands:

aaa- server TACACS+ (inside) host 10.1.1.10 thekey tinmeout 20
aaa authentication include any outbound 0 O 0 0 TACACS+

aaa authorization include any outbound 0 0 0 O

aaa accounting include any outbound 0 0 0 O TACACS+

aaa authentication serial consol e TACACS+

This example specifies that the authentication server with the IP address 10.1.1.10 resides on the inside
interface and isin the default TACACS+ server group. The next three command statements specify that
any users starting outbound connections to any foreign host will be authenticated using TACACS+, that
the users who are successfully authenticated are authorized to use any service, and that all outbound

connection information will be logged in the accounting database. Thelast command statement specifies
that access to the PIX Firewall unit’'s serial console requires authentication from the TACACS+ server.

Related Commands

aaa authentication Enables, disables, or displays LOCAL, TACACS+, or RADIUS user
authentication on a server designated by the aaa-server command, or for
PDM user authentication.

aaa authorization Enables or disables LOCAL or TACACS+ user authorization services.
auth-prompt Changes the AAA challenge text.

password Sets the password for Telnet access to the PIX Firewall console.
service Resets inbound connections.

ssh Specifies a host for access through Secure Shell (SSH).

telnet Specifies the host for access via Telnet.

virtual Accesses the PIX Firewall virtual server.

aaa authentication

Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication, on a server designated by
the aaa-server command, or PDM user authentication.

[no] aaa authentication include | exclude authen_service if namelocal _iplocal_mask[foreign_ip
foreign_mask] server_tag

clear aaa [authentication include | exclude authen_service if_namelocal_ip local _mask
foreign_ip foreign_mask server_tag]

[no] aaa authentication match acl_name if _name server_tag
[no] aaa authentication secure-http-client
[no] aaa authentication [serial | enable | telnet | ssh | http] console server_tag

show aaa
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Syntax Description authen service Specifies the type of traffic to include or exclude from authentication based on the
N service option selected.

access authentication

The accessauthentication service optionsare asfollows: enable, serial, ssh,
and telnet. Specify serial for serial console access, telnet for Telnet access,
ssh for SSH access, and enable for enable-mode access.

cut-through authentication

The cut-through authentication service options are as follows: telnet, ftp,
http, https, icmp/type, proto, tcp/port, and udp/port. The variable proto
can be any supported | P protocol value or name: for example, ip or igmp.
Only Telnet, FTP, HTTP, or HTTPS traffic triggers interactive user
authentication.

You can enter an |CM P message type number for type to include or exclude
that specific ICM P message type from authentication. For example, icmp/8
includes or excludes type 8 (echo request) ICMP messages.

The tcp/0 option enables authentication for all TCP traffic, which includes
FTP, HTTPR HTTPS, and Telnet. When a specific port is specified, only the
traffic with a matching destination port isincluded or excluded for
authentication. Note that FTP, Telnet, HTTP, and HTTPS are equivalent to
tep/21, tep/23, tep/80, and tcp/443, respectively.

If ip is specified, all IP traffic isincluded or excluded for authentication,
depending on whether include or exclude is specified. When all IP traffic
isincluded for authentication, following are the expected behaviors:

» Beforeauser (source | P-based) is authenticated, an FTP, Telnet, HTTP,
or HTTPS request triggers authentication and all other IP requests are
denied.

« After auser is authenticated through FTP, Telnet, HTTP, HTTPS, or
virtual Telnet authentication (see the virtual command), all trafficis
free from authentication until the uauth timeout.

authentication Enable or disable user authentication, prompt user for username and
password, and verify information with authentication server.

When used with the console option, enables or disables authentication
service for access to the PIX Firewall console over Telnet or from the
Console connector on the PIX Firewall unit.

Use of the aaa authentication command requires that you previously used
the aaa-server command to designate an authentication server.

The aaa authentication command supports HTTP authentication. The
PIX Firewall requires authentication verification of the HTTP server
through the aaa authentication http console command before PDM can
access the PIX Firewall.

console Specify that access to the PIX Firewall console require authentication and
optionally, log configuration changes to a syslog server. The maximum
password length for accessing the console is 16 characters.

enable Access verification for the PIX Firewall unit’s privilege mode.
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Defaults

aaa authentication

exclude Create an exception to a previously stated rule by excluding the specified
service from authentication. The exclude parameter improves the former
except option by allowing the user to specify a port to exclude to a specific
host or hosts.

foreign_ip The IP address of the hosts you want to access the local_ip address. Use 0

to mean all hosts.

foreign_mask

Network mask of foreign_ip. Always specify a specific mask value. Use 0
if the IP addressis 0. Use 255.255.255.255 for a host.

http Access verification for the HTTP (Hypertext Transfer Protocol) access to
the PIX Firewall (viaPDM). The maximum username prompt for HTTP
authentication is 30 characters. The maximum password length is 15
characters.

if_ name The interface name from which to authenticate users.

include Create a new rule with the specified service to include.

local_ip The IP address of the host or network of hosts that you want to be
authenticated or authorized. You can set this address to 0 to mean all hosts
and to let the authentication server decide which hosts are authenticated.

local_mask Network mask of local _ip. Always specify a specific mask value. Use O if

the IP address is 0. Use 255.255.255.255 for a host.

match acl_name

Specify an access-list command statement name. However, do not use an
access-list command statement that uses the source port to identify
matching traffic. Like the aaa authentication include | exclude command,
the source port is not supported in the match criteria of the aaa
authentication match acl _name command.

secur e-http-client

Secures HTTP client authentication (through SSL).

serial

Access verification for the PIX Firewall unit’s serial console.

server_tag

The AAA server group tag defined by the aaa-server command.

For cut-through proxy and “to the box” authentication, you can also use the
local PIX Firewall user authentication database by specifying the server
grouptag LOCAL. If LOCAL isspecified for server_tag and thelocal user
credential database is empty, the following warning message appears:

War ni ng: | ocal database is enpty! Use 'username' command to define
| ocal users.

Conversely, if the local database becomes empty when LOCAL is still
present in the command, the following warning message appears:

War ni ng: Local user database is enpty and there are still commands
using 'LOCAL' for authentication.

ssh

Access verification for the SSH access to the PIX Firewall console.

telnet

Access verification for the Telnet access to the PIX Firewall console.

If aaaa authentication http console server_tag command statement is not defined, you can gain access
to the PIX Firewall (viaPDM) with no username and the PIX Firewall enable password (set with the
passwor d command). If the aaa commands are defined but the HT TP authentication requests atime out,
which implies the AAA servers may be down or not available, you can gain access to the PIX Firewall
using the username pix and the enable password. By default, the enable password is not set.
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The PIX Firewall supports authentication usernames up to 127 characters and passwords of up to
16 characters (some AAA servers accept passwords up to 32 characters). A password or username may
not contain an “@” character as part of the password or username string, with a few exceptions.

Tip The help aaa command displays the syntax and usage for the aaa authentication, aaa authorization,
aaa accounting, and aaa proxy-limit commands in summary form.

The authentication ports supported for AAA are fixed. We support port 21 for FTP, port 23 for Telnet,
and port 80 for HTTP. For this reason, do not use Static PAT to reassign ports for services you wish to
authenticate. 1n other words, when the port to authenticate is not one of the three known ports, the
firewall rejects the connection instead of authenticating it.

Command Modes Configuration mode.

Usage Guidelines To use the aaa authentication command, you must first designate an authentication server with the
aaa-server command. Also, for each IP address, one aaa authentication command is permitted for
inbound connections and one for outbound connections.

Usetheif _name, local_ip, and foreign_ip variables to define where access is sought and from whom.
The addressfor local_ip isaways on the highest security level interface and foreign_ip is aways on the
lowest.

The aaa authentication command is not intended to mandate your security policy. The authentication
servers determine whether a user can or cannot access the system, what services can be accessed, and
what |P addresses the user can access. The PIX Firewall interacts with FTP, HTTP (Web access), and
Telnet to display the credentials prompts for logging in to the network or logging in to exit the network.
You can specify that only a single service be authenticated, but this must agree with the authentication
server to ensure that both the firewall and server agree.

The include and exclude options are not backward compatible with previous PIX Firewall versions. If
you downgrade to an earlier version, these aaa authentication command statements will be removed
from your configuration.

Note  When a cut-through proxy is configured, TCP sessions (TELNET, FTP, or HTTP) may have their
sequence number randomized even if the norandomseq option is used in the nat or static command.
This occurs when a AAA server proxies the TCP session to authenticate the user before permitting
access.

aaa authentication console command

The aaa authentication serial console command enables you to require authentication verification to
access the PIX Firewall unit’'s serial console. The serial console options also logs to a syslog server
changes made to the configuration from the serial console.

Authenticated accessto the PIX Firewall console has different types of prompts depending on the option
you choose with the aaa authentication [serial | enable | telnet | ssh] console command. While the
enable and ssh options allow three tries before stopping with an access denied message, both the serial
and telnet options cause the user to be prompted continually until successfully logging in. The serial
option requests a username and password before the first command line prompt on the serial console
connection. The telnet option forces you to specify a username and password before the first command
line prompt of a Telnet console connection. The enable option requests a username and password before
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accessing privileged mode for serial, Telnet, or SSH connections. The ssh option requests a username
and password before the first command line prompt on the SSH console connection. The ssh option
allows a maximum of three authentication attempts.

Telnet access to the PIX Firewall console is available from any internal interface, and from the outside
interface with |PSec configured, and requires previous use of the telnet command. SSH access to the
PIX Firewall console is also available from any interface without 1PSec configured, and requires
previous use of the ssh command.

The new ssh option specifies the group of AAA serversto be used for SSH user authentication. The
authentication protocol and AAA server | P addresses are defined with the aaa-server command
statement.

Similar to the Telnet model, if aaaa authentication ssh console server_tag command statement is not
defined, you can gain access to the PIX Firewall console with the username pix and with the

PIX Firewall Telnet password (set with the passwd command). If the aaa command is defined but the
SSH authentication requests timeouts, which impliesthe AAA servers may be down or not available, you
can gain access to the PIX Firewall using username pix and the enable password (set with the enable
password command). By default, the Telnet password is cisco and the enable password is not set.

If the console login request times out, you can gain access to the PIX Firewall from the serial console
by entering the pix username and the enable password.

aaa authentication secure-http-client

The aaa authentication secure-http-client command enables SSL and secures username and password
exchange between HTTP clients and the firewall. It offers a secure method for user authentication to the
firewall prior to allowing the user's HT TP-based web requests to traverse the firewall.

The following example configures HTTP traffic to be authenticated securely:

aaa authentication secure-http-client
aaa authentication include http ...

The following example configures HTTPS traffic to be authenticated securely (note that the aaa
authentication secure-http-client command is not needed for HTTPS traffic):

aaa authentication include https ...

where “...” represents your values for authen_service if_name local_ip local_mask [foreign_ip
foreign_mask] server_tag.

The following are limitations of the aaa authentication secure-http-client command:

« At runtime, amaximum of 16 HTTP authentication processes are allowed. If all 16 HTTP
authentication processes are running, the 17th, new HTTPS connection requiring authentication is
dropped.

«  When uauth timeout 0 is configured (the uauth timeout is set to 0), HTTPS authentication may
not work. If abrowser initiates multiple TCP connections to load a web page after HTTPS
authentication, the first connection is let through but the subsequent connections trigger
authentication. Asaresult, users are presented with an authentication page, continuously, even if
the correct username and password are entered each time. You can workaround this by setting the
uauth timeout to 1 second with the timeout uauth 0:0:1 command. However, this workaround
opens a 1-second window of opportunity that may allow non-authenticated users to go through the
firewall if they are comming from the same source |P address.
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» Because HTTPS authentication occurs on the SSL port 443, users must not configure an access-list
command statement to block traffic from the HTTP client to HT TP server on port 443. Furthermore,
if static PAT is configured for web traffic on port 80, it must also be configured for the SSL port. In
the following example, the first line configures static PAT for web traffic and the second line must
be added to support the HTTPS authentication configuration:

static (inside,outside) tcp 10.132.16.200 www 10. 130. 16. 10 www
static (inside,outside) tcp 10.132.16.200 443 10. 130. 16. 10 443

Enabling Authentication
The aaa authentication command enables or disables the following features:

» User authentication services provided by a TACACS+ or RADIUS server are first designated with
the aaa authorization command. A user starting a connection via FTP, Telnet, or over the World
Wide Web is prompted for their username and password. If the username and password are verified
by the designated TACACS+ or RADIUS authentication server, the PIX Firewall unit will allow
further traffic between the authentication server and the connection to interact independently
through the PIX Firewall unit’'s “cut-through proxy” feature.

« Administrative authentication services providing access to the PIX Firewall unit's console via
Telnet, SSH, or the serial console. Telnet access requires previous use of thetelnet command. SSH
access requires previous use of the ssh command.

The prompts users see requesting AAA credentials differ between the three services that can access the
PIX Firewall for authentication: Telnet, FTP, and HTTP (Web):

» Telnet users see aprompt generated by the PIX Firewall that you can change with the auth-prompt
command. The PIX Firewall permits auser up to four chancesto log in and then if the username or
password still fails, the PIX Firewall drops the connection.

» FTP usersreceive a prompt from the FTP program. If a user enters an incorrect password, the
connection is dropped immediately. If the username or password on the authentication database
differs from the username or password on the remote host to which you are using FTP to access,
enter the username and password in these formats:

aut henti cati on_user_nanme@ enot e_syst em user _nane
aut henti cati on_passwor d@ enot e_syst em passwor d

If you daisy-chain PIX Firewall units, Telnet authentication works in the same way as a single unit,
but FTP and HTTP authentication have additional complexity for users because they have to enter
each password and username with an additional at (@) character and password or username for each
daisy-chained system. Users can exceed the 63-character password limit depending on how many
units are daisy-chained and password length.

Some FTP graphical user interfaces (GUIs) do not display challenge val ues.

» HTTP users see a pop-up window generated by the browser itself. If a user enters an incorrect
password, the user isreprompted. When the web server and the authentication server are on different
hosts, use the virtual command to get the correct authentication behavior.

Authenticated accessto the PIX Firewall console has different types of prompts depending on the option
you choose with the aaa authentication console command:

« enable option—Allows three tries before stopping with “Access denied.” The enable option
requests ausername and password before accessing privileged modefor serial or Telnet connections.

- serial option—Causes the user to be prompted continually until successfully logging in. The serial
option requests a username and password before the first command line prompt on the serial console
connection.
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- ssh option—Allows three tries before stopping with "Rejected by Server." The ssh option requests
a username and password before the first command line prompt appears.

- telnet option—Causes the user to be prompted continually until successfully logging in. The telnet
option forces you to specify a username and password before the first command line prompt of a
Telnet console connection.

You can specify an interface name with the aaa authentication command. In previous versions, if you
specified aaa authentication include any outbound 0 O server, PIX Firewall only authenticated
outbound connections and not those to the perimeter interface. PIX Firewall now authenticates any
outbound connection to the outside as well as to hosts on the perimeter interface. To preserve the
behavior of previous versions, use these commands to enable authentication and to disable
authentication from the inside to the perimeter interface:

aaa authentication include any outbound 0 O server
aaa authentication exclude outbound peri mnet perimmask server

When ahost is configured for authentication, all users on the host must use aweb browser or Telnet first
before performing any other networking activity, such as accessing mail or anewsreader. The reason for
thisis that users must first establish their authentication credentials and programs such as mail agents
and newsreaders do not have authentication challenge prompts.

ThePIX Firewall only accepts 7-bit characters during authentication. After authentication, the client and
server can negotiate for 8 bitsif required. During authentication, the PIX Firewall only negotiates
Go-Ahead, Echo, and NV T (network virtual terminal).

HTTP Authentication

When using HTTP authentication to a site running Microsoft 11S that has “Basic text authentication” or
“NT Challenge” enabled, users may be denied access from the Microsoft 1S server. This occurs because
the browser appends the string: “Authorization: Basic=Uuhjksdkfhk==" to the HTTP GET commands.
This string contains the PIX Firewall authentication credentials.

Windows NT Microsoft 11S servers respond to the credentials and assume that a Windows NT user is
trying to access privileged pages on the server. Unless the PIX Firewall username password
combination is exactly the same as a valid Windows NT username and password combination on the
Microsoft 1S server, the HTTP GET command is denied.

To solve this problem, PIX Firewall provides the virtual http command, which redirects the browser's
initial connection to another IP address, authenticates the user, then redirects the browser back to the
URL which the user originally requested.

Once authenticated, a user never hasto reauthenticate no matter how low the PIX Firewall uauth timeout
isset. Thisis because the browser caches the “Authorization: Basic=Uuhjksdkfhk==" string in every
subsequent connection to that particular site. This can only be cleared when the user exits all instances
of Netscape Navigator or Internet Explorer and restarts. Flushing the cache is of no use.

As long as the user repeatedly browses the Internet, the browser resends the “Authorization:
Basic=Uuhjksdkfhk==" string to transparently reauthenticate the user.

Multimedia applications such as CU-SeeMe, Intel Internet Phone, MeetingPoint, and MS NetMeeting
silently start the HTTP service before an H.323 session is established from the inside to the outside.

Network browsers such as Netscape Navigator do not present a challenge val ue during authentication;
therefore, only password authentication can be used from a network browser.
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N

Note

To avoid interfering with these applications, do not enter blanket outgoing aaa command statements for
all challenged ports such as using the any option. Be selective with which ports and addresses you use
to challenge HTTP, and when to set user authentication timeouts to a higher timeout value. If interfered
with, the multimedia programs may fail on the PC and may even crash the PC after establishing outgoing
sessions from the inside.

TACACS+ and RADIUS servers

Up to 196 TACACS+ or RADIUS servers are permitted (up to 14 servers in each of the up to 14 server
groups—set with the aaa-server command). When a user logs in, the servers are accessed one at atime
starting with the first server you specify in the configuration, until a server responds.

The PIX Firewall permits only one authentication type per network. For example, if one network
connects through the PIX Firewall using TACACS+ for authentication, another network connecting
through the PIX Firewall can authenticate with RADIUS, but one network cannot authenticate with both
TACACS+ and RADIUS.

For the TACACS+ server, if you do not specify akey to the aaa-server command, no encryption occurs.

The PIX Firewall displays the same timeout message for both RADIUS and TACACS+. The message
“aaa server host machine not responding” displays when either of the following occurs:

e The AAA server system is down.
- The AAA server system is up, but the service is not running.

Previously, TACACS+ differentiated between the two preceding states and provided two different
timeout messages, while RADIUS did not differentiate between the two states and provided one timeout

message.

aaa authentication match

The aaa authentication match acl_name interface_name server_tag command specifies to match an
access-list command statement and then to provide authentication for that match. However, do not use
an access-list command statement that uses the source port to identify matching traffic. Like the aaa
authentication include | exclude command, the source port is not supported in the match criteria of the
aaa authentication match acl_name command.

The following set of examples illustrates how to use this command, as follows:

show access- i st

access-list nmylist permt tcp 10.0.0.0 255.255.255.0 172.23.2.0 255.255.255.0 (hitcnt=0)
access-list yourlist pernmit tcp any any (hitcnt=0)

show aaa

aaa authentication match nylist outbound TACACS+

Similar to IPSec, the keyword per mit means “yes’ and deny means “no.” Therefore, the following
command,

aaa authentication match yourlist outbound tacacs

is equal to this command:
aaa authentication include any outbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 tacacs

The aaa command statement list is order-dependent between access-list command statements. If the
following command is entered:

aaa authentication match yourlist outbound tacacs

after this command:
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aaa authentication

aaa authentication match nylist outbound TACACS+

The PIX Firewall triesto find amatch in the mylist access-list command statement group before it tries
to find a match in the yourlist access-list command statement group.

Old aaa command configuration and functionality stays the same and is not converted to the access-list
command format. Hybrid access control configurations (that is, old configurations combined with new
access-list command-based configurations) are not recommended.

Examples The following example shows use of the aaa authentication command:
pi xfirewal | (config) aaa authentication telnet console radius
The following example lists the new include and exclude options:;
aaa authentication include any outbound 172.31.0.0 255.255.0.0 0.0.0.0 0.0.0.0 tacacs+
aaa authentication exclude telnet outbound 172.31.38.0 255.255.255.0 0.0.0.0 0.0.0.0
tacacs+
The following examples demonstrate waysto use the if_name parameter. The PIX Firewall hasan inside
network of 192.168.1.0, an outside network of 209.165.201.0 (subnet mask 255.255.255.224), and a
perimeter network of 209.165.202.128 (subnet mask 255.255.255.224).
This exampl e enabl es authentication for connections originated from the inside network to the outside
network:
aaa authentication include any outbound 192.168.1.0 255.255.255.0 209. 165. 201.0
255, 255, 255. 224 tacacs+
This example enables authentication for connections originated from the inside network to the perimeter
network:
aaa authentication include any outbound 192.168. 1.0 255.255.255.0 209. 165. 202. 128
255, 255, 255. 224 tacacs+
This exampl e enables authentication for connections originated from the outside network to the inside
network:
aaa authentication include any inbound 192.168.1.0 255.255.255.0 209. 165. 201.0
255, 255, 255. 224 tacacs+
This exampl e enables authentication for connections originated from the outside network to the
perimeter network:
aaa authentication include any inbound 209. 165. 201. 0 255. 255. 255. 224 209. 165. 202. 128
255. 255. 255. 224 tacacs+
This example enables authentication for connections originated from the perimeter network to the
outside network:
aaa aut hentication include any outbound 209. 165. 202. 128 255. 255. 255. 224 209. 165. 201. 0
255. 255. 255. 224 tacacs+
Thisexample specifiesthat | P addresses 10.0.0.1 through 10.0.0.254 can originate outbound connections
and then enables user authentication so that those addresses must enter user credentials to exit the
PIX Firewall. In this example, the first aaa authentication command permits authentication on FTP,
HTTR, or Telnet depending on what the authentication server handles. The second aaa authentication
command lets host 10.0.0.42 start outbound connections without being authenticated. This example uses
the default authentication group tacacst.
nat (inside) 1 10.0.0.0 255.255.255.0
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aaa authentication include any outbound 0 O tacacs+
aaa aut hentication exclude outbound 10.0.0.42 255. 255. 255. 255 tacacs+ any

This example permits inbound access to any |P address in the range of 209.165.201.1 through
209.165.201.30 indicated by the 209.165.201.0 network address (subnet mask 255.255.255.224). All
services are permitted by the access-list command, and the aaa authentication command permits
authentication on FTP, HTTPR, or Telnet depending on what the authentication server handles. The
authentication server is at |P address 10.16.1.20 on the inside interface.

aaa-server Authln protocol tacacs+

aaa-server Authln (inside) host 10.16.1.20 thisisakey tineout 20

static (inside,outside) 209.165.201.0 10.16.1.0 net mask 255. 255. 255. 224

access-list acl_out permt tcp 10.16.1.0 255.255.255.0 209. 165. 201. 0 255. 255. 255. 224
access-group acl _out in interface outside

aaa authentication include any inbound O O Authln

Related Commands aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.
auth-prompt Changes the AAA challenge text.
password Sets the password for Telnet access to the PIX Firewall console.
service Resets inbound connections.
ssh Specifies a host for access through Secure Shell (SSH).
telnet Specifies the host for access via Telnet.
virtual Accesses the PIX Firewall virtual server.

aaa authorization

Enable or disable LOCAL or TACACS+ user authorization services.
[no] aaa authorization command {L OCAL | tacacs_server_tag}

[no] aaa authorization include | exclude svc if_name local_ip local_mask foreign_ip
foreign_mask

clear aaa [authorization [include | exclude svc if_name local _ip local_mask foreign_ip
foreign_mask]]

[no] aaa authorization match acl_name if _name server_tag

show aaa

Syntax Description authorization  Enable or disable TACACS+ user authorization for services (PIX Firewall does not
support RADIUS authorization). The authentication server determines what
services the user is authorized to access.

exclude Create an exception to a previously stated rule by excluding the specified service
from authentication, authorization, or accounting to the specified host. Theexclude
parameter improves the former except option by allowing the user to specify a port
to exclude to a specific host or hosts.

foreign_ip The IP address of the hosts you want to access the local_ip address. Use 0 to mean
al hosts.
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Defaults

Command Modes

aaa authorization

foreign_mask Network mask of foreign_ip. Always specify a specific mask value. Use 0 if the
IP addressis 0. Use 255.255.255.255 for a host.

if name Interface name from which users require authentication. Use if_namein
combination with the local_ip address and the foreign_ip address to determine
where access is sought and from whom. The local_ip address is always on the
highest security level interface and foreign_ip is always on the lowest.

include Create a new rule with the specified service to include.

LOCAL Specifies to use the PIX Firewall local user database for local command
authorization (using privilege levels).

local_ip The I P address of the host or network of hosts that you want to be authenticated or
authorized. You can set this address to 0 to mean all hosts and to let the
authentication server decide which hosts are authenticated.

local_mask Network mask of local_ip. Always specify a specific mask value. Use 0 if the IP

address is 0. Use 255.255.255.255 for a host.

match acl_name

Specify an access-list command statement name.

server_tag The AAA server group tag as defined by the aaa-server command. You can also
enter LOCAL for the group tag value and use the local firewall database AAA
services such as local command authorization privilege levels.

svc The services which require authorization. Use any, ftp, http, telnet, or

protocol/port. Services not specified are authorized implicitly. (Services specified
in the aaa authentication command do not affect the services that require
authorization.)

For protocol/port:
» protocol—the protocol (6 for TCP, 17 for UDP, 1 for ICMP, and so on).

» port—the TCP or UDP destination port, or port range. The port can also bethe
ICMP type; that is, 8 for ICMP echo or ping. A port value of 0 (zero) means
all ports. Port ranges only appliesto the TCP and UDP protocols, not to ICMP.
For protocols other than TCP, UDP, and ICMP the port is not applicable and
should not be used. An example port specification follows.

aaa authorization include udp/53-1024 inside 0 0 0 0

This example enables authorization for DNS lookups to the inside interface for all
clients, and authorizes access to any other services that have ports in the range of
53 to 1024.

Note  Specifying a port range may produce unexpected results at the
authorization server. PIX Firewall sends the port range to the server as a
string with the expectation that the server will parse it out into specific
ports. Not all servers do this. In addition, you may want users to be

authorized on specific services, which will not occur if arangeis accepted.

tacacs_server
_tag

Specifies to use a TACACS user authentication server.

An |P address of 0 means all hosts.

Configuration mode.
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Usage Guidelines

Tip

Note

Examples

Except for its use with command authorization, the aaa authorization command requires previous
configuration with the aaa authentication command; however, use of the aaa authentication command
does not require use of a aaa authorization command.

Currently, the aaa authorization command is supported for use with LOCAL and TACACS+ servers but
not with RADIUS servers.

The help aaa command displays the syntax and usage for the aaa authentication, aaa authorization,
aaa accounting, and aaa proxy-limit commands in summary form.

For each IP address, one aaa authorization command is permitted. If you want to authorize more than
one service with aaa authorization, use the any parameter for the service type.

If the first attempt at authorization fails and a second attempt causes a timeout, use the
service resetinbound command to reset the client that failed the authorization so that it will not
retransmit any connections. An example authorization timeout message in Telnet follows.

Unabl e to connect to renote host: Connection tined out

User authorization services control which network services a user can access. After a user is
authenticated, attempts to access restricted services cause the PIX Firewall unit to verify the access
permissions of the user with the designated AAA server.

The include and exclude options are not backward compatible with previous PIX Firewall versions. If
you downgrade to an earlier version, the aaa command statements will be removed from your
configuration.

RADIUS authorization is supported for use with access-list command statements and for use in
configuring a RADIUS server with an acl=acl _name vendor-specific identifier. Refer to the access-list
command page for more information. Also see the aaa-server radius-authport commands.

If the AAA console login request times out, you can gain access to the PIX Firewall from the serial
console by entering the pix username and the enable password.

The default PIX Firewall configuration provides the following aaa-server protocols:

aaa- server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local
The following example uses the default protocol TACACS+ with the aaa commands:

aaa- server TACACS+ (inside) host 10.1.1.10 thekey tinmeout 20
aaa authentication include any outbound 0 O 0 0 TACACS+

aaa aut horization include any outbound 0 0 0 O

aaa accounting include any outbound 0 0 0 O TACACS+

aaa authentication serial console TACACS+

This example specifies that the authentication server with the IP address 10.1.1.10 resides on the inside
interface and isin the default TACACS+ server group. The next three command statements specify that
any users starting outbound connections to any foreign host will be authenticated using TACACS+, that
the users who are successfully authenticated are authorized to use any service, and that all outbound

connection information will be logged in the accounting database. The last command statement specifies
that access to the PIX Firewall unit’'s serial console requires authentication from the TACACS+ server.
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The following example enables authorization for DNS lookups from the outside interface:

aaa aut horization include udp/53 inbound 0.0.0.0 0.0.0.0

Thefollowing exampl e enabl es authorization of ICMP echo-reply packetsarriving at the inside interface
from inside hosts:

aaa authorization include 1/0 outbound 0.0.0.0 0.0.0.0

This means that users will not be able to ping external hosts if they have not been authenticated using
Telnet, HTTPR, or FTP.

The following example enables authorization for ICMP echoes (pings) only that arrive at the inside
interface from an inside host:

aaa aut horization include 1/8 outbound 0.0.0.0 0.0.0.0

Related Commands

aaa authentication Enables, disables, or displays LOCAL, TACACS+, or RADIUS user
authentication on a server designated by the aaa-server command, or for
PDM user authentication.

auth-prompt Changes the AAA challenge text.
password Sets the password for Telnet access to the PIX Firewall console.
service Resets inbound connections.
ssh Specifies a host for access through Secure Shell (SSH).
telnet Specifies the host for access via Telnet.
virtual Accesses the PIX Firewall virtual server.
aaa mac-exempt

Exempts alist of MAC addresses from authentication and authorization.

[no] aaa mac-exempt match id

Syntax Description

Defaults

Command Modes

Usage Guidelines

Examples

id A MAC access list number. (Configured with the mac-list command.)

None.

The aaa mac-exempt match id command is available in configuration mode.

The aaa mac-exempt match id command exempts a list of MAC addresses from authentication and
authorization.

The following example shows how to configure MAC-based AAA:

[ 78-14890-01
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pi xfirewal | (config)# show nmac-1i st

mac-1list adc permt 00a0.c95d. 0282 ffff.ffff.ffff
mac-list adc deny 00al.c95d.0282 ffff.ffff.ffff
mac-1ist ac permt 0050.54ff.0000 ffff.ffff.0000
mac-1ist ac deny 0061.54ff.b440 ffff. ffff. ffff
mac-list ac deny 0072.54ff.b440 ffff.ffff.ffff

pi xfirewal | (config)# aaa nmac-exenpt match ac

pi xfirewal | (config)# show aaa
aaa mac-exenpt match ac

pi xfirewal | (config)# aaa ?
Usage: [no] aaa authentication|authorization|accounting include|exclude <svc>
<i f_name><| _i p> <l _mask> [<f_i p> <f_mask>] <server_tag>
[no] aaa authentication serial|telnet|ssh|http|enable console <server_tag>
[no] aaa authentication|authorization|accounting match <acl _name> <if_nane>
<server_tag>
[no] aaa authorization command {LOCAL | tacacs_server_tag} aaa proxy-limt <proxy
limt> | disable
[no] aaa mac-exenpt match <ntl-id>

Related Commands aaa authentication Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or PDM user
authentication.

aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.

access-list Create an access list, or use downloadable access lists. (Downloadable access
lists are supported for RADIUS servers only.)

mac-list Adds alist of MAC addresses using a first match search, and used by the

firewall VPN client in performing MAC-based authentication.

aaa proxy-limit
Specifies the number of concurrent proxy connections allowed per user.
[no] aaa proxy-limit proxy limit | disable

show aaa proxy-limit

Syntax Description disable Disables the proxy limit.

proxy_limit Specifies the number of concurrent proxy connections allowed per user,
from 1to 128. (The default valueis 16.)

Defaults The default proxy limit value is 16.

Command Modes Configuration mode.
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Usage Guidelines The aaa proxy-limit command enables you to manually configure the uauth session limit by setting the
maximum number of concurrent proxy connections allowed per user. By default, thisvalueisset to 16.
If asource addressisaproxy server, consider excluding this|P address from authentication or increasing
the number of allowable outstanding AAA requests.

The show aaa proxy-limit command displays the number of outstanding authentication requests
allowed, or indicates that the proxy limit is disabled if disabled.

Examples Thefollowing example shows how to set and display the maximum number of outstanding authentication
requests allowed:
pi xfirewal | (config)# aaa proxy-limt 6

pi xfirewal | (config)# show aaa proxy-limt
aaa proxy-limt 6

Related Commands aaa authentication Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or PDM user
authentication

aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.
aaa-server Specifiesa AAA server.

aaa-server

Definesthe AAA server group.
[no] aaa-server server_tag [(if_name)] host server_ip [key] [timeout seconds]
[no] aaa-server server_tag protocol auth_protocol
[no] aaa-server radius-acctport [acct_port]
[no] aaa-server radius-authport [auth_port]
clear aaa-server [server_tag]
show aaa-server

debug radius session

Syntax Description aaa-server Specifiesa AAA server or up to 14 groups of servers with amaximum of 14
servers each. Certain types of AAA services can be directed to different
servers. Services can also be set up to fail over to multiple servers.

acct_port RADIUS authentication port number. The default is 1645.
auth_port RADIUS accounting port number. The default is 1646.

debug radius session Captures RADIUS session information and attributes for sent and received
RADIUS packets.

host server_ip The IP address of the TACACS+ or RADIUS server.
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if _name The interface name on which the server resides.

key A case-sensitive, alphanumeric keyword of up to 127 charactersthat is the
same value as the key on the TACACS+ server. Any characters entered past
127 are ignored. The key is used between the client and server for
encrypting data between them. The key must be the same on both the client
and server systems. Spaces are not permitted in the key, but other special

characters are.
no aaa-server Unbinds a AAA server from and interface or host.
protocol auth_protocol The type of AAA server, either tacacs+ or radius.
radius-acctport Setsthe port number of the RADIUS server which the PIX Firewall unit will

use for accounting functions. The default port number used for RADIUS
accounting is 1646.

radius-authport Setsthe port number of the RADIUS server whichthe PIX Firewall will use
for authentication functions. The default port number used for RADIUS
authentication is 1645.

server_tag An alphanumeric string which is the name of the server group. Use the
server_tag in the aaa command to associate aaa authentication and aaa
accounting command statementsto a AAA server. Up to 14 server groups
are permitted. However, LOCAL cannot used with aaa-server command
because L OCAL is predefined by the PIX Firewall.

Defaults

Command Modes

Usage Guidelines

timeout seconds The timeout interval for the request. This is the time after which the
PIX Firewall gives up on the request to the primary AAA server. If thereis
astandby AAA server, the PIX Firewall will send the request to the backup
server. The retransmit timeout is currently set to 10 seconds and is not user
configurable.

By default, the PIX Firewall listens for RADIUS on ports 1645 for authentication and 1646 for
accounting. (The default ports 1645 for authentication and 1646 for accounting are as defined in
RFC 2058.)

The default configuration provides the following aaa-ser ver command protocols:

aaa- server TACACS+ protocol tacacs+
aaa- server RADI US protocol radius
aaa-server LOCAL protocol local

The default timeout value is 5 seconds.

Some AAA servers accept passwords up to 32 characters, but the PIX Firewall allows passwords up to
16 characters only.

Configuration mode.

The aaa-server command lets you specify AAA server groups. PIX Firewall lets you define separate
groups of TACACS+ or RADIUS servers for specifying different types of traffic; such as, a TACACS+
server for inbound traffic and another for outbound traffic. Another use is where all outbound HTTP
traffic will be authenticated by a TACACS+ server, and all inbound traffic will use RADIUS.
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Other aaa commands reference the server tag group defined by the aaa-server command server_tag
parameter. Thisis a global setting that takes effect when the TACACS+ or RADIUS service is started.

When a cut-through proxy is configured, TCP sessions (TELNET, FTP, or HTTP) may have their
sequence number randomized even if the norandomseq option is used in the nat or static command.
This occurs when a AAA server proxies the TCP session to authenticate the user before permitting
access.

AAA server groups are defined by atag namethat directs different types of traffic to each authentication
server. If the first authentication server in the list fails, the AAA subsystem fails over to the next server
in the tag group. You can have up to 14 tag groups and each group can have up to 14 AAA serversfor a
total of up to 196 AAA servers.

If accounting isin effect, the accounting information goes only to the active server.
The show aaa-server command displays AAA server configuration.

aaa-server radius-authport and aaa-server radius-acctport

You can change authorization and accounting port settings on the firewall with the aaa-ser ver
radius-authport and aaa-server radius-acctport commands. These commands specify the destination
TCP/UDP port number of the remote RADIUS server host to which you wish to assign authentication or
accounting functions.

By default, the PIX Firewall listensfor RADIUS on ports 1645 and 1646. If your authentication server
uses ports other than 1645 and 1646, then you must configure the firewall for the appropriate ports prior
to starting the RADIUS service with the aaa-server command. For example, some RADIUS servers use
the port numbers 1812 and 1813 as defined in RFC 2138 and RFC 2139. If your RADIUS server uses
ports 1812 and 1813, you must use the aaa-server radius-authport and aaa-server radius-acctport
commands to reconfigure the firewall to use ports 1812 and 1813.

The following port pairs are listed as assigned to authentication and accounting services on RADIUS
servers:

» 1645 (authentication), 1646 (accounting) - default for PIX Firewall

» 1812 (authentication), 1813 (accounting) - alternate
You can view these and other commonly used port number assignments online at the following website;
http://www.iana.org/assignments/port-numbers

Or, aternately, refer to “Ports” in Chapter 2, “Using PIX Firewall Commands,” for additional
information.

Upgrading Your AAA Server Configuration and Backward Compatibility

If you are upgrading from a previous version of PIX Firewall and have aaa command statementsin your
configuration, using the default server groups lets you maintain backward compatibility with the aaa
command statements in your configuration.

The previous server type option at the end of the aaa authentication and aaa accounting commands
has been replaced with the aaa-server server_tag group tag. Backward compatibility with previous
versions is maintained by the inclusion of two default protocols for TACACS+ and RADIUS.

Examples The following example uses the default protocol TACACS+ with the aaa commands:
aaa- server TACACS+ (inside) host 10.1.1.10 thekey tinmeout 20
aaa authentication include any outbound 0 O 0 0 TACACS+
Cisco PIX Firewall Command Reference
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aaa aut horization include any outbound 0 0 0 O
aaa accounting include any outbound 0 0 0 O TACACS+
aaa authentication serial consol e TACACS+

This example specifies that the authentication server with the IP address 10.1.1.10 resides on the inside
interface and is in the default TACACS+ server group. The next three command statements specify that
any users starting outbound connections to any foreign host will be authenticated using TACACS+, that
the users who are successfully authenticated are authorized to use any service, and that all outbound

connection information will be logged in the accounting database. The last command statement specifies
that access to the PIX Firewall unit’'s serial console requires authentication from the TACACS+ server.

This example creates the AuthOut and Authin server groups for RADIUS authentication and specifies
that servers 10.0.1.40, 10.0.1.41, and 10.1.1.2 on theinside interface provide authentication. The servers
in the Authln group authenticate inbound connections, the AuthOut group authenticates outbound
connections.

aaa-server Authln protocol radius

aaa-server Authln (inside) host 10.0.1.40 ab tinmeout 20
aaa-server Authln (inside) host 10.0.1.41 abc tineout 4
aaa-server AuthQut protocol radius

aaa- server AuthQut (inside) host 10.1.1.2 abcl123 tineout 15
aaa authentication include any inbound O 0 O O Authln

aaa authentication include any outbound 0 0 0 O Aut hQut

The following example lists the commands that can be used to establish an Xauth crypto map:

ip address inside 10.0.0.1 255.255.255.0

i p address outside 168.20.1.5 255.255.255.0

ip local pool dealer 10.1.2.1-10.1.2.254

nat (inside) O access-list 80

aaa- server TACACS+ host 10.0.0.2 secret123

crypto ipsec transformset pc esp-des esp-nd5- hmac

crypto dynam c-nap cisco 4 set transformset pc

crypto map partner-map 20 ipsec-isaknp dynam ¢ cisco

crypto map partner-map client configuration address initiate
crypto map partner-map client authentication TACACS+

crypto map partner-map interface outside

i sakmp key ciscol234 address 0.0.0.0 netmask 0.0.0.0

i saknp client configuration address-pool |ocal deal er outside
i saknp policy 8 authentication pre-share

i sakmp policy 8 encryption des

i saknp policy 8 hash nd5

i saknp policy 8 group 1

i sakmp policy 8 lifetime 86400

The aaa-server command is used with the crypto map command to establish an authentication
association so that VPN clients are authenticated when they access the PIX Firewall.

Related Commands aaa authentication Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or PDM user
authentication.

aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.

crypto ipsec Creates, displays, or deletes IPSec security associations, security association
global lifetime values, and global transform sets.

isakmp Negotiates | PSec security associations and enables | PSec secure

communications.
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access-group

Binds the access list to an interface.
[no] access-group access-list in interface interface_name
clear access-group [access-list]

show access-group [access-list]

Syntax Description access-list The access list id.
in interface Filter inbound packets at the given interface.
interface_name The name of the network interface.
Defaults None.
Command Modes Configuration mode.
Usage Guidelines The access-group command binds an access list to an interface. The access list is applied to traffic

inbound to an interface. If you enter the per mit option in an access-list command statement, the
PIX Firewall continues to process the packet. If you enter the deny option in an access-list command
statement, PIX Firewall discards the packet and generates the following syslog message.

9P| X- 4-106019: | P packet from source_addr to destinati on_addr, protocol protocol received
frominterface interface_nane deny by access-group id

Always use the access-list command with the access-group command.

Note  The use of access-group command overrides the conduit and outbound command statements for the
specified interface_name.

The no access-group command unbinds the access-list from the interface interface_name.
The show access-group command displays the current access list bound to the interfaces.

The clear access-group command removes all entries from an access list indexed by access-list. If
access-list is not specified, all access-list command statements are removed from the configuration.

Examples The following example shows use of the access-group command:

static (inside,outside) 209.165.201.3 10.1.1.3
access-list acl_out permt tcp any host 209.165.201.3 eq 80
access-group acl _out in interface outside
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The static command statement provides aglobal address of 209.165.201.3 for theweb server at 10.1.1.3.
The access-list command statement lets any host access the global address using port 80. The
access-group command specifies that the access-list command statement applies to traffic entering the
outside interface.

Related Commands access-list Creates an access list, or uses a downloadabl e access list.

access-list

Create an access list, or use a downloadable access list. (Downloadable access lists are supported for
RADIUS servers only).

[no] access-list deny-flow-max n

[no] access-list alert-interval secs

[no] access-list [id] compiled

[no] access-list id [line line-num] remark text

[no] access-list id [line line-num] {deny | per mit}{ protocol | object-group protocol _obj grp id
{source_addr | local_addr} {source mask | local_mask} | object-group network obj grp_id
[operator port [port] | interface if_name | object-group service obj grp_id]
{destination_addr | remote_addr} {destination_mask | remote_mask} | object-group
network_obj_grp_id [operator port [port] | object-group service_obj_grp_id]} [log [[disable|
default] | [level]]] [interval secd]]

[no] access-list id[lineline-num] { deny | per mit} icmp {source addr |local_addr} {source mask
| local_mask} |interfaceif _name | object-group network obj grp_id {destination_addr |
remote_addr} {destination_mask | remote_mask} | interfaceif _name | object-group
network_obj grp_id [icmp_type | object-group icmp_type obj grp_id] [log [[disable |
default] | [level]]] [interval secs]]

[no] debug access-list all | standard | turbo

clear access-list {[id] | [id counters]}

show access-list [[id] source _addr]

Restricted for use with the prefix-list command:
[no] access-list id deny | per mit {any | prefix mask | host address}
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Syntax Description

alert-interval secs Specifiesthetimeinterval, from 1 to 3600 seconds, for generating syslog message

106101, which alerts you that the firewall has reached a deny flow maximum. In
other words, when the deny flow maximum is reached, another 106101 message is
generated if has been at least secs seconds since the last 106101 message.

If this option is not specified, the default interval is 300 seconds.

compiled

When used in conjunction with the access-list command, this turns on TurboACL
unless the no qualifier is used, in which case the command no access-list id
compiled turns off TurboACL for that access list.

To use TurboACL globally, enter the access-list compiled command and to
globally turn off TurboACL, enter the no access-list compiled command.

After TurboACL hasbeen globally configured, individual accesslists or groups can
have TurboACL enabled or disabled using individual [no] access-list id compiled
commands.

TurboACL iscompiled only if the number of access list elementsis greater than or
equal to 19.

debug

Outputs access list debugging information to the console.

deny

When used with the access-group command, the deny option does not allow a
packet to traverse the PIX Firewall. By default, PIX Firewall denies all inbound or
outbound packets unless you specifically permit access.

When used with a crypto map command statement, deny does not select a packet
for IPSec protection. The deny option prevents traffic from being protected by
IPSec in the context of that particular crypto map entry. In other words, it does not
allow the policy as specified in the crypto map command statements to be applied
to this traffic.

deny-flow-max n

Specifies the maximum number of concurrent deny flows that can be created.
(Syslog message 106101 is generated when the firewall has reached the maximum
number, n, of ACL deny flows.)

For afirewall with greater than 64 MB Flash memory, the value can be from 1 to
4096, with a default value of 4096. For afirewall with greater than 16 MB Flash
memory, the value can be from 1 to 1024, with a default value of 1024. For a
firewall with lessthan or equal to 16 MB Flash memory, the value can be from 1 to
256, with a default value of 256.

destination_addr

IP address of the network or host to which the packet is being sent. Specify a
destination_addr when the access-list command statement is used in conjunction
with an access-group command statement, or with the aaa match access-list
command and the aaa authorization command. For inbound and outbound
connections, destination_addr is the address before NAT has been performed.

destination_mask

Netmask bits (mask) to be applied to destination_addr, if the destination addressis
a network mask.

disable

Disables ACL logging for the access control element (ACE), which is an access
control list entry.

icmp_type

For non-1PSec use only, permit or deny access to ICMP message types. Refer to
Table 3-1 for alist of message types. Omit this option to mean all ICMP types.

ICMP message types are not supported for use with IPSec; that is when the
access-list command is used in conjunction with the crypto map command, the
icmp_type isignored.

Name of an access list. You can use either a name or number.
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interface
if _name

The name of the firewall interface.

interval secs

Thetimeinterval in seconds, from 1 to 600, at which to generate an 106100 syslog
message. The secs value is also used as the timeout value for deleting an inactive
flow.

If this option is not specified, the default interval is 300 seconds for a new access
control element (ACE). If an ACE already exists, any interval previously associated
with that ACE remains unchanged.

line-num

The line number at which to insert aremark or an access control element (ACE).

local_addr

Address of the network or host local to the PIX Firewall. Specify alocal _addr
when the access-list command statement is used in conjunction with a crypto
access-list command statement, a nat 0 access-list command statement, or a
vpngroup split-tunnel command statement. The local_addr is the address after
NAT has been performed.

local_mask

Netmask bits (mask) to be applied to local _addr, if the local address is a network
mask.

log disable |
default | level

When the log option is specified, it generates syslog message 106100 for the access
list element (ACE) to whichit isapplied. (Syslog message 106100 is generated for
every matching permit or deny ACE flow passing through the firewall.) The
first-match flow is cached. Subsequent matches increment the hit count displayed
in the show access-list command (hi t cnt ) for the ACE, and new 106100 messages
will be generated at the end of the interval defined by interval secsif the hit count
for the flow is not zero.

Thedefault ACL logging behavior (thelog keyword not specified) isthat if apacket
is denied, then message 106023 is generated, and if a packet is permitted, then no
syslog message is generated.

An optional syslog level (0 - 7) may be specified for the generated syslog messages
(106100). If no level is specified, the default level is 6 (informational) for a new
ACE. If the ACE already exists, then its existing log level remains unchanged.

If thelog disable option is specified, accesslist logging iscompletely disabled. No
syslog message, including message 106023, will be generated.

The log default option restores the default access list logging behavior.

mask

The netmask.

obj grp id

An existing object group.

object-group

Specifies an object group. Refer to the object-group command for information on
how to configure object groups.
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operator

The operator compares the source |P address (sip) or destination | P address (dip)
ports. Possible operandsinclude It for less than, gt for greater than, eq for equal,
neq for not equal, and range for an inclusive range. Use the access-list command
the without an operator and port to indicate all ports by default.

For example,

access-list acl _out pernmit tcp any host 209.165.201.1

Use eg and a port to permit or deny access to just that port. For example, use eq ftp
to permit or deny access only to FTP.

access-list acl _out deny tcp any host 209.165.201.1 eq ftp

Uselt and a port to permit or deny accessto all portsless than the port you specify.
For example, use It 2025 to permit or deny access to the well-known ports (1 to
1024).

access-list acl_dnel pernmit tcp any host 192.168.1.1 It 1025

Use gt and a port to permit or deny access to all ports greater than the port you
specify. For example, use gt 42 to permit or deny ports 43 to 65535.

access-list acl_dnzl deny udp any host 192.168.1.2 gt 42

Use neq and a port to permit or deny access to every port except the ports that you
specify. For example, use neq 10 to permit or deny ports 1-9 and 11 to 65535.

access-list acl_dnel deny tcp any host 192.168.1.3 neq 10

Use range and a port range to permit or deny access to only those ports named in
the range. For example, use range 10 1024 to permit or deny access only to ports
10 through 1024. All other ports are unaffected. The use of port ranges can
dramatically increase the number of IPSec tunnels. For example, if a port range of
5000 to 65535 is specified for a highly dynamic protocol, up to 60,535 tunnels can
be created.

permit

When used with the access-group command, the per mit option selects a packet to
traversethe PIX Firewall. By default, PIX Firewall deniesall inbound or outbound
packets unless you specifically permit access.

When used with a crypto map command statement, per mit selects a packet for

I PSec protection. The permit option causes all | P traffic that matches the specified
conditionsto be protected by | PSec using the policy described by the corresponding
crypto map command statements.

prefix

The network number. For more information, refer to the prefix-list command.

port

Services you permit or deny access to. Specify services by the port that handlesiit,
such as smtp for port 25, www for port 80, and so on. You can specify ports by
either aliteral name or a number in the range of 0 to 65535.

You can view valid port numbers online at the following website:
http://www.iana.org/assignments/port-numbers

See “Ports” in Chapter 2, “Using PIX Firewall Commands” for alist of valid port
literal names in port ranges; for example, ftp h323. You can also specify numbers.

protocol

Name or number of an IP protocol. It can be one of the keywordsicmp, ip, tcp, or
udp, or an integer in the range 1 to 254 representing an | P protocol number. To
match any Internet protocol, including ICMP, TCP, and UDP, use the keyword ip.

[ 78-14890-01

Cisco PIX Firewall Command Reference ]



Chapter 3 Athrough B Commands |

W access-list

remark text The text of the remark to add before or after an access-list command statement, up
to 100 characters in length.
remote_addr IP address of the network or host remote to the PIX Firewall. Specify a

remote_addr when the access-list command statement is used in conjunction with
acrypto access-list command statement, a nat 0 access-list command statement,
or avpdn group split-tunnel command statement.

remote_mask Netmask bits (mask) to be applied to remote_addr, if the remote addressis a
network mask.
source_addr Address of the network or host from which the packet is being sent. Use this field

when an access-list command statement is used in conjunction with an
access-group command statement, or with the aaa match access-list command
and the aaa authorization command.

source_mask Netmask bits (mask) to be applied to source_addr, if the source addressis for a
network mask.
Defaults By default, PIX Firewall denies all inbound or outbound packets unless you specifically permit access.

TurboACL is used only if the number of access list elementsis greater than or equal to 19.

The default time interval at which to generate syslog message 106100 is 300 seconds.

The default time interval for a deny flow maximum syslog message (106101) is 300 seconds.

The default ACL logging behavior is to generate syslog message 106023 for denied packets.
When the log option is specified, the default level for syslog message 106100 is 6 (informational).

Command Modes Configuration mode.

Usage Guidelines The access-list command lets you specify if an IP address is permitted or denied access to a port or
protocol. In this document, one or more access-list command statements with the same access list name
arereferred to asan “accesslist.” Access lists associated with IPSec are known as “ crypto access lists.”

By default, all access-list commands have an implicit deny unless you explicitly specify permit. In
other words, by default, all accessin an access list is denied unless you explicitly grant access using a
permit statement.

Note Do not use the string “multicastACL” following the name of a PIX Firewall interface in an access-list
name because thisis a reserved keyword used by PIX Device Manager (PDM).

Additionally, you can use the obj ect-group command to group accesslistslike any other network object.
Use the following guidelines for specifying a source, local, or destination address:
» Use a32-bit quantity in four-part, dotted-decimal format.

» Usethe keyword any as an abbreviation for an address and mask of 0.0.0.0 0.0.0.0. This keyword
is normally not recommended for use with 1PSec.

+ Use host address as an abbreviation for a mask of 255.255.255.255.

Use the following guidelines for specifying a network mask:
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» Do not specify amask if the addressisfor ahost; if the destination addressisfor ahost, use the host
parameter before the address.

For example:

access-list acl_grp permt tcp any host 192.168.1.1

- If theaddressisanetwork address, specify the mask as a 32-bit quantity in four-part, dotted-decimal
format. Place zeros in the bit positions you want to ignore.

» Remember that you specify anetwork mask differently than with the Cisco 10S software access-list
command. With PIX Firewall, use 255.0.0.0 for a Class A address, 255.255.0.0 for a Class B
address, and 255.255.255.0 for a Class C address. If you are using a subnetted network address, use
the appropriate network mask.

For example:
access-list acl_grp permt tcp any 209.165.201. 0 255. 255. 255. 224

If appropriate, after you have defined an access list, bind it to an interface using the access-group
command. For IPSec use, bind it with a crypto ipsec command statement. In addition, you can bind an
access list with the RADIUS authorization feature (described in the next section).

The access-list command supports the sunrpc service.

The show access-list command lists the access-list command statements in the configuration and the hit
count of the number of times each element has been matched during an access-list command search.
Additionally, it displays the number of access list statements in the access list and indicates whether or
not thelist is configured for TurboACL. (If thelist hasless than eighteeen access control entriesthen it
is marked to be turbo-configured but is not actually configured for TurboACL until there are 19 or more
entries.)

The show access-list source_addr option filters the show output so that only those access-list elements
that match the source | P address (or with any as source | P address) are displayed.

The clear access-list command removes all access-list command statements from the configuration or,
if specified, accesslists by their id. The clear access-list id counters command clears the hit count for
the specified access list.

The no access-list command removes an access-list command from the configuration. If you remove all
the access-list command statements in an access list, the no access-list command also removes the
corresponding access-group command from the configuration.

The aaa, crypto map, and icmp commands make use of the access-list command statements.

access-list line line-num commands

Use the access-list id line line-num command to insert an access-list command statement, and the no
access-list id line [ine-num command to del ete an access-list command statement.

Each access control element (ACE) and remark has an associated line number. Line numbers can be used
toinsert or delete elements at any position in an access list. These numbers are maintained internally in
increasing order starting from 1. (For example, in sequence such as 1, 2, 3...) A user can insert a new
entry between two consecutive ACEs by choosing the line number of the higher line number ACE.

The line numbers are always maintained in increasing order, with an individual line number for each
ACE. However, all ACEs resulting from a single object group access-list command statement have a
single line number. Consequently, you cannot insert an ACE in the middle of object-group ACEs.

Line numbers are displayed by the show access-list command. However, they are not shown in your
configuration.
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access-list logging commands

The following example shows what happens when an access list log option is enabled. There are some
behavior differences among various types of | P traffic because the access check is only applied to those
packets which do not have an existing “connection”:

access-group outside-acl in interface outside

access-list outside-acl permt ip host 1.1.1.1 any log 7 interval 600
access-list outside-acl permt ip host 2.2.2.2 any
access-list outside-acl deny ip any any log 2

The following example illustrates the use of access list based logging in an |CMP context:
1. Aninbound ICMP echo request (1.1.1.1 -> 192.168.1.1) arrives on the outside interface.
An ACL called outside-acl is applied for the access check.

I

The packet is permitted by the first ACE of outside-acl which has the log option enabled.

Thelog flow (ICMP, 1.1.1.1, 0, 192.168.1.1, 8) has not been cached, so the following syslog
message is generated and the log flow is cached:

E

106100: access-list outside-acl permitted icnp outside/1.1.1.1(0) ->
inside/192.168.1.1(8) hit-cnt 1 (first hit)

5. Twenty such packets arrive on the outside interface within the next 10 minutes (600 seconds).
Because the log flow has been cached, the log flow is located and the hit count of the log flow is
incremented for each packet.

6. At the end of 10th minute, the following syslog message is generated and the hit count of the log
flow isreset to O:

106100: access-list outside-acl permtted icnp outside/1.1.1.1(0) ->
i nside/192.168.1.1(8) hit-cnt 20 (300-second interval)

7. No such packets arrive on the outside interface within the next 10 minutes. So the hit count of the
log flow remains O.

8. At the end of 20th minute, the cached flow (ICMP, 1.1.1.1, 0, 192.168.1.1, 8) is deleted because of
the O hit count.

To disable alog option without having to remove the ACE, use access-list id log disable.

When removing an access control element (ACE) with alog option enabled using a no access-list
command, it is not necessary to specify all the log options. The ACE isremoved aslong as its permit or
deny ruleis used to uniquely identify it. However, the removal of an ACE (with alog option enabled)
does not remove the associated cached flows. You must remove the entire access control list (ACL) to
remove the cached flows. When acached flow isflushed due to the removal of an ACL, asyslog message
will be generated if the hit count of the flow is non-zero.

The clear access-list command removes all the cached flows.

access-list id remark command

The access-list id [line line-num] remark text command enables users to include comments (remarks)
about entriesin any access control list (ACL). You can use remarks to make the ACL easier to scan and
interpret. Each remark lineis limited to 100 characters.

The ACL remark can be placed before or after an access-list command statement, but it should be placed
in a consistent position so that it is clear which remark describes which access-list command. For
example, it would be confusing to have some remarks before the associated access-list commands and
some remarks after the associated access-list commands.
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The no access-list id line line-num remar k text and no access-list id line line-num commands both
remove the remark at that line number.

The following are samlpes of possible access list remarks:

access-list out-acl remark - ACL for the outside interface
access-list out-acl remark - Allow Joe Smith's group to login
access-list out-acl permt tcp 1.1.1.0 255.255.255.0 server
access-list out-acl remark - Allow Lee Wiite's group to login
access-list out-acl permt tcp 1.1.3.0 255.255.255.0 server
access-list out-acl remark - Deny known hackers

access-list out-acl deny ip host 192.23.56.1 any

access-list out-acl deny ip host 197.1.1.125 any

RADIUS Authorization

PIX Firewall allows a RADIUS server to send user group attributes to the PIX Firewall in the RADIUS
authentication response message. Additionally, the PIX Firewall allows downloadable accesslists from
the RADIUS server. For example, you can configure an access list on a Cisco Secure ACS server and
download it to the PIX Firewall during RADIUS authorization.

After the PIX Firewall authenticates a user, it can then use the CiscoSecure acl attribute returned by the
authentication server to identify an access list for a given user group. To maintain consistency,
PIX Firewall also provides the same functionality for TACACS+.

To restrict users in a department to three servers and deny everything else, the access-list command
statements are as follows:

access-list eng permt ip any serverl 255.255. 255. 255
access-list eng permt ip any server2 255.255. 255, 255
access-list eng permt ip any server3 255.255. 255. 255
access-list eng deny ip any any

In this example, the vendor specific attribute string in the CiscoSecure configuration has been set to
acl=eng. Use thisfield in the CiscoSecure configuration to identify the access-list identification name.
The PIX Firewall getsthe acl=id from CiscoSecure and extracts the ACL number from the attribute string,
whichit placesin auser’ suauth entry. When auser triesto open aconnection, PIX Firewall checkstheaccess
list in the user’s uauth entry, and depending on the permit or deny status of the access list match, permits or
deniesthe connection. When aconnectionisdenied, PIX Firewall generatesacorresponding syslog message.
If there is no match, then the implicit rule isto deny.

Because the source IP of a given user can vary depending on where they are logging in from, set the
source address in the access-list command statement to any, and the destination address to identify
which network services the user is permitted or denied access to. If you want to specify that only users
logging in from a given subnet may use the specified services, specify the subnet instead of using any.

An access list used for RADIUS authorization does not require an access-group command to bind the
statements to an interface.

Thereis not aradius option to the aaa authorization command.

Configure the access list specified in Attribute 11 to specify a per-user access list name. Otherwise,
remove Attribute 11 from the AAA RADIUS server configuration if no access list isintended for user
authentication. If the access list is not configured on the PIX Firewall when the user attempts to login,
the login will fail.

For more information on how to use RADIUS server authorization, refer to the Cisco PIX Firewall and
VPN Configuration Guide, Version 6.2 or higher.
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TurboACL

On the PIX Firewall, TurboACL isturned on globally with the command access-list compiled (and
turned off globally by the command no access-list compiled).

The PIX Firewall default modeis TurboACL off (no access-list compiled), and TurboACL isactiveonly
on access lists with 19 or more entries.

The minimum amount of Flash memory required to run TurboACL is 2.1 MB. If memory allocation
fails, the TurboACL lookup tables will not be generated.

Use TurboACL only on PIX Firewall platforms that have 16 MB or more of Flash memory.
Consequently, TurboACL is not supported on the PIX 501 because it has 8 MB of Flash memory.

If TurboACL isconfigured, some access control list or access control list group modifications can trigger
regeneration of the TurboACL internal configuration. Depending on the extent of TurboACL
configuration(s), this could noticeably consume CPU resources. Consequently, we recommend
modifying turbo-complied access lists during non-peak system usage hours.

For more information on how to use TurboACL, refer to the Cisco PIX Firewall and VPN Configuration
Guide, Version 6.2 or higher.

Usage Notes

1. Theclear access-list command automatically unbinds an access list from a crypto map command
or interface. The unbinding of an access list from a crypto map command can lead to a condition
that discards all packets because the crypto map command statements referencing the access list
are incomplete. To correct the condition, either define other access-list command statements to
complete the crypto map command statements or remove the crypto map command statements that
pertain to the access-list command statement. Refer to the crypto map command for more
information.

2. Access control lists that are dynamically updated on the PIX Firewall by a AAA server can only be
shown using the show access-list command. The write command does not save or display these
updated lists.

3. The access-list command operates on afirst match basis.

4. If you specify an access-list command statement and bind it to an interface with the access-group
command statement, by default, all traffic inbound to that interface is denied. You must explicitly
permit traffic. Note that “inbound” in this context meanstraffic passing through theinterface, rather
than the more typical PIX Firewall usage of inbound meaning traffic passing from a lower security
level interface to a higher security level interface.

5. Always permit access first and then deny access afterward. If the host entries match, then use a
permit statement, otherwise use the default deny statement. You only need to specify additional
deny statements if you need to deny specific hosts and permit everyone else.

6. You can view security levels for interfaces with the show nameif command.

7. The ICMP message type (icmp_type) option isignored in |PSec applications because the message
type cannot be negotiated with ISAKMP.

8. Only one access list can be bound to an interface using the access-group command.

9. If you specify the permit option in the access list, the PIX Firewall continuesto process the packet.
If you specify the deny option in the access list, PIX Firewall discards the packet and generates the

following syslog message.

%Pl X-4-106019: | P packet from source_addr to destination_addr, protocol protocol
received frominterface interface_name deny by access-group id
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The access-list command uses the same syntax as the Cisco |OS software access-list command
except that PIX Firewall uses a subnet mask, whereas Cisco |0S software uses awildcard mask. (In
Cisco 10S software, the mask in this example would be specified with the 0.0.0.255 value.) For
example, in the Cisco |OS software access-list command, a subnet mask of 0.0.0.255 would be
specified as 255.255.255.0 in the PIX Firewall access-list command.

We recommend that you do not use the access-list command with the conduit and outbound
commands. While using these commands together will work, the way in which these commands
operate may cause debugging issues because the conduit and outbound commands operate from
one interface to another whereas the access-list command used with the access-group command
applies only to asingle interface. If these commands must be used together, PIX Firewall evaluates
the access-list command before checking the conduit and outbound commands.

A

Caution  Exercise caution when converting configurations using conduit and outbound commands for

11.

12.

PIX Firewalls having morethan 2 interfaces. Automatic conversion using Management Center
for PIX Firewalls may result in unwanted access from a perimeter (DMZ) interfaceto alower
security interface.

Refer to the Cisco PIX Firewall and VPN Configuration Guide for a detailed description about using
the access-list command to provide server access and to restrict outbound user access.

Refer to the aaa-server radius-acctport and aaa-server radius-authport commands to verify or
change port settings.

ICMP Message Types

For non-1PSec use only, if you prefer more selective ICMP access, you can specify asingle ICMP
message type as the last option in this command. Table 3-1 lists possible ICMP types values.

Table 3-1 ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-advertisement
10 router-solicitation
11 time-exceeded

12 parameter-problem
13 timestamp-request
14 timestamp-reply

15 information-request
16 information-reply
17 mask-request
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Table 3-1 ICMP Type Literals (continued)

ICMP Type Literal

18 mask-reply

31 conversion-error
32 mobile-redirect

If you specify an ICMP message type for use with IPSec, PIX Firewall ignoresit.

For example:

access-list 10 permt icnp any any echo-reply

IPSecisenabled such that acrypto map command referencesthe (ACL) id for thisaccess-list command,
then the echo-repy ICMP message type is ignored.

Using the access-list Command with IPSec

If an access list is bound to an interface with the access-group command, the access list selects which
traffic can traverse the PIX Firewall. When bound to a crypto map command statement, the access list
selectswhich I P traffic 1PSec protects and which traffic | PSec does not protect. For example, accesslists
can be created to protect all P traffic between Subnet X and Subnet Y or traffic between Host A and
Host B. More information is available in the crypto map command section of this guide.

The access lists themselves are not specific to |PSec. It isthe crypto map command statement referring
to the specific accesslist that defines whether | PSec processing is applied to the traffic matching apermit
in the access list.

Crypto access lists associated with the IPSec crypto map command statement have these primary
functions:

» Select outbound traffic to be protected by 1PSec (permit = protect).

« Indicate the dataflow to be protected by the new security associations (specified by a single permit
entry) when initiating negotiations for |PSec security associations.

» Processinbound traffic to filter out and discard traffic that 1PSec protects.

- Determine whether or not to accept requests for 1PSec security associations on behalf of the
requested data flows when processing | KE negotiation from the |PSec peer. (Negotiation is only
done for crypto map command statements with the ipsec-isakmp option.) For a peer’s initiated
| PSec negotiation to be accepted, it must specify a data flow that is permitted by acrypto accesslist
associated with an ipsec-isakmp crypto map entry.

You can associate a crypto access list with an interface by defining the corresponding crypto map
command statement and applying the crypto map set to an interface. Different access lists must be used
in different entries of the same crypto map set. However, both inbound and outbound traffic will be
evaluated against the same “ outbound” |PSec access list. Therefore, the accesslist’s criteria are applied
in the forward direction to traffic exiting your PIX Firewall and the reverse direction to traffic entering
your PIX Firewall.

If you want certain traffic to receive one combination of IPSec protection (for example, authentication
only) and other traffic to receive a different combination of IPSec protection (for example, both
authentication and encryption), you need to create two different crypto access lists to define the two
different types of traffic. These different access lists are then used in different crypto map entries that
specify different IPSec policies.

We recommend that you configure“ mirror image” crypto accesslistsfor use by 1PSec and that you avoid
using the any keyword. See the Cisco PIX Firewall and VPN Configuration Guide for more information.
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If you configure multiple statements for a given crypto access list, in general, the first per mit statement
matched, will be the statement used to determine the scope of the IPSec security association. That is, the
I PSec security association will be set up to protect traffic that meetsthe criteria of the matched statement
only. Later, if traffic matches adifferent per mit statement of the crypto accesslist, anew, separate | PSec
security association will be negotiated to protect traffic matching the newly matched access list
command statement.

Some services such as FTP require two access-list command statements, one for port 10 and another for
port 21, to properly encrypt FTP traffic.

Examples The following example creates a numbered access list that specifies a Class C subnet for the source and
aClass C subnet for the destination of |P packets. Because the access-list command is referenced in the
crypto map command statement, PIX Firewall encrypts all 1P traffic that is exchanged between the
source and destination subnets.
access-list 101 permt ip 172.21.3.0 255.255.0.0 172.22.2.0 255.255.0.0
access-group 101 in interface outside
crypto map nmymap 10 nmatch address 101
The next example only lets an ICM P message type of echo-reply be permitted into the outside interface:
access-list acl_out pernmt icnp any any echo-reply
access-group acl _out interface outside
The following example shows how access list entries (ACEs) are numbered by the firewall and how
remarks are inserted:
pi xfirewal | (config)# show access-list ac
access-list ac; 2 elenents
access-list ac line 1 permt ip any any (hitcnt=0)
access-list ac line 2 permit tcp any any (hitcnt=0)
pi xfirewal | (config)# access-list ac permt tcp object-group renpte object-group |locals
pi xfirewal | (config)# show access-list ac
access-list ac; 3 elenents
access-list ac line 1 permt ip any any (hitcnt=0)
access-list ac line 2 permt tcp any any (hitcnt=0)
access-list ac line 3 permt tcp object-group renpte object-group locals
pi xfirewal | (config)# access-list ac remark This comment decribes the ACE line 3
pi xfirewal | (config)# show access-1ist ac
access-list ac; 3 elenents
access-list ac line 1 permt ip any any (hitcnt=0)
access-list ac line 2 permt tcp any any (hitcnt=0)
access-list ac line 3 remark This conment decribes the ACE line 3
access-list ac line 4 pernmit tcp object-group renpte object-group |ocals
pi xfirewal | (config)# access-list ac permt tcp 172.0.0.0 255.0.0.0 any
pi xfirewal | (config)# show access-list ac
access-list ac; 4 elenents
access-list ac line 1 permt ip any any (hitcnt=0)
access-list ac line 2 permt tcp any any (hitcnt=0)
access-list ac line 3 remark This coment decribes the ACE line 3
access-list ac line 4 permt tcp object-group renpte object-group locals
access-list ac line 5 permt tcp 172.0.0.0 255.0.0.0 any (hitcnt=0)
pi xfirewal | (config)# no access-list ac permit tcp object-group renpte object-group locals
pi xfirewal | (config)# show access-list ac
access-list ac; 3 elenents
access-list ac line 1 permt ip any any (hitcnt=0)
access-list ac line 2 permit tcp any any (hitcnt=0)
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access-list ac line 3 remark This coment decribes the ACE Iine 3
access-list ac line 4 permit tcp 172.0.0.0 255.0.0.0 any (hitcnt=0)

The following shows how to remove an access list comment:

pi xfirewal | (config)# access-list ac remark This comrent decribes the ACE line 5
pi xfirewal | (config)# sh access-list ac

access-list ac; 3 elenents

access-list ac line 1 permt ip any any (hitcnt=0)

access-list ac line 2 permt tcp any any (hitcnt=0)

access-list ac line 3 remark This conment decribes the ACE line 3

access-list ac line 4 permt tcp 172.0.0.0 255.0.0.0 any (hitcnt=0)

access-list ac line 5 remark This conment decribes the ACE line 5

pi xfirewal | (config)# no access-list ac remark This comrent decribes the ACE line 5
pi xfirewal | (config)# show access-1ist ac

access-list ac; 3 elenents

access-list ac line 1 pernmit ip any any line 1 (hitcnt=0)

access-list ac line 2 permt tcp any any line 2 (hitcnt=0)

access-list ac line 3 remark This coment decribes the ACE line 3

access-list ac line 4 permt tcp 172.0.0.0 255.0.0.0 any line 4 (hitcnt=0)

The following shows how to insert an access list statement at a specific line number:

pi xfirewal | (config)# show access-list ac

access-list ac; 3 elenents

access-list ac line 1 permt ip any any (hitcnt=0)

access-list ac line 2 permit tcp any any (hitcnt=0)

access-list ac line 3 remark This conment decribes the ACE |line 3
access-list ac line 4 permt tcp 172.0.0.0 255.0.0.0 any (hitcnt=0)

pi xfirewal | (config)# access-list ac line 4 permt ip 172.0.0.0 255.0.0.0 any
pi xfirewal | (config)# show access-1ist ac

access-list ac; 4 elenents

access-list ac line 1 permt ip any any (hitcnt=0)

access-list ac line 2 permt tcp any any (hitcnt=0)

access-list ac line 3 remark This conment decribes the ACE |ine 3
access-list ac line 4 permt ip 172.0.0.0 255.0.0.0 any (hitcnt=0)
access-list ac line 5 permt tcp 172.0.0.0 255.0.0.0 any (hitcnt=0)

The show access-list command has the following line of output:

access-list cached ACL log flows: total 0O, denied O (deny-fl ow max 4096)

which shows the total number of cached ACL log flows (total), the number of cached deny-flows
(denied), and the maximum number of allowed deny-flows.

Related Commands

access-group Binds the access list to an interface.

conduit (Deprecated command.) Add, delete, or show conduits through the
PIX Firewall for incoming connections, superseded by the access-list
command.

object-group Defines object groups that you can use to optimize your configuration.
Objects such as hosts, protocols, or services can be grouped, and then you can

issue a single command using the group name to apply to every item in the
group.

outbound/apply Creates an access list for controlling Internet use.

] Cisco PIX Firewall Command Reference
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activation-key

Updates the activation key on your PIX Firewall and checks the activation key running on your
PIX Firewall against the activation key stored in the Flash memory of the PIX Firewall.

activation-key activation-key-four-tuple

show activation-key

Syntax Description activation-key Updates the PIX Firewall activation key unless there is a mismatch
between the Flash memory and running PIX Firewall software
versions.

activation-key-four-tuple A four-element hexidecimal string with one space between each
element.

For example:
0xe02888da 0Ox4ba7bed6 Oxflcl23ae Oxffd8624e

(The leading Ox specfier is optional; all values are assumed to be
hexadecimal.)

Defaults None.

Command Modes Configuration mode.

Usage Guidelines Use the activation-key activation-key-four-tuple command to change the activation key on your
PIX Firewall.

A

Caution  Useonly an activation key valid for your PIX Firewall software version and platform or your system may
not reload after rebooting.

The activation-key activation-key-four-tuple command output indicates the status of the activation key
asfollows:

« If the PIX Firewall Flash memory software image version is the same as the running PIX Firewall
software version, and the PIX Firewall Flash memory activation key is the same as the running
PIX Firewall software activation key, then the activation-key command output reads as follows:

The flash activation key has been nodified.
The flash activation key is now the SAME as the running key.

« If the PIX Firewall Flash memory image version is the same as the running PIX Firewall software,
and the PIX Firewall Flash memory activation key is different from the running PIX Firewall
activation key, then the activation-key command output reads as follows:

The flash activation key has been nodified.
The flash activation key is now DI FFERENT from the running key.

Cisco PIX Firewall Command Reference
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Examples

The flash activation key will be used when the unit is rel oaded.

If the PIX Firewall Flash memory image version is not the same as the running PIX Firewall
software, then the activation-key command output reads as follows:

The flash image is DI FFERENT from t he running inage.

The two i mages must be the same in order to nodify the flash activation key.

If the PIX Firewall Flash memory image version is the same as the running PIX Firewall software,
and the entered activation key is not valid, then the activation-key command output reads as
follows:

ERROR: The requested key was not saved because it is not valid for this system
If the PIX Firewall Flash memory activation key is the same as the entered activation key, then the
activation-key command output reads as follows:

The flash activation key has not been nodified.
The requested key is the SAME as the flash activation key.

The show activation-key command output indicates the status of the activation key as follows:

If the activation key in the PIX Firewall Flash memory is the same as the activation key running on
the PIX Firewall, then the show activation-key output reads as follows:

The flash activation key is the SAME as the running key.

If the activation key in the PIX Firewall Flash memory is the different from the activation key
running on the PIX Firewall, then the show activation-key output reads as follows:

The flash activation key is DIFFERENT fromthe running key.

The flash activation key takes effect after the next rel oad.

If the PIX Firewall Flash memory software image version is not the same as the running
PIX Firewall software image, then the show activation-key output reads as follows:

The flash image is DI FFERENT from the running inmage.
The two i nages nust be the sane in order to exam ne the flash activation key.

Usage Notes

1. The PIX Firewall must be rebooted for a new activation key to be enabled.

2. If the PIX Firewall software image is being upgraded to a higher version and the activation key is
being updated at the same time, we recommend that you first install the software image upgrade and
reboot the PIX Firewall unit, and then update the activation key in the new image and reboot the unit
again.

3. If you are downgrading to alower PIX Firewall software version, we recommend that you ensure

that the activation key running on your system is not intended for a higher version before installing
the lower version softwareimage. If thisisthe case, you must first change the activation key to one
that is compatible with the the lower version before installing and rebooting. Otherwise, your
system may refuse to reload after installation of the new software image.

The following example shows sample out from the show activation-key command:

pi xfirewal | (config)# show activation-key
Serial Nunmber: 480221353 (0x1c9f98a9)

Runni ng Activation Key: 0x36df4255 0x246dc5fc 0x39d2ec4d 0x09f 6288f
Li censed Features:
Fai | over: Enabl ed
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VPN- DES: Enabl ed
VPN- 3DES: Enabl ed
Maxi mum I nterfaces: 6

Cut -t hrough Proxy: Enabl ed

Guar ds: Enabl ed
URL-filtering: Enabl ed
I nsi de Hosts: Unlimted
Thr oughput : Unlimted
| KE peers: Unlimted

The flash activation key is the SAME as the running key.

Related Commands  show version Displays the PIX Firewall operating information.

alias

Administer overlapping addresses with dual NAT.
[no] alias[(if_name)] dnat_ip foreign_ip [netmask]
clear alias

show alias

Syntax Description dnat_ip An IP address on the internal network that provides an alternate 1P address for the
external address that is the same as an address on the internal network.

foreign_ip 1P address on the external network that has the same address as a host on the internal
network.

if _name The internal network interface name in which the foreign_ip overlaps.
netmask Network mask applied to both | P addresses. Use 255.255.255.255 for host masks.

Defaults None.

Command Modes Configuration mode.

Usage Guidelines The aliascommand transl ates one addressinto another. Use this command to prevent conflicts when you
have | P addresses on a network that are the same as those on the Internet or another intranet. You can
also use this command to do address translation on a destination address. For example, if a host sends a
packet to 209.165.201.1, you can use the alias command to redirect traffic to another address, such as,
209.165.201.30.

Cisco PIX Firewall Command Reference
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Note

Note

Examples

For DNS fixup to work properly, proxy-arp hasto be disabled. If you are using the alias command for
DNSfixup, disable proxy-ar p with the following command after the alias command has been executed:

sysopt noproxyarp internal _interface

If the alias command is used with the sysopt ipsec pl-compatible command, a static route command
statement must be added for each |P address specified in the alias command statement.

After changing or removing an alias command statement, use the clear xlate command.
There must be an A (address) record in the DNS zone file for the “dnat” address in the alias command.

The alias command has two uses which can be summarized in the following ways of reading an alias
command statement:

« |If the PIX Firewall gets a packet destined for the dnat_IP_address, send it to the
foreign_IP_address.

« If the PIX Firewall gets a DNS packet returned to the PIX Firewall destined for
foreign_network_address, alter the DNS packet to change the foreign network address to
dnat_network_address.

The no alias command disables a previously set alias command statement. The show alias command
displaysthe alias command statementsin the configuration. The clear alias command removes all alias
commands from the configuration.

The alias command automatically interacts with DNS servers on your network to ensure that domain
name access to the aliased | P address is handled transparently.

You can specify a net alias by using network addresses for the foreign_ip and dnat_ip | P addresses. For
example, the alias 192.168.201.0 209.165.201.0 255.255.255.224 command creates aliases for each |P
address between 209.165.201.1 and 209.165.201.30.

ActiveX blocking does not occur when users access an | P address referenced by the alias command.
ActiveX blocking is set with the filter activex command.

Usage Notes

» Toaccess an alias dnat_ip address with static and access-list command statements, specify the
dnat_ip addressin the access-list command statement as the address from which traffic is permitted
from. The following example illustrates this note.
alias (inside) 192.168.201.1 209.165.201.1 255. 255, 255. 255
static (inside,outside) 209.165.201.1 192.168.201.1 netmask 255.255. 255. 255

access-list acl_out permit tcp host 192.168.201.1 host 209.165.201.1 eq ftp-data
access-group acl_out in interface outside

An aliasis specified with the inside address 192.168.201.1 mapping to the foreign address
209.165.201.1.

« You can use the sysopt nodnsalias command to disable inbound embedded DNS A record fixups
according to aliases that apply to the A record address and outbound replies.

In the following example, the inside network contains the |P address 209.165.201.29, which on the
Internet belongs to example.com. When inside clients try to access example.com, the packets do not go
to the PIX Firewall because the client assumes 209.165.201.29 is on the local inside network.
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To correct this, use the alias command as follows:
alias (inside) 192.168.201.0 209. 165.201. 0 255. 255. 255. 224

show al i as
alias 192.168.201.0 209. 165.201. 0 255. 255. 255. 224

When the inside network client 209.165.201.2 connects to example.com, the DNS response from an
external DNS server to the internal client’s query would be altered by the PIX Firewall to be
192.168.201.29. If the PIX Firewall uses 209.165.200.225 through 209.165.200.254 as the global pool
I P addresses, the packet goes to the PIX Firewall with SRC=209.165.201.2 and DST=192.168.201.29.
The PIX Firewall translates the address to SRC=209.165.200.254 and DST=209.165.201.29 on the
outside.

In the next example, aweb server ison theinside at 10.1.1.11 and a static command statement was
created for it at 209.165.201.11. The source host is on the outside with address 209.165.201.7. A DNS
server on the outside has a record for www.example.com as follows;

www. exanpl e.com |IN A 209.165.201.11

The period at the end of the www.example.com. domain name must be included.

The alias command follows:

alias 10.1.1.11 209.165.201. 11 255. 255, 255. 255

PIX Firewall doctorsthe nameserver repliesto 10.1.1.11 for inside clientsto directly connect to the web
server.

The static command statement is as follows:

static (inside,outside) 209.165.201.11 10.1.1.11

The access-list command statement you would expect to use follows:
access-list acl_grp permt tcp host 209.165.201.7 host 209.165.201.11 eq tel net

But with the alias command, use this command:
access-list acl_grp permt tcp host 209.165.201.11 eq tel net host 209.165.201.7

You can test the DNS entry for the host with the following UNIX nslookup command:

nsl ookup -type=any www. exanpl e. com

Related Commands

arp

access-list Creates an access list, or uses a downloadable access list.

static Configures a persistent one-to-one address translation rule by mapping alocal
IP address to a global I1P address, also known as Static Port Address
Tranglation (Static PAT).

Configure the Address Resol ution Protocol (ARP) cache timeout val ue, static ARP table entries, or static
proxy ARP, and view the ARP cache, status, or timeout value.

[no] arp if_name ip mac [alias]

[no] arp timeout seconds

[ 78-14890-01
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clear arp [timeout | statistics]

show arp [timeout | statistics]

Syntax Description

arp Configure a static ARP mapping (IP-to-physical address binding) for the addresses
specified. These entries are not cleared when the ARP persistence timer times out and
are automatically stored in the configuration when you use thewrite command to store
the configuration.

arp alias Configure a static proxy ARP mapping (proxied | P-to-physical address binding) for
the addresses specified. These entries are not cleared when the ARP persistence timer
times out and are automatically stored in the configuration when you use the write
command to store the configuration.

if _name The interface name whose ARP table will be changed or viewed. (The interface name
itself is specified by the nameif command.)

ip IP address for an ARP table entry.

mac Hardware MAC address for the ARP table entry; for example, 00e0.1e4e.3d8b.

seconds Duration that a dynamic ARP entry can exist in the ARP table before being cleared.

statistics The ARP statistics, including block usage.

Defaults

Command Modes

Usage Guidelines

Note

The default value for the ARP persistence timer is 14,400 seconds (4 hours).

Configuration mode.

The Address Resolution Protocol (ARP) maps an |P address to a MAC address and is defined in RFC
826. Proxy Address Resolution Protocol (proxy ARP) is avariation of the ARP protocol in which an
intermediate device (for example, the firewall) sends an ARP response on behalf of an end node to the
requesting host. ARP mapping occurs automatically as the firewall processes traffic, however, you can
configure the ARP cache timeout value, static ARP table entries, or proxy ARP.

Because ARP isalow-level TCP/IP protocol that resolves a node’s MAC (physical) address from its IP
address (through an ARP request asking the node with a particular 1P address to send back its physical
address), the presence of entriesin the ARP cache indicates that the firewall has network connectivity.

The arp timeout command specifies the duration to wait before the ARP table rebuilds itself,
automatically updating new host information. This feature is also known as the ARP persistence timer.
The no arp timeout command resets the ARP persistence timer to its default value. The show arp
timeout command displays the current timeout value.

The arp if_name ip mac command adds a static (persistent) entry to the firewall ARP cache. (This
matches the behavior of Cisco |0S). For example, you could use the arp if_name ip mac command to
set up a static IP-to-MAC address mapping for hosts on your network. Use the no arp if_name ip mac
command to remove the static ARP mapping.
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Thearp if_nameip mac alias command configures proxy ARP for the IP and MAC addresses specified.
Enable proxy ARP when you want the firewall to respond to ARP requests for another host (determined
by the IP address of the host) with the MAC address you specify in the arp alias command. Use the no
arp if_name ip mac alias command to remove the static proxy ARP mapping.

Theclear arp command clearsall entriesin the ARP cache table except for those you configure directly
with the arp if_name ip mac command. Use the no arp if_name ip mac command to remove these
entries. The show arp command lists the entries in the ARP table.

The show arp statistics command displays the following ARP information:

pi xfirewal | (config)# show arp statistics
Dr opped bl ocks in ARP: 6
Maxi mum Queued bl ocks: 3
Queued bl ocks: 1
Interface collision ARPs Received: 5
ARP- def ense Gratuitous ARPS sent: 4
Total ARP retries: 15
Unresol ved hosts: 1
Maxi mum Unr esol ved hosts: 2

The following examples illustrate use of the arp and arp timeout commands:

arp inside 192.168.0.42 00e0. lede. 2a7c
arp outside 192.168.0.43 00e0. lede. 3d8b ali as
show arp
out side 192. 168. 0.43 00e0. 1lede. 3d8b ali as
inside 192.168.0.42 00e0. lede. 2a7c

clear arp inside 192.168.0.42

arp timeout 42
show arp ti nmeout
arp timeout 42 seconds

no arp timeout
show arp tineout
arp timeout 14400 seconds

Related Commands

Sysopt

Changes firewall system options.

auth-prompt

Sets the user authorization prompts.
[no] auth-prompt [accept | reject | prompt] string
clear auth-prompt

show auth-prompt

[ 78-14890-01
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Syntax Description

Defaults

Command Modes

Usage Guidelines

Examples

accept If auser authentication via Telnet is accepted, display the prompt string.

prompt The user authorization prompt string follows this keyword. This keyword is optional
for backward compatibility.

reject If a user authentication via Telnet is rejected, display the prompt string.

string A string of up to 255 alphanumeric characters or 30 words, limited by whichever

maximum isfirst reached. Special characters should not be used; however, spaces and
punctuation characters are permitted. Entering a question mark or pressing the Enter
key ends the string. (The question mark appears in the string.)

The PIX Firewall allows for an authentication prompt up to 255 charactersin length. However,
authentication clients (for example, Telnet, FTP, and web browsers such as Microsoft Internet Explorer
or Netscape) have their own prompt length limitations. Please refer to the documentation for your
authentication client for the maximum number of characters supported by that client.

Configuration mode.

The auth-prompt command lets you set the username and password prompts that the user sees when
logging inusing HTTP, FTP, Telnet, or aweb browser. If you do not use this command, FTP users view
FTP authentication, HTTPusersview HTTP Aut henti cati on, and the prompts do not appear for Telnet
access.

If the user authentication occurs from Telnet, you can use the accept and reject options to display
different authentication prompts if the authentication attempt is accepted or rejected by the
authentication server.

The show auth-prompt command displays the prompts currently configured on the firewall.

The following example shows how to set the authentication prompt and how users view the prompt:
aut h-pronmpt XYZ Conpany Firewall Access

After this string is added to the configuration, users view the following:

Exanpl e. com Conpany Firewal |l Access
User Nane:
Passwor d:

The prompt keyword can be included or omitted.

For example:

aut h- pronpt pronpt Hello There!

This command statement is the same as the following:

aut h-pronpt Hell o There!
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Related Commands  aaa authentication Enables, disables, or displays LOCAL, TACACS+, or RADIUS user
authentication on a server designated by the aaa-server command, or for
PDM user authentication.

auto-update

Specifies how often to poll an Auto Update Server.

[no] auto-update device-id hardware-serial | hostname | ipaddress[if_name] | mac-address
[if_name] | string text

[no] auto-update poll-period poll_period [retry count [retry period]]
clear auto-update

[no] auto-update server url [verify_certificate]

[no] auto-update timeout period

clear auto-update

show auto-update

Syntax Description device-id The device ID of the PIX Firewall.

hardware-serial Specifies to use the hardware serial number of the PIX Firewall to uniquely
identify the device.

hostname Specifies to use the host name of the PIX Firewall to uniquely identify the
device.

if_name Specifies the interface to use (with its corresponding IP or MAC address) to
uniquely identify the device.

ipaddress Specifiesto usethe |P address of the specified PIX Firewall interfaceto uniquely
identify the firewall.

mac-address Specifies to use the MAC address of the specified PIX Firewall interface to
uniquely identify the firewall.

period Specifies how long to attempt to contact the Auto Update Server, after the last
successful contact, before stopping all traffic passing through the firewall.

poll_period Specifies how often, in minutes, to poll an Auto Update Server. The default is
720 minutes (12 hours).

retry_count Specifies how many times to try reconnecting to the Auto Update Server if the
first attempt fails. The default isO.

retry_period Specifies how long to wait, in minutes, between connection attempts. The
default is 5 minutes.

text Specifies the text string to uniquely identify the device to the Auto Update
Server.
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url Specifies the location of the Auto Update Server using the following syntax:
http[s]:[[user:password@] location [:port ]] / pathname

See the copy command for variable descriptions.
verify _certificate = Specifies to verify the certificate returned by the Auto Update Server.

Defaults The default poll period is 720 minutes (12 hours).
The default number of times to try reconnecting to the Auto Update Server if the first attempt failsis 0.

The default period to wait between connection attempts is 5 minutes.

Command Modes Configuration mode.

Usage Guidelines The clear auto-update command removes the entire auto-update configuration.

The auto-update poll-period command specifies how often to poll the Auto Update Server for
configuration or software image updates. The no auto-update poll-period command resets the poll
period to the default.

The auto-update server command specifies the URL of the Auto Update Server. Only one server can
be configured. The no auto-update server command disables polling for auto-update updates (by
terminating the auto-update daemon).

The auto-update timeout command is used to stop all new connections to the PIX Firewall if the
Auto Update Server has not been contacted for period minutes. This can be used to ensure that the
PIX Firewall has the most recent image and configuration.

The show auto-update command displays the Auto Update Server, poll time, and timeout period.

Examples The show auto-update command displays the Auto Update Server, poll time, and timeout period. The
following is sample output from the command:

show aut o- updat e

Server: https://10.0. 1. 15/ aut oupdat e/ Aut oUpdat eSer vl et

Pol |l period: 1 mnutes, retry count: 0, retry period: 5 mnutes
Ti neout: none

Device I D string [devicel]

Next poll in 0.13 m nutes

Last poll: 23:43:33 UTC Fri Jun 7 2002

The format of the URL, / aut oupdat e/ Aut oUpdat eSer vl et , iS the standard URL format on the Auto
Update Server. The port 443 (the default port for HTTPS) can be omitted because it is the default setting.

Related Commands  copy Changes software images without requiring access to the TFTP monitor
mode.
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banner
Configures the session, login, or message-of-the-day banner.
banner {exec | login | motd} text
no banner {exec | login | motd} [text]
show banner [{exec | login | motd}]
clear banner
Syntax Description exec Configures the system to display a banner before displaying the enable
prompt.
login Configures the system to display a banner before the password login prompt
when accessing the firewall using telnet.
motd Configures the system to display a message-of-the-day banner.
text The line of message text to be displayed in the firewall CLI. Subsequent text

Defaults

Command Modes

Usage Guidelines

entries are added to the end of an existing banner unless the banner is cleared
first. The tokens $(domain) and $(hostname) are replaced with the host name
and domain name of the firewall.

The default is no login, session, or message-of-the-day banner.

The banner command is available in configuration mode.

The show banner command is available in privileged mode.

The banner command configures a banner to display for the option specified. The text string consists of
all characters following the first whitespace (space) until the end of the line (carriage return or LF).
Spaces in the text are preserved. However, tabs cannot be entered through the CL1.

Multiplelinesin abanner are handled by entering a new banner command for each line you wish to add.
Each line is then appended to the end of the existing banner. If the text is empty, then a carriage return
(CR) will be added to the banner. There is no limit on the length of a banner other than RAM and
Flash memory limits.

When accessing the firewall through Telnet or SSH, the session closes if there is not enough system
memory available to process the banner messages or if a TCP write error occursin attempting to display
the banner messages.

To replace a banner, use the no banner command before adding the new lines. The no banner {exec |
login | motd} command removes all the lines for the banner option specified. The no banner command
does not selectively delete text strings, so any text entered at the end of the no banner command is
ignored.

The clear banner command removes all the banners.

The show banner {motd | exec | login} command displays the specified banner option and all the lines
configured for it. If a banner option is not specified, then all the banners are displayed.

[ 78-14890-01
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Examples The following example shows how to configure the motd, exec, and login banners:
pi xfirewal | (config)# banner nmotd Thi nk on These Things
pi xfirewal | (confi g)# banner exec Enter your password carefully
pi xfirewal | (config)# banner |ogin Enter your password to log in
pi xfirewal | (config)# show banner
exec:
Enter your password carefully
| ogi n:
Enter your password to log in
not d:
Thi nk on These Thi ngs
The following example shows how to add a second line to a banner:
pi xfirewal | (config)# banner notd and Enj oy Today
pi xfirewal | (config)# show banner notd
Thi nk on These Thi ngs
and Enj oy Today
Related Commands  login Specifiesto log in as a particular user.

password Sets the password for Telnet access to the PIX Firewall console.
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ca

Configure the PIX Firewall to interoperate with a certification authority (CA).
ca authenticate ca_nickname [fingerprint]
[no] ca configure ca_nickname ca | raretry_period retry_count [crloptional]
[no] ca crl request ca_nickname
[no] ca enrall ca_nickname challenge password [serial] [ipaddress]
ca generatersa {key | specialkey} key_modulus_size

[no] caidentity ca_nickname [ca_ipaddress| hostname [:ca_script_location] [Idap_ip address|
hostname]]

[no] ca save all

[no] ca subject-name ca_nickname X.500_string
[no] ca verifycertdn X.500_string

ca zeroize rsa [keypair_name]

show ca certificate

show ca crl

show ca configure

show ca identity

show ca mypubkey rsa

show ca subject-name

show ca verifycertdn

Cisco PIX Firewall Command Reference
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Syntax Description

ca_ipaddress

The CA’'s | P address.

ca_nickname

The name of the certification authority (CA). Enter any string that you
desire. (If you previously declared the CA and just want to update its
characteristics, specify the name you previously created.) The CA might
require a particular name, such as its domain name.

Currently, the PIX Firewall supports only one CA at atime.

calra

Indicates whether to contact the CA or registration authority (RA) when
using the ca configure command.

Some CA systems provide an RA, which the PIX Firewall contacts instead
of the CA.

:ca_script_location

The default location and script on the CA server is/cgi-bin/pkiclient.exe. If
the CA administrator has not put the CGI script in this location, provide the
location and the name of the script in the ca identity command.

A PIX Firewall usesasubset of the HTTP protocol to contact the CA, and so
it must identify a particular cgi-bin script to handle CA requests.

challenge_password

A required password that gives the CA administrator some authentication
when a user calls to ask for a certificate to be revoked. It can be up to 80
charactersin length.

crloptional Allows other peers' certificates be accepted by your PIX Firewall even if the
appropriate certificate revocation list (CRL) is not accessible to your
PIX Firewall. The default is without the crloptional option.

fingerprint A key consisting of alphanumeric characters the PIX Firewall usesto
authenticate the CA's certificate.

hosthname The host name.

ipaddress Return the PIX Firewall unit's IP address in the certificate.

key Specifies that one general-purpose RSA key pair will be generated.

key_modulus_size

The size of the key modulus, which is between 512 and 2048 bits. Choosing
asize greater than 1024 bits may cause key generation to take afew minutes.

Idap_ipaddress

The IP address of the Lightweight Directory Access Protocol (LDAP) server.

By default, querying of a certificate or a CRL is done via Cisco’s PKI
protocol. If the CA supports LDAP, query functions may also use LDAP.

retry_count

Specify how many times the PIX Firewall will resend a certificate request
when it does not receive a certificate from the CA from the previous request.
Specify from 1 to 100. The default is 0, which indicates that there is no limit
to the number of times the PIX Firewall should contact the CA to obtain a
pending certificate.

retry _period Specify the number of minutes the PIX Firewall waits before resending a
certificate request to the CA when it does not receive aresponse from the CA
to its previous request. Specify from 1 to 60 minutes. By default, the
PIX Firewall retries every 1 minute.

serial Return the PIX Firewall unit’s serial number in the certificate.

specialkey This specifies that two special-purpose RSA key pairs will be generated

instead of one general-purpose key.

subject-name

Configures the device certificate request with the specified subject name.

] Cisco PIX Firewall Command Reference
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Defaults

Command Modes

Usage Guidelines

ca W

verifycertdn Verifies the certificate's Distinguished Name (DN) and acts as a subject
name filter, based on the X.500_string. If the subject name of the peer
certificate matches the X.500_string, then it is filtered out and ISAKMP
negotiation fails.

X.500_string Specify per RFC1779. The entered string will be the Distingulished Name
(DN) sent.

Theretry_count default is 0.

Configuration mode.

The sections that follow describe each ca command.

ThePIX Firewall currently supportsthe CA serversfrom VeriSign, Entrust, Baltimore Technol ogies, and
Microsoft. Refer to the Cisco PIX Firewall and VPN Configuration Guide for alist of specific CA server
versions the PIX Firewall supports.

The lifetime of a certificate and the certificate revocation list (CRL) is checked in UTC, which isthe
same as GMT. Set the PIX Firewall clock to UTC to ensure that CRL checking works correctly. Use the
clock command to set the PIX Firewall clock.

The PIX Firewall authenticates the entity certificate (the device certificate). The PIX Firewall assumes
the entity certificateisissued by the same trusted point or root (the CA server). Asaresult, they should
have the same root certificate (issuer certificate). Therefore, the PIX Firewall assumes the entity
exchanges the entity certificate only, and cannot process a certificate chain that includes both the entity
and root certificates.

ca authenticate

The ca authenticate command allows the PIX Firewall to authenticate its certification authority (CA)
by obtaining the CA's self-signed certificate, which contains the CA’s public key.

To authenticate a peer’s certificate(s), a PIX Firewall must obtain the CA certificate containing the CA
public key. Because the CA certificate is a self-signed certificate, the key should be authenticated
manually by contacting the CA administrator. You are given the choice of authenticating the public key
in that certificate by including within the ca authenticate command the key’s fingerprint, which is
retrieved in an out-of-band process. The PIX Firewall will discard the received CA certificate and
generate an error message, if the fingerprint you specified is different from the received one. You can
also simply compare the two fingerprints without having to enter the key within the command.

If you are using RA mode (within the ca configure command), when you issue the ca authenticate
command, the RA signing and encryption certificates will be returned from the CA, as well as the CA
certificate.

The ca authenticate command is not saved to the PIX Firewall configuration. However, the public keys
embedded in the received CA (and RA) certificates are saved in the configuration as part of the RSA
public key record (called the “RSA public key chain”). To save the public keys permanently to Flash
memory, use the ca save all command. To view the CA’'s certificate, use the show ca certificate
command.

[ 78-14890-01
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Note  If the CA does not respond by atimeout period after this command is issued, the terminal control will
be returned so it will not be tied up. If this happens, you must re-enter the command.

ca configure

The ca configure command is used to specify the communication parameters between the PI X Firewall
and the CA.

Use the no ca configure command to reset each of the communication parameters to the default value.
If you want to show the current settings stored in RAM, use the show ca configure command.

The following example indicates that myca is the name of the CA and the CA will be contacted rather
than the RA. It also indicates that the PI X Firewall will wait 5 minutes before sending another certificate
request, if it does not receive aresponse, and will resend atotal of 15 times before dropping its request.
If the CRL isnot accessible, crloptional tells the PIX Firewall to accept other peer’s certificates.

ca configurenyca ca 5 15 crlopti onal

ca crl request

Thecacrl request command allowsthe PIX Firewall to obtain an updated CRL from the CA at any time.
The no ca crl command deletesthe CRL within the PIX Firewall.

A CRL lists al the network's devices' certificates that have been revoked. The PIX Firewall will not
accept revoked certificates; therefore, any peer with arevoked certificate cannot exchange | PSec traffic
with your PIX Firewall.

Thefirst timeyour PIX Firewall receives a certificate from a peer, it will download a CRL from the CA.
Your PIX Firewall then checks the CRL to make sure the peer's certificate has not been revoked. (If the
certificate appears on the CRL, it will not accept the certificate and will not authenticate the peer.)

A CRL can be reused with subsequent certificates until the CRL expires. When the CRL does expire, the
PIX Firewall automatically updates it by downloading a new CRL and replaces the expired CRL with
the new CRL.

If your PIX Firewall has a CRL which has not yet expired, but you suspect that the CRL's contents are
out of date, use the ca crl request command to request that the latest CRL be immediately downloaded
to replace the old CRL.

The ca crl request command is not saved with the PI X Firewall configuration between rel oads.

The following example indicates the PIX Firewall will obtain an updated CRL from the CA with the
name myca:

ca crl request nmyca

The show ca crl command lets you know whether thereisa CRL in RAM, and where and when the CRL
is downloaded.

The following is sample output from the show ca crl command. See Table 4-2 for descriptions of the
strings within the following sample output.

show ca crl

CRL:
CRL | ssuer Nane:
CN = MSCA, QU = Cisco, O= VSEC, L = San Jose, ST = CA, C = US, EA
=<16> user nane@xanpl e. com
Last Updat e: 17: 07: 40 Jul 11 2000

Next Updat e: 05: 27: 40 Jul 19 2000
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caenroll

The ca enroll command is used to send an enrollment request to the CA requesting a certificate for all
of your PIX Firewall unit's key pairs. Thisis also known as “enrolling” with the CA. (Technically,
enrolling and obtaining certificates are two separate events, but they both occur when this command is
issued.)

Your PIX Firewall needsasigned certificate from the CA for each of its RSA key pairs; if you previously
generated general purpose keys, the ca enroll command will obtain one certificate corresponding to the
one general purpose RSA key pair. If you previously generated special usage keys, this command will
obtain two certificates corresponding to each of the special usage RSA key pairs.

If you already have a certificate for your keys, you will be unable to complete this command; instead,
you will be prompted to remove the existing certificate first.

The ca enroll command is not saved with the PIX Firewall configuration between reloads. To verify if
the enrollment process succeeded and to display the PIX Firewall unit’s certificate, use the show ca
certificate command. If you want to cancel the current enrollment request, use the no ca enroll
command.

The required challenge password is necessary in the event that you need to revoke your PIX Firewall
unit's certificate(s). When you ask the CA administrator to revoke your certificate, you must supply this
challenge password as a protection against fraudulent or mistaken revocation requests.

This password is not stored anywhere, so you must remember this password.

If you lose the password, the CA administrator may still be able to revoke the PIX Firewall's certificate,
but will require further manual authentication of the PIX Firewall administrator identity.

The PIX Firewall unit'sserial number isoptional. If you provide the serial option, the serial number will
be included in the obtained certificate. The serial number is not used by IPSec or IKE but may be used
by the CA to either authenticate certificates or to later associate a certificate with a particular device.
Ask your CA administrator if serial numbers should be included in the certificate. If you are in doubt,
specify the serial option.

The PIX Firewall unit's IP address is optional. If you provide the ipaddress option, the |P address will
be included in the obtained certificate. Normally, you would not include the ipaddr ess option because
the IP address binds the certificate more tightly to a specific entity. Also, if the PIX Firewall is moved,
you would need to issue a new certificate.

When configuring ISAKMP for certificate-based authentication, it is important to match the ISAKMP
identity type with the certificate type. The ca enroll command used to acquire certificates will, by
default, get a certificate with the identity based on host name. The default identity type for the isakmp
identity command is based on address instead of host name. You can reconcile this disparity of identity
types by using the isakmp identity address command. See the isakmp command for information about
the isakmp identity address command.

The following example indicates that the PIX Firewall will send an enrollment request to the CA
myca.example.com. The password 1234567890 is specified, as well as arequest for the PIX Firewall
unit’s serial number to be embedded in the certificate.

ca enroll nyca.exanple.com 1234567890 seri al

[ 78-14890-01
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ca generate rsa
The ca gener ate rsa command generates RSA key pairsfor your PIX Firewall. RSA keys are generated

in pairs—one public RSA key and one private RSA key. If your PIX Firewall already has RSA keyswhen
you issue this command, you will be warned and prompted to replace the existing keys with new keys.

Note  Beforeissuing this command, make sure your PIX Firewall has a host name and domain name
configured (using the hostname and domain-name commands). You will be unable to complete the ca
gener ate r sa command without a host hame and domain name.

The ca generate rsa command is not saved in the PIX Firewall configuration. However, the keys
generated by this command are saved in the persistent data file in Flash memory, which is never
displayed to the user or backed up to another device.

In this example, one general-purpose RSA key pair is to be generated. The selected size of the key
modulus is 2048.

ca generate rsa key 2048

Note  You cannot generate both special usage and general purpose keys; you can only generate one or the other.

ca identity

The ca identity command declares the CA that your PIX Firewall will use. Currently, PIX Firewall
supports one CA at one time. The no ca identity command removes the ca identity command from the
configuration and deletes all certificates issued by the specified CA and CRLs. The show ca identity
command shows the current settings stored in RAM.

The PIX Firewall uses a subset of the HT TP protocol to contact the CA, and so must identify a particular
cgi-bin script to handle CA requests. The default location and script on the CA server is
/cgi-bin/pkiclient.exe. If the CA administrator has not put the CGI script inthe previously listed location,
include the location and the name of the script within the ca identity command statement.

By default, querying of a certificate or a CRL is done via Cisco’'s PKI protocol. If the CA supports
Lightweight Directory Access Protocol (LDAP), query functions may use LDAP aswell. The IP address
of the LDAP server must be included within the ca identity command statement.

The following example indicates that the CA myca.example.com is declared as the PIX Firewall unit's
supported CA. The CA’'s IP address of 205.139.94.231 is provided.

ca identity myca. exanpl e. com 205. 139. 94. 231

ca save all

The ca save all commands lets you save the PIX Firewall unit's RSA key pairs, the CA, RA and
PIX Firewall unit’'s certificates, and the CA's CRLs in the persistent data file in Flash memory between
reloads. The no ca save command removes the saved data from PIX Firewall unit’s Flash memory.

The ca save command itself is not saved with the PIX Firewall configuration between reloads.

To view the current status of requested certificates, and relevant information of received certificates,
such as CA and RA certificates, use the show ca certificate command. Because the certificates contain
no sensitive data, any user can issue this show command.

ca subject-name ca_nickname X.500_string

The ca subject-name ca_nickname X.500_string command is a certificate enrollment enhancement that
supports X.500 directory names.

Cisco PIX Firewall Command Reference
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When the ca subject-name ca_nickname X.500_string command is configured, the firewall enrolls the
device certificate with the subject Distinguished Name (DN) that is specified in the X.500_string, using
RFC 1779 format. The supported DN attributes are listed in Table 4-1

Table 4-1  Supported Distinguished Name attributes.

Attribute Description

ou Organizational UnitName

o OrganizationName

st StateOrProvinceName

c CountryName

ea Email address (anon-RFC 1779
format attribute)

For more information on RFC 1779, refer to http://www.ietf.org/rfc/rfc1779.txt.

PIX Firewall software Version 6.3 supports X.509 (certificate support) on the VPN client.
Cisco 10S software, the VPN 3000 concentrator, and the PIX Firewall look for the correct VPN group
(mode config group) according to the "ou" attribute. (The "ou" attribute is part of the subject DN of the
device certificate when the Easy VPN client negotiates the RSA signature.) For example,

ca subj ect-name nyca ou=ny_departnment, o=ny_org, st=CA c=US

where my_depar t nent isthe VPN group.

If the X.500_string is being using to communicate between a Cisco VPN 3000 headend and the firewall,
the VPN 3000 headend must not be configured to use DNS names for its backup servers. Instead, the
backup servers must be specified by their IP addresses.

ca verifycertdn X.500_string

Thecaverifycertdn X.500_string command verifiesthe certificate’s Distinguished Name (DN) and acts
as a subject name filter, based on the X.500_string. If the subject name of the peer certificate matches
the X.500_string, then it is filtered out and ISAKMP negotiation fails.

ca zeroize rsa

The ca zeroize rsa command deletes all RSA keysthat were previously generated by your PIX Firewall.
If you issue this command, you must also perform two additional tasks. Perform these tasksin the
following order:

1. Usethe no caidentity command to manually remove the PI X Firewall unit’s certificates from the
configuration. Thiswill delete all the certificates issued by the CA.

2. Ask the CA administrator to revoke your PIX Firewall unit’s certificates at the CA. Supply the
challenge password you created when you originally obtained the PIX Firewall unit’s certificates
using the crypto ca enroll command.

To delete a specific RSA key pair, specify the name of the RSA key you want to del ete using the option
keypair _name within the ca zeroize r sa command statement.

You may have more than one pair of RSA keys due to SSH. See the ssh command in Chapter 8, “S
Commands” for more information.
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show ca commands

The show ca certificate command displaysthe CA Server’s subject name, CRL distribution point (where
the PIX Firewall will obtain the CRL), and lifetime of both the CA server’s root certificate and the
PIX Firewall’s certificates.

The following is sample output from the show ca certificate command. The CA certificate stems from
aMicrosoft CA server previously generated for this PIX Firewall.

show ca certificate

RA Signature Certificate
St at us: Avai | abl e
Certificate Serial Nunber:6106e08a000000000005
Key Usage: Si gnature

CN = SCEP
QU = VSEC
O = G sco

L = San Jose
ST = CA

C = USs

EA =<16> user name@xanpl e. com
Validity Date:
start date:17:17:09 Jul 11 2000

end date: 17:27:09 Jul 11 2001

Certificate
St at us: Avai | abl e
Certificate Serial Nunmber: 1f 80655400000000000a
Key Usage: General Purpose
Subj ect Nane
Name: pi xfirewal | . exanpl e. com
Validity Date:
start date:20:06:23 Jul 17 2000

end date: 20: 16: 23 Jul 17 2001

CA Certificate
St at us: Avai | abl e
Certificate Serial Nunber:25b81813ef e58f b34726eec44ae82365
Key Usage: Si gnat ure

CN = MSCA
QU = Gisco
O = VSEC

L = San Jose
ST = CA

C = USs

EA =<16> user name@xanpl e. com
Validity Date:
start date:17:07:34 Jul 11 2000
RA KeyEnci pher Certificate
St at us: Avai | abl e
Certificate Serial Nunber:6106e24c000000000006
Key Usage: Encrypti on

CN = SCEP
QU = VSEC
O = Cisco

L = San Jose
ST = CA

C = USs

EA =<16> user name@xanpl e. com
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Validity Date:
start date:17:17:10 Jul 11 2000
end date:17:27:10 Jul 11 01
Table 4-2 describes strings within the show ca certificate command sample output.
Table 4-2  show ca certificate command Output Strings
Sample Output String Description
CN common name
C country
EA E-mail address
L locality
ST state or province
(0] organization name
ou organizational unit name
DC domain component
The show ca crl command displays whether there is a certificate revocation list (CRL) in the
PIX Firewall RAM, and where and when the CRL downloaded.
The show ca configure command displays the current communication parameter settings stored in the
PIX Firewall RAM.
The show ca identity command displays the the current certification authority (CA) settings stored in
RAM.
The show ca mypubkey rsa command displays the PIX Firewall unit’s public keysin a DER/BER
encoded PKCS#1 representation.
The following is sample output from the show ca mypubkey rsa command. Special usage RSA keys
were previously generated for this PIX Firewall using the ca generate r sa command.
show ca nypubkey rsa
% Key pair was generated at: 15:34:55 Aug 05 1999
Key nane: pixfirewall.exanple.com
Usage: Signature Key
Key Dat a:
305¢300d 06092a86 4886f70d 01010105 00034b00 30480241 00c31f 4a ad32f 60d
6e7ed9a2 32883ca9 319a4b30 7470888 87732e83 c909f bl7 fhb5cae70 3de738cf
6e2f d12c 5b3ffa98 8c5adc59 lec84d78 90bdb53f 2218cfe7 3f 020301 0001
% Key pair was generated at: 15:34:55 Aug 05 1999
Key nane: pixfirewall.exanple.com
Usage: Encryption Key
Key Dat a:
305¢300d 06092a86 4886f70d 01010105 00034b00 30480241 00d8a6ac cc64e57a
48dfb2cl 234661c7 76380bd5 72ae62f7 1706bdab OeeddOb5 2e5feef0 76319d98
908f 50b4 85a291de 247b6711 59b30026 453bfa3c 45234991 5d020301 0001
Cisco PIX Firewall Command Reference
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Examples In the following example, arequest for the CA’s certificate was sent to the CA. The fingerprint was not
included in the command. The CA sends its certificate and the PIX Firewall prompts for verification of
the CA's certificate by checking the CA certificate’s fingerprint. Using the fingerprint associated with
the CA’'s certificate retrieved in some out-of-band process from a CA administrator, compare the two
fingerprints. If both fingerprints match, then the certificate is considered valid.
ca authenticate nyca

Certificate has the following attributes:
Fi ngerprint: 0123 4567 89AB CDEF 0123

The following example shows the error message. This time, the fingerprint isincluded in the command.
The two fingerprints do not match, and therefore the certificate is not valid.

ca authenticate nmyca 0123456789ABCDEF0123

Certificate has the followi ng attributes:

Fi ngerprint: 0123 4567 89AB CDEF 5432

%rror in verifying the received fingerprint. Type help or “?" for a list of
avai |l abl e commands.

ca generate rsa key

The ca gener ate rsa command generates RSA key pairsfor your PIX Firewall. RSA keys are generated
in pairs—one public RSA key and one private RSA key.

ca generate rsa key modulus

Syntax Description ca generatersakey Generates an RSA key for the PIX Firewall.

modulus Defines the modul us used to generate the RSA key. Thisis a size measured
in bits. You can specify a modulus between 512, 768, 1024, and 2048.

N

Note  Beforeissuing this command, make sure your PIX Firewall host name and domain name have been
configured (using the hostname and domain-name commands). If adomain nameis not configured, the
PIX Firewall uses a default domain of ciscopix.com.

Defaults RSA key modulus default (during PDM setup) is 768. The default domain is ciscopix.com.
Command Modes Configuration mode.
Usage Guidelines If your PIX Firewall already has RSA keyswhen you issue this command, you are warned and prompted

to replace the existing keys with new keys.

~

Note  Thelarger the key modulus size you specify, the longer it takes to generate an RSA. We recommend a
default value of 768.
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Examples

capture

capture I

PDM uses the Secure Sockets Layer (SSL) communications protocol to communicate with the
PIX Firewall.

SSL uses the private key generated with the ca generate r sa command. For a certificate, SSL uses the
key obtained from a certification authority (CA). If that does not exist, it uses the PIX Firewall
self-signed certificate created when the RSA key pair was generated.

If thereisno RSA key pair when an SSL session isinitiated, the PIX Firewall creates adefault RSA key
pair using a key modulus of 768.

The ca generate rsa command is not saved in the PIX Firewall configuration. However, the keys
generated by this command are saved in a persistent datafilein Flash memory, which can be viewed with
the show ca my rsa key command.

The following example demonstrates how one general purpose RSA key pair is generated. The selected
size of the key modulus is 1024.

router(config) ca generate rsa key 1024

Key nane: pi xfirewal | . cisco.com

Usage: General Purpose Key

Key Data
30819f 30 0d06092a 864886f 7 0d010101 05000381 8d003081 89028181 00c8ed4c
9f 5e0b52 aea931df 04db2872 5c4cOafd 9bd0920b 5e30de82 63d834ac f2eldblf
1047481a 17be5a0l1 851835f6 18af8e22 45304d53 12584b9c 2f 48f ad5 3lelbeba
bb2ddc46 2841b63b f92chb3f9 8de7cb01 d7ead4057 7bb44b4c a64a9cfO efaacd42
e291edea 67ef bf 6c 90348b75 320d7fd3 c573037a ddb2dde8 00df 782c 39020301 0001

Enables packet capture capabilities for packet sniffing and network fault isolation.

capture capture_name [access-list acl_name][buffer bytes] [ethernet-type type][inter face name]
[packet-length bytes] [circular-buffer]

no capture capture_name [access-list [acl_name]] [inter face name] [circular-buffer]
clear capture capture_name

show capture [capture_name] [access-list acl_name] [detail] [dump]

Syntax Description

access-list Selects packets based on IP or higher fields. By default, all | P packets are matched.

acl_name The access list id.

buffer Defines the buffer size used to store the packet. The default sizeis512 KB. Once
the buffer is full, packet capture stops.

bytes The number of bytes (b) to allocate.

capture_name A name to uniquely identify the packet capture.

circular-buffer ~ Overwrites the buffer, starting from the beginning, when the buffer is full.

detail Shows additional protocol information for each packet.

dump Shows a hexidecimal dump of the packet transported over the data link transport.
(However, the MAC information is not shown in the hex dump.)

[ 78-14890-01
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ethernet-type Sel ects packets based on the Ethernet type. An exception isthe 802.1Q or VLAN
type. The 802.1Q tag is automatically skipped and the inner Ethernet typeis used
for matching. By default, all Ethernet types are accepted.
interface The interface for packet capture.
name The name of the interface on which to use packet capture.
packet-length Sets the maximum number of bytes of each packet to store in the capture buffer.
By default, the maximum is 68 bytes.
type An Ethernet type to exclude from capture. The default is0, so you can restore the
default at any time by setting type to O.
Defaults The default typeis 0.

Command Modes

Usage Guidelines

Note

Configuration mode.

To enable packet capturing, attach the captureto an interface with theinterface option. Multipleinterface
statements attach the capture to multiple interfaces.

If the buffer contents are copied to a TFTP server in ASCII format, then only the headers can be seen.
The details and hex dump of the packets can not be seen. To see the details and hex dump, transfer the
buffer in PCAP format and then read with TCPDUMP or Ethereal using the options to show the detail
and hex dump of the packets.

The ethernet-type and access-list options select the packets to store in the buffer. A packet must pass
both the Ethernet and access list filters before the packet is stored in the capture buffer.

The capture capture_name circular-buffer command enables the capture buffer to overwrite itself,
starting from the beginning, when the capture buffer is full.

Enter the no capture command with either the access-list or interface option unless you want to clear
the capture itself. Entering no capture without options deletes the capture. If the access-list option is
specified, the accesslist isremoved from the capture and the captureis preserved. If theinter face option
is specified, the capture is detached from the specified interface and the capture is preserved.

To clear the capture buffer, use the clear capture capture_name command. The short form of clear
captureis not supported to prevent accidental destruction of all packet captures.

The capture command is not saved to the configuration, and the capture command is not replicated to
the standby unit during failover.

Usethe copy capture: capture_nametftp://location/path [pcap] command to copy captureinformation
to aremote TFTP server.

Use the https://pix-ip-address/captur e/capture_name[/pcap] command to view the packet capture
information with a web browser.

If the pcap option is specified, then alibpcap-format file is downloaded to your web browser and can be
saved using your web browser. (A libcap file can be viewed with Tcpdump or Ethereal.)

The show capture command displays the capture configuration when no options are specified. If the
capture_name is specified, then it displays the capture buffer contents for that capture.
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capture I

Output Formats

The decoded output of the packets are dependent on the protocol of the packet. In Table 4-3, the
bracketed output is displayed when the detail option is specified.

Table 4-3  Packet Capture Output Formats

Packet Type Capture Output Format

802.1Q HH:MM: SS.ms [ether-hdr] VLAN-info encap-ether-packet

ARP HH:MM: SS.ms [ether-hdr] arp-type arp-info

IP/ICMP HH:MM:SS.ms [ether-hdr] ip-source > ip-destination: icmp:
icmp-type icmp-code [checksum-fail ure]

IP/UDP HH:MM: SS.ms [ether-hdr] src-addr.src-port dest-addr.dst-port:
[checksum-info] udp payload-len

IPITCP HH:MM: SS.ms [ether-hdr] src-addr.src-port dest-addr.dst-port:
tcp-flags [header-check] [checksum-info] sequence-number
ack-number tcp-window urgent-info tcp-options

| P/Other HH:MM: SS.ms [ether-hdr] src-addr dest-addr: ip-protocol
ip-length

Other HH:MM: SS.ms ether-hdr: hex-dump

On aweb browser, the capture contents for a capture named “ mycapture” can be viewed at the following
location:

https://209. 165. 200. 232/ capt ur e/ nycapt ur e/ pcap

To download a libpcap file (used in web browsers such as Internet Explorer or Netscape Navigator) to a
local machine, enter the following:

https://209. 165. 200. 232/ capt ure/ htt p/ pcap

In the following example, the traffic is captured from an outside host at 209.165.200.241 to an inside
HTTP server.

access-list http permt tcp host 10.120.56.15 eq http host 209.165. 200. 241
access-list http permt tcp host 209.165.200.241 host 10.120.56.15 eq http
capture http access-list http packet-length 74 interface inside

To capture ARP packets, enter the following:

pi xfirewal | (config)# capture arp ethernet-type arp interface outside

To display the packets captured by an ARP capture, enter the following:

pi xfirewal | (config)# show capture arp

2 packets captured

19:12: 23. 478429 arp who-has 209. 165. 200. 228 tel | 209.165.200. 10
19:12: 26. 784294 arp who-has 209. 165. 200. 228 tel | 209. 165. 200. 10
2 packets shown

To capture PPPoE Discovery packets on multiple interfaces, enter the following:

pi xfirewal | (config)# capture pppoed ethernet-type pppoed interface outside
pi xfirewal | (config)# capture pppoed interface inside

[ 78-14890-01
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Thefollowing storesaPPPOED traceto afile name* pppoed-dump” on aTFTP server at 209.165.201.17.
(Some TFTP serversrequire that the file exists and isworld writable, so check your TFTP server for the
appropriate permissions and file first.)

pi xfirewal | (config)# copy capture: pppoed tftp://209.165.201. 17/ pppoed- dunp
Witing to file '/tftpboot/pppoed-dunp' at 209.165.201.17 on outside

To display the capture configuration, use the show capture command without specifying any options as
follows:

pi xfirewal | (config)# show capture
capture arp ethernet-type arp interface outside
capture http access-list http packet-length 74 interface inside

clear

Removes configuration files and commands from the configuration, or resets command val ues. However,
using the no form of a command is preferred to using the clear form to change your configuration
because the no form is usually more precise.

clear file configuration | pdm | pki
clear command

no command

Command Modes Configuration modefor clear commandsthat remove or reset firewall configurations. Privilege mode for
commands that clear items such as counters in show commands. Additionally, the clear commands
available in less secure modes are available in subsequent (more secure) modes. However, commands
from a more secure mode are not available in aless secure mode.

Syntax Description  Table 4-4, Table 4-5, and Table 4-6 list the clear commands available in each mode.

Table 4-4  Unprivileged Mode Clear Command

Used in the following
Clear Command Description command(s)

clear pager Resets the number of displayed lines to 24. pager

Table 4-5  Privileged Mode Clear Commands

Used in the following

Clear Command Description command(s)
clear arp Clears the ARP table. arp
clear auth-prompt Removes an auth-prompt command statement  |auth-prompt

from the configuration.

clear banner Removes all configured banners. banner
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Table 4-5  Privileged Mode Clear Commands (continued)

clear W

Clear Command

Description

Used in the following
command(s)

clear blocks Resets the show blocks command statement show blocks/clear
counters. blocks
clear configure Resets command parametersin the configuration |configure
to their default values.
clear crashinfo Deletes the crash information file from the Flash |crashinfo
memory of the firewall.
clear flashfs Clears Flash memory prior to downgrading the |fragment
PIX Firewall software version.
clear floodguard Removes Flood Defender, which protectsagainst |floodguard

flood attacks from configuration.

clear local-host

Resets the information displayed for the show
local-host command.

show local-host/clear
local host

clear passwd

Resets the Telnet password back to “cisco.”

passwor d

clear traffic

Resets the counters for the show traffic
command.

show traffic/clear traffic

clear uauth Deletes one user’s or all users' AAA show uauth/clear uauth
authorization caches, which forces the users to
reauthenticate the next time they create a
connection.

clear xlate Clears the contents of the translation slots. show xlate/clear xlate

Table 4-6  Configuration Mode Clear Commands

Clear Command

Description

Used in the following
command(s)

clear aaa

Removes aaa command statements from the
configuration.

aaa accounting

clear asa-server

Removes aaa-server command statements from
the configuration.

aaa authorization

clear access-group Removesaccess-gr oup command statementsfrom |access-group
the configuration.

clear access-list Removes access-list command statements from  |access-list
the configuration. This command also stops all
traffic through the PIX Firewall on the affected
access-list command statements.

clear alias Removes alias command statements from the alias
configuration.

clear apply Removes apply command statements from the outbound/apply
configuration.

clear capture Clears the packet capture. capture
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Table 4-6  Configuration Mode Clear Commands (continued)

Used in the following

Clear Command Description command(s)

clear clock Removes clock command statements from the clock
configuration.

clear conduit Removes conduit command statements from the |conduit
configuration.

clear dhcpd Removes dhcpd command statements from the  |dhcpd
configuration.

clear established Removes established command statements from |established

the configuration.

clear filter Removesfilter command statements from the filter
configuration.

clear fixup Resets fixup protocol command statements to fixup protocol
their default values.

clear flashfs Clears Flash memory before downgrading to a fragment
previous PIX Firewall version.

clear global Removes global command statements from the  |global
configuration.

clear http Removes all HTTP hosts and disables the server. |http

clear icmp Removes icmp command statements from the icmp
configuration.

clear ip Sets all PIX Firewall interface |P addresses to ip address
127.0.0.1 and stops all traffic.

clear ip address Clears all PIX Firewall interface IP addresses ip address
(configuration mode).

clear ip audit Clears the IDS signature on the interface ip audit
(configuration mode).

clear ip local pool Clears pool of local 1P addresses for dynamic ip local pool

assignment to a VPN.

clear ip verify
rever se-path

Clears RPF IP spoofing protection (configuration
mode).

ip verify reverse-path

clear [crypto]
dynamic-map

Remove crypto dynamic-map command
statements from the configuration.The keyword
cryptois optional.

crypto dynamic-map
and dynamic-map

clear [crypto] ipsecsa |Delete the active |PSec security associations. The |crypto ipsec
keyword crypto is optional.

clear [crypto] ipsecsa |Clear the traffic counters maintained for each cryptoipsec

counters security association. The keyword crypto is
optional.

clear [crypto] ipsecsa |Delete the active IPSec security association with |crypto ipsec

entry the specified address, protocol, and SPI. The

destination-address keyword crypto is optional.

protocol spi
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Table 4-6  Configuration Mode Clear Commands (continued)

clear

Used in the following

Clear Command Description command(s)

clear [crypto] ipsecsa |Delete the active |PSec security associationsfor  |crypto ipsec

map map-name the named crypto map set. The keyword cryptois
optional.

clear [crypto] ipsecsa |Delete the active |PSec security associationsfor  |crypto ipsec

peer the specified peer. The keyword crypto is
optional.

clear [crypto] isakmp |Delete the active IKE security associations. The |isakmp

sa keyword crypto is optional.

clear [crypto] map Delete all parameters entered through the crypto |crypto map
map command belonging to the specified map.
Does not delete dynamic maps.

clear isakmp Remove isakmp command statements from the  |isakmp
configuration.

clear interface Clear counters for the show interface command. |interface

clear logging Clear syslog message queue accumulated by the |logging
logging buffered command.

clear names Removes name command statements from the name/names
configuration.

clear nameif Reverts nameif command statements to default nameif
interface names and security levels.

clear nat Removes nat command statements from the nat
configuration.

clear ntp Removes ntp command statements from the ntp

configuration.

clear outbound

Removes outbound command statements from
the configuration.

outbound/apply

clear ospf [process-id]
{process | counters|
neighbor
[neighbor-intf]
[neighbr-id]}

Resets the OSPF routing process ID, counters,
neighbor interface router designation, or neighbor
router ID, depending on the option selected. This
command does not remove any configuration. Use
the no form of the router ospf or routing

inter face command to remove the OSPF
configuration.

routing interface

clear pdm Removesall locations, disableslogging and clears |pdm
the PDM buffer. Internal PDM command.

clear privilege Removes privilege command statements from the |privilege
configuration.

clear rip Removes rip command statements from the rip
configuration.

clear route Removes route command statements from the route

configuration that do not contain the CONNECT
keyword.
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Table 4-6  Configuration Mode Clear Commands (continued)

Clear Command

Description

Used in the following
command(s)

clear routing

Resetstheinterface-specific routing configuration
to its defaults and removes the interface-specific
routing configuration. However, this command
does not remove any OSPF data structures that
have been defined.

routing interface

clear service Removes service command statements from the |service
configuration.

clear snmp-server Removes snmp-server command statementsfrom |snmp-server
the configuration.

clear ssh Removes ssh command statement from the ssh
configuration.

clear static Removes static command statements from the static
configuration.

clear sysopt Removes sysopt command statements from the | sysopt
configuration.

clear telnet Removes telnet command statements from the telnet
configuration.

clear tftp-server Removes tftp-server command statements from | tftp-server
the configuration.

clear timeout Resets timeout command durations to their timeout
default values.

clear url-cache Removesur|-cache command statementsfromthe |url-cache
configuration.

clear url-server Removes url-server command statements from url-server
the configuration.

clear username Removes user name command statements from username
the configuration.

clear virtual Removes virtual command statements from the  |virtual
configuration.

clear vpdn Removes vpdn command statements from the vpdn
configuration.

clear vpnclient Removesvpnclient command statementsfromthe |vpnclient

configuration.
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clock H

Set the PIX Firewall clock for use with the PIX Firewall Syslog Server (PFSS) and the Public Key
Infrastructure (PK1) protocol.

clock set hh:mm:ss {day month | month day} year

clear clock

[no] clock summer-time zone recurring [week weekday month hh: mm week weekday month
hh:mm] [ offset]

[no] clock summer-time zone date {day month | month day} year hh:mm { day month | month
day} year hh:mm [ offset]

[no] clock timezone zone hours [ minutes)

show clock [detail]

Syntax Description

date The date command form is used as an alternative to the recurring form of the clock
summer-time command. It specifies that summertime should start on the first date
entered and end on the second date entered. If the start date month is after the end date
month, the summer time zone is accepted and assumed to be in the Southern
Hemisphere.

day The day of the month to start, from 1 to 31.

detail Displays the clock source and current summertime settings.

hh: mm:ss The hour:minutes:seconds expressed in 24-hour time; for example, 20:54:00 for 8:54
pm. Zeros can be entered as a single digit; for example, 21:0:0.

hours The hours of offset from UTC.

minutes The minutes of offset from UTC.

month The month expressed as the first three characters of the month; for example, apr for
April.

offset The number of minutes to add during summertime. The default is 60 minutes.

recurring Specifies the start and end dates for local summer “daylight savings’ time. The first

date entered isthe start date and the second date entered isthe end date. (The start date
isrelative to UTC and the end date is relative to the specified summer time zone.) If
no dates are specified, United States Daylight Savings Time isused. If the start date
month is after the end date month, the summer time zone is accepted and assumed to
be in the Southern Hemisphere.

summer-time

The clock summer-time command displays summertime hours during the specified
summertime date range. This command affects the clock display time only.

timezone clock timezone sets the clock display to the time zone specified. It does not change
internal PIX Firewall time, which remains UTC.

week Specifies the week of the month. The week is 1 through 4 and first or last for partial
weeks at the begin or end a month, respectively. For example, week 5 of any monthis
specified by using last.

weekday Specifies the day of the week: Monday, Tuesday, Wednesday, and so on.

[ 78-14890-01
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year Theyear expressed as four digits; for example, 2000. The year range supported for the
clock command is 1993 to 2035.
zone The name of the time zone.

Command Modes

Usage Guidelines

Note

Examples

Configuration mode.

The clock command lets you specify the time, month, day, and year for use with time stamped syslog
messages, which you can enable with the logging timestamp command. You can view the time with the
clock or the show clock command.

The clear clock command removes all summertime settings and resets the clock display to UTC.

The show clock command outputs the time, time zone, day, and full date.

The lifetime of a certificate and the certificate revocation list (CRL) is checked in UTC, which isthe
same as GMT. If you are using | PSec with certificates, set the PIX Firewall clock to UTC to ensure that
CRL checking works correctly.

You can interchange the settings for the day and the month; for example, clock set 21:0:0 1 apr 2000.

The maximum date range for the clock command is 1993 through 2035. A time prior to January 1, 1993,
or after December 31, 2035, will not be accepted.

While the PIX Firewall clock is year 2000 compliant, it does not adjust itself for daylight savings time
changes; however, it does know about leap years.

The PIX Firewall clock setting is retained in memory when the power is off by a battery on the
PIX Firewall unit’s motherboard. Should this battery fail, contact Cisco TAC for a replacement
PIX Firewall unit.

Cisco's PKI (Public Key Infrastructure) protocol usesthe clock to make sure that a certificate revocation
list (CRL) is not expired. Otherwise, the CA may reject or allow certificates based on an incorrect
timestamp. Refer to the Cisco PIX Firewall and VPN Configuration Guide for a description of 1PSec
concepts.

To enable PFSS time stamp logging for the first time, use the following commands:

clock set 21:0:0 apr 1 2000
show cl ock

21: 00: 05 Apr 01 2000

| oggi ng host 209. 165. 201. 3

| oggi ng tinmestanp

logging trap 5

In this example, the clock command sets the clock to 9 p.m. on April 1, 2000. The logging host
command specifies that a syslog server is at |P address 209.165.201.3. The PIX Firewall automatically
determines that the server is a PFSS and sends syslog messages to it via TCP and UDP. The logging
timestamp command enabl es sending time stamped syslog messages. The logging trap 5 command in
this example specifies that messages at syslog level 0 through 5 be sent to the syslog server. The value
5is used to capture severe and normal messages, but also those of the aaa authentication enable
command.
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conduit

conduit 1

The following clock summer-time command specifies that summertime starts on the first Sunday in
April at 2 am. and ends on the last Sunday in October at 2 am.:

pi x_name (config)# clock sumer-tine PDT recurring 1 Sunday April 2:00
| ast Sunday Cctober 2:00

If you live in a place where summertime follows the Southern Hemisphere pattern, you can specify the
exact date and times. In the following example, daylight savings time (summer time) is configured to
start on October 12, 2001, at 2 a.m. and end on April 26, 2002, at 2 a.m.:

pi x_name (config)# clock sumer-tine PDT date 12 Cctober 2001 2:00
26 April 2002 2:00

Add, delete, or show conduitsthrough the PIX Firewall for incoming connections. However, the conduit
command has been superseded by the access-list command. We recommend that you migrate your
configuration away from the conduit command to maintain future compatibility.

[no] conduit permit | deny protocol global ip global _mask [operator port [port]] foreign _ip
foreign_mask [operator port [port]]

[no] conduit deny|permit protocol | object-group protocol_obj_grp_id global_ip global_mask |
object-group network_obj_grp_id [operator port [port] | object-group service_obj_grp_id]
foreign_ip foreign_mask | object-group network_obj_grp_id [operator port [port] |
object-group service _obj_grp_id]

[no] conduit deny|permit icmp global_ip global _mask | object-group network obj grp_id
foreign_ip foreign_mask | object-group network obj _grp_id [icmp_type | object-group
icmp_type_obj_grp_id]

clear conduit
clear conduit counters

show conduit

Syntax Description

deny Deny access if the conditions are matched.

foreign_ip An external IP address (host or network) that can access the global _ip. You
can specify 0.0.0.0 or O for any host. If both the foreign_ip and foreign_mask
are 0.0.0.0 0.0.0.0, you can use the shorthand any option.

If foreign_ip is ahost, you can omit foreign_mask by specifying the host
command before foreign_ip.

For example:
conduit permt tcp any eq ftp host 209.165.201.2

This example lets foreign host 209.165.201.2 access any global address for
FTPR

[ 78-14890-01
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foreign_mask Network mask of foreign_ip. The foreign_mask is a 32-bit, four-part dotted
decimal; such as, 255.255.255.255. Use zerosin apart to indicate bit positions
to beignored. Use subnetting if required. If you use O for foreign_ip, use O for
the foreign_mask; otherwise, enter the foreign_mask appropriate to
foreign_ip. You can also specify a mask for subnetting.

For example: 255.255.255.192.

global _ip A global IP address previously defined by a global or static command. You
can use any if the global_ip and global _mask are 0.0.0.0 0.0.0.0. The any
option applies the per mit or deny parameters to the global addresses.

If global_ip is ahost, you can omit global_mask by specifying the host
command before global _ip.

For example:
conduit permt tcp host 209.165.201.1 eq ftp any

This example lets any foreign host access global address 209.165.201.1 for
FTP.

global _mask Network mask of global ip. The global _mask is a 32-bit, four-part dotted
decimal; such as, 255.255.255.255. Use zerosin apart to indicate bit positions
to beignored. Use subnetting if required. If you use O for global _ip, use O for
the global_mask; otherwise, enter the global mask appropriate to global_ip.

icmp_type Thetype of ICMP message. Table 4-7 liststhe ICMPtype literalsthat you can
use in thiscommand. Omit thisoption toincludeall ICMPtypes. Theconduit
permit icmp any any command permits all ICMP types and lets ICMP pass
inbound and outbound.

icmp_type An existing ICMP type object group.
_obj_grp_id
object-group Specifies an object group.
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conduit

operator

A comparison operand that lets you specify a port or a port range.

Use without an operator and port to indicate all ports.

For example;

conduit permt tcp any any

Use eq and a port to permit or deny access to just that port. For example use
eq ftp to permit or deny access only to FTP:

conduit deny tcp host 209.165. 200. 247 eq ftp 209.165.201.1

Use It and a port to permit or deny access to all ports less than the port you
specify. For example, use It 2025 to permit or deny access to the well-known
ports (1 to 1024).

conduit permt tcp host 209.165.200.247 It 1025 any

Use gt and a port to permit or deny accessto all ports greater than the port you
specify. For example, use gt 42 to permit or deny ports 43 to 65535.

conduit deny udp host 209.165.200.247 gt 42 host 209.165. 201. 2
Use neq and a port to permit or deny accessto every port except the ports that

you specify. For example, use neg 10 to permit or deny ports 1-9 and 11 to
65535.

conduit deny tcp host 209. 165.200. 247 neq 10 host 209. 165. 201. 2 neq
42

Userange and a port range to permit or deny accessto only those ports named
in the range. For example, userange 10 1024 to permit or deny access only to
ports 10 through 1024. All other ports are unaffected.

conduit deny tcp any range ftp tel net any

By default, all ports are denied until explicitly permitted.

network _obj grp _id

An existing network object group.

permit

Permit access if the conditions are matched.

port

Service(s) you permit to be used while accessing global _ip or foreign_ip.
Specify services by the port that handles it, such as smtp for port 25, www
for port 80, and so on. You can specify ports by either aliteral name or a
number in the range of 0 to 65535. You can specify all ports by not specifying
aport value.

For example:

conduit deny tcp any any

This command is the default condition for the conduit command in that all
ports are denied until explicitly permitted.

You can view valid port numbers online at the following website;
http://www.iana org/assignments/port-numbers

See"* Ports’"in Chapter 2, “Using PIX Firewall Commands’ for alist of valid
port literal names in port ranges; for example, ftp h323. You can also specify
numbers.
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protocol Specify the transport protocol for the connection. Possible literal values are
icmp, tcp, udp, or an integer in the range O through 255 representing an 1P
protocol number. Useip to specify all transport protocols. You can view valid
protocol numbers online at the following website:

http://www.iana.org/assignments/protocol -numbers

If you specify theicmp protocol, you can permit or deny | CMP accessto one
or more global | P addresses. Specify the ICMPtypeintheicmp_typevariable,
or omit to specify all ICMP types. See "Usage Guidelines" for acompletelist
of the ICMP types.

protocol_obj_grp_id An existing protocol object group.

Command Modes

Usage Guidelines

Step 1

Step 2

service obj_grp_id  An existing service (port) object group.

Configuration mode.

We recommend that you use the access-list command instead of the conduit command because using an
access list is a more secure way of enabling connections between hosts. Specifically, the conduit
command functions by creating an exception to the PIX Firewall Adaptive Security Algorithm that then
permits connections from one PI X Firewall network interface to access hosts on another.

The conduit command can permit or deny access to either the global or static commands; however,
neither is required for the conduit command. You can associate a conduit command statement with a
global or static command statement through the global address, either specifically to a single global
address, a range of global addresses, or to all global addresses.

When used with a static command statement, a conduit command statement permits users on a lower
security interface to access a higher security interface. When not used with a static command statement,
aconduit command statement permits both inbound and outbound access.

The show conduit command displays the conduit command statements in the configuration and the
number of times (hit count) an element has been matched during a conduit command search.

Converting conduit Commands to access-list Commands
Follow these steps to convert conduit command statements to access-list commands:

View the static command format. This command normally precedes both the conduit and access-list
commands. The static command syntax is as follows.

static (high_interface,low_interface) global _ip local_ip netmask mask

For example:
static (inside,outside) 209.165.201.5 192.168. 1.5 net mask 255. 255. 255. 255

This command maps the global |P address 209.165.201.5 on the outside interface to the web server
192.168.1.5 on the inside interface. The 255.255.255.255 is used for host addresses.

View the conduit command format. The conduit command is similar to the access-list command in that
it restricts access to the mapping provided by the static command. The conduit command syntax is as
follows.
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Step 4

conduit 1

conduit action protocol global_ip global _mask global_operator global _port [global _port] foreign_ip
foreign_mask foreign_operator foreign_port [foreign_port]
For example:

conduit pernmit tcp host 209.165.201.5 eq ww any

This command permits TCP for the global |P address 209.165.201.5 that was specified in the static
command statement and permits access over port 80 (www). The “any” option lets any host on the
outside interface access the global |P address.

The static command identifies the interface that the conduit command restricts access to.

Create the access-list command from the conduit command options. The acl_name in the access-list
command is a hame or number you create to associate access-list command statements with an
access-group or crypto map command statement.

Normally the access-list command format is as follows:

access-list acl_name [deny | permit] protocol src_addr src_mask operator port dest_addr dest_mask
operator port

However, using the syntax from the conduit command in the access-list command, you can see how the
foreign_ip in the conduit command is the same as the src_addr in the access-list command and how the
global_ip option in the conduit command is the same asthe dest_addr in the access-list command. The
access-list command syntax overlaid with the conduit command optionsis as follows.

access-list acl_name action protocol foreign_ip foreign_mask foreign_operator foreign_port
[foreign_port] global_ip global _mask global _operator global_port [global_port]

For example:

access-list acl_out permit tcp any host 209.165.201.5 eq www

This command identifies the access-list command statement group with the “acl_out” identifier. You
can use any name or number for your own identifier. (In this example the identifier, “acl” isfrom ACL,
which means access control list and “out” is an abbreviation for the outside interface.) It makes your
configuration clearer if you use an identifier name that indicates the interface to which you are
associating the access-list command statements. The example access-list command, like the conduit
command, permits TCP connections from any system on the outside interface. The access-list command
is associated with the outside interface with the access-group command.

Create the access-group command using the acl_name from the access-list command and the
low_interface option from the static command. The format for the access-group command is asfollows.

access-group acl_name in interface low_interface

For example:

access-group acl _out in interface outside

This command associates with the “acl_out” group of access-list command statements and states that
the access-list command statement restricts access to the outside interface.

[ 78-14890-01
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Note

Note

More on the conduit Command

If you associate a conduit command statement with a static command statement, only the interfaces
specified on the static command statement have access to the conduit command statement. For exampl e,
if astatic command statement lets users on the dmz interface access a server on the inside interface,
only users on the dmz interface can access the server viathe static command statement. Users on the
outside do not have access.

The conduit command statements are processed in the order they are entered into the configuration.

The permit and deny options for the conduit command are processed in the order listed in the
PIX Firewall configuration. In the following example, host 209.165.202.129 is not denied access
through the PIX Firewall because the permit option precedes the deny option.

conduit pernmit tcp host 209.165.201.4 eq 80 any
conduit deny tcp host 209.165.201.4 host 209.165.202.129 eq 80 any

If you want internal usersto be able to ping external hosts, use the conduit per mit icmp any any
command.

After changing or removing a conduit command statement, use the clear xlate command.

You can remove a conduit command statement with the no conduit command. The clear conduit
command removes all conduit command statements from your configuration. The clear conduit
counter s command clears the current conduit hit count.

If you prefer more selective ICMP access, you can specify asingle |ICMP message type as the last option
in this command. Table 4-7 lists possible ICMP types values.

Table 4-7  ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-adverti sement
10 router-solicitation
11 time-exceeded

12 parameter-problem
13 timestamp-request
14 timestamp-reply

15 information-request
16 information-reply
17 mask-request

18 mask-reply
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Table 4-7  ICMP Type Literals (continued)

ICMP Type Literal

31

conversion-error

32

mobile-redirect

Usage Notes

1.
2.

By default, all ports are denied until explicitly permitted.

The conduit command statements are processed in the order entered in the configuration. If you
remove a command, it affects the order of all subsequent conduit command statements.

To remove all conduit command statements, cut and paste your configuration onto your console
computer, edit the configuration on the computer, use the write erase command to clear the current
configuration, and then paste the configuration back into the PIX Firewall.

If you use Port Address Translation (PAT), you cannot use a conduit command statement using the
PAT address to either permit or deny access to ports.

Two conduit command statements are required for establishing access to the following services:
discard, dns, echo, ident, pptp, rpc, sunrpc, syslog, tacacs-ds, talk, and time. Each service,
except for pptp, requires one conduit for TCP and one for UDP. For DNS, if you are only receiving
zone updates, you only need a single conduit command statement for TCP.

Thetwo conduit command statementsfor the PPTP transport protocol, which is a subset of the GRE
protocol, are as shown in the following example:
static (dne2, outside) 209.165.201.5 192.168.1.5 netmask 255. 255. 255. 255

conduit permt tcp host 209.165.201.5 eq 1723 any
conduit permt gre host 209.165.201.5 any

In thisexample, PPTPisbeing used to handle accessto host 192.168.1.5 on the dmz2 interface from
users on the outside. Outside users access the dmz2 host using global address 209.165.201.5. The
first conduit command statement opens access for the PPTP protocol and gives accessto any outside
users. The second conduit command statement permits access to GRE. If PPTP was not involved
and GRE was, you could omit the first conduit command statement.

The RPC conduit command support fixes up UDP portmapper and rpcbind exchanges. TCP
exchanges are not supported. This lets simple RPC-based programs work; however, remote
procedure calls, arguments, or responses that contain addresses or ports will not be fixed up.

For MSRPC, two conduit command statements are required, one for port 135 and another for access
to the high ports (1024-65535). For Sun RPC, a single conduit command statement is required for
UDP port 111.

Onceyou create aconduit command statement for RPC, you can use the following command to test
its activity from a UNIX host:

rpcinfo -u uni x_host _i p_address 150001

Replace unix_host_ip_address with the 1P address of the UNIX host.

You can overlay host statics on top of a net static range to further refine what an individual host can
access:

static (inside, outside) 209.165.201.0 10.1.1.0 netmask 255.255.255.0
conduit permit tcp 209.165.201.0 255.255.255.0 eq ftp any

static (inside, outside) 203.31.17.3 10.1.1.3 netnmask 255.255.255.0
conduit pernmit udp host 209.165.201.3 eq h323 host 209. 165.202. 3

[ 78-14890-01
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In this case, the host at 209.165.202.3 has Intel Internet Phone access in addition to its blanket FTP
access.

Examples 1. The following commands permit access between an outside UNIX gateway host at 209.165.201.2,
to an inside SMTP server with Mail Guard at 192.168.1.49. Mail Guard is enabled in the default
configuration for PIX Firewall with the fixup protocol smtp 25 command. The global address on
the PIX Firewall is 209.165.201.1.
static (inside,outside) 209.165.201.1 192.168.1.49 netnask 255.255.255.255 0 0
conduit permt tcp host 209.165.201.1 eq sntp host 209.165. 201. 2
To disable Mail Guard, enter the following command:
no fixup protocol sntp 25

2. You can set up an inside host to receive H.323 Intel Internet Phone calls and allow the outside
network to connect inbound viathe IDENT protocol (TCP port 113). In this example, the inside
network isat 192.168.1.0, the global addresses on the outside network are referenced via the
209.165.201.0 network address with a 255.255.255.224 mask.
static (inside,outside) 209.165.201.0 192.168. 1.0 net mask 255.255.255.224 0 0
conduit permt tcp 209.165.201.0 255. 255. 255. 224 eq h323 any
conduit permt tcp 209.165.201.0 255.255. 255. 224 eq 113 any

3. You can create a web server on the perimeter interface that can be accessed by any outside host as
follows:
static (perineter,outside) 209.165.201.4 192.168. 1.4 net mask 255. 255.255.255 0 0
conduit pernmit tcp host 209.165.201.4 eq 80 any
In this example, the static command statement maps the perimeter host, 192.168.1.4. to the global
address, 209.165.201.4. The conduit command statement specifies that the global host can be
accessed on port 80 (web server) by any outside host.

configure

Configure from the terminal, Flash memory, the network, or factory default. The new configuration
merges with the active configuration except for the factory default, in which case the active configuration
is cleared first and then replaced by the factory default. The factory default option is available only on
the PIX 501 and PIX 506/506E.

clear configure [terminal | memory]

clear configure [primary | secondary | all]

[no] configure http[s] :// [user:password@] location [ :port ] / http_pathname
configure net [[location]:[filename]]

clear configure primary | secondary | all

show configure

For the PIX 501 and PIX 506/506E only:
configure factory-default [inside ip_address [address mask]]

Cisco PIX Firewall Command Reference
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For older PIX Firewall unitsthat have a floppy drive only:
configure floppy
Syntax Description address_mask Specifies the address mask for the inside interface | P address. The default

address mask is 255.255.255.0.

all Combines the primary and secondary options.

clear Clears aspects of the current configuration in RAM. Use the write erase
command to clear the complete configuration.

factory-default Specifies to clear the current configuration and regenerate the default,

factory-loaded configuration. This command is supported for the PIX 501 and
PIX 506/506E only in PIX Firewall software Version 6.2.

filename A filename you specify to qualify the location of the configuration file on the
TFTP server named in server_ip. If you set afilename with the tftp-server
command, do not specify it in the configure command; instead just use a colon
(:) without a filename.

floppy Merges the current configuration with that on diskette.

http_pathname The name of the HTTP server path that contains the PIX Firewall configuration
to copy.

http[s] Specifies to retrieve configuration information from an HTTP server. (SSL is

used when httpsis specified.)
inside_ip_address Specifies the inside IP address. The default inside interface IP address is

192.168.1.1.
location The IP address (or defined name) of the HTTP server to log into.
memory Merges the current configuration with that in Flash memory.
net L oads the configuration from a TFTP server and the path you specify.
password The password for logging into the HTTP server.
pathname The name of the resource that contains the PIX Firewall configuration to copy.
port Specifies the port to contact on the HTTP server. It defaults to 80 for http and
443 for https.
primary Setstheinterface, ip, mtu, nameif, and route commands to their default val ues.

In addition, interface names are removed from all commands in the
configuration.

secondary Removes the aaa-server, alias, access-list, apply, conduit, global, outbound,
static, telnet, and url-server command statements from your configuration.

location The I P address or name of the server from which to merge in anew configuration.
This server address or name is defined with the tftp-server command.

terminal Starts configuration mode to enter configuration commandsfrom aterminal. Exit
configuration mode by entering the quit command.

user The username for logging into the HTTP server.

Command Modes The configure terminal command (with the short form “config t”) isavailablein privileged mode, and

it changes the firewall over to configuration mode. All other configure commands are available in
configuration mode.

Cisco PIX Firewall Command Reference
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Usage Guidelines You must be in configuration mode to use the configuration commands, except for the configure
terminal (config t) command. The configure terminal command starts configuration mode from
privileged mode. You can exit configuration mode with the quit command. After exiting configuration
mode, use the write memory command to store your changes in Flash memory or write floppy to store
the configuration on diskette.

Each command statement from Flash memory (with configure memory), TFTPtransfer (with configure
net), or diskette (with configurefloppy) isread into the current configuration and eval uated in the same
way as commands entered from a keyboard with the following rules:

» If the command in Flash memory or on diskette is identical to an existing command in the current
configuration, it isignored.

« If the command in Flash memory or on diskette is an additional instance of an existing command,
such asif you already have one telnet command for |P address 10.2.3.4 and the diskette
configuration has atelnet command for 10.7.8.9, then both commands appear in the current
configuration.

» |If the command redefines an existing command, the command on diskette or Flash memory
overwrites the command in the current configuration in RAM. For example, if you have the
hosthame ram command in the current configuration and the hostname floppy command on
diskette, the command in the configuration becomes hostname floppy and the command line
prompt changes to match the new hosthame when that command is read from diskette.

The show configure and show startup-config commands display the startup configuration of the
firewall. The write terminal and show running-config commands display the configuration currently
running on the firewall.

The clear configure [all] command resets a configuration to its default values. Use this command to
create a template configuration or when you want to clear all values. The clear configure primary
command resets the default values for the interface, ip, mtu, nameif, and route commands. This
command also deletes interface names in the configuration. The clear configure secondary command
removes the aaa-ser ver, alias, access-list, apply, conduit, global, outbound, static, telnet, and
url-server command statements from the configuration. However, the clear configure secondary
command does hot remove tftp-server command statements.

Note  Saveyour configuration before using a clear configure command. The clear configure primary and
clear configure secondary commands do not prompt you before deleting lines from your configuration.

configure factory-default

On the PIX 501 and PIX 506/506E, the configure factory-default command reinstates the factory
default configuration. (This command is not supported on other PIX Firewall platforms at thistime.)
Use this command carefully because, before reinstating the factory default configuration, this command
has the same effect as the clear configure all command,; it clears all existing configuration information.

With no options specified, the configure factory-default command gives a default |P address of
192.168.1.1, and a netmask of 255.255.255.0, to the PIX Firewall inside interface.

With the configure factory-default ip-address command, if you specify an inside IP address but no
netmask, the default address mask is derived from the specified | P address and is based on the | P address
class.

With the configure factory-default ip-address netmask command, the specified I P address and
netmask are assigned to the inside interface of the firewall.
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configure W

For the PIX 501, the 10-user license is limited to a DHCP pool of 32 addresses, the 50-user license is
limited to a DHCP pool size of 128 addresses, and the unlimited user license is limited to a DHCP pool
size of 253 addresses. (It would be 256 addressesfor the unlimited user license, but the default | P address
isclass C and 256 DHCP addresses cannot be supported within a class C address.) The PIX 506/506E is
limited to a DHCP pool size of 253.

configure http[s]

The configure http[s] command retrieves configuration information from an HTTP server for remotely
managing a Pl X Firewall configuration. The configuration can be either atext file or an XML file. Text
filesmergeregardless of errorsthat may bein the cofiguration. XML filesrequire the use of the message
“config-data” in the XML file to explicitly control merging and error handling.

configure net
The configure net command merges the current running configuration with a TFTP configuration stored

at the IP address you specify and from the file you name. If you specify both the IP address and path
name in the tftp-server command, you can specify server_ip:filename as simply a colon (:).

For example:

configure net :

Use the write net command to store the configuration in the file.

If you have an existing PIX Firewall configuration on a TFTP server and store a shorter configuration
with the same filename on the TFTP server, some TFTP servers will leave some of the original
configuration after thefirst “:end” mark. This does not affect the PIX Firewall because the configure net
command stops reading when it reaches the first “:end” mark. However, this may cause confusion if you
view the configuration and see extratext at the end of the configuration.

Many TFTP servers require the configuration file to be world-readable to be accessible.

configure floppy

The configure floppy command merges the current running configuration with the configuration stored
on diskette. This command assumes that the diskette was previously created by the write floppy
command.

configure memory

The configure memory command merges the configuration in Flash memory into the current
configuration in RAM.

The following example shows how to configure the PIX Firewall using a configuration retrieved with
TFTP:

configure net 10.1.1.1:/tftp/config/pixconfig
The pixconfig file is stored on the TFTP server at 10.1.1.1 in the tftp/config folder.
The following example shows how to configure the PIX Firewall from a diskette:

configure floppy

The following exampl e shows how to configure the PIX Firewall from the configuration stored in Flash
memory:

[ 78-14890-01
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console

configure nenory

The following example shows the commands you enter to access configuration mode, view the
configuration, and save it in Flash memory.

Access privileged mode with the enable command and configuration mode with the configure ter minal
command. View the current configuration with the write terminal command and save your
configuration to Flash memory using the write memory command.
pi xfirewal | > enabl e
passwor d:
pi xfirewal | # configure term nal
pixfirewal | (config)# wite termnal
Saved

[...current configuration...]
End

wite nenory

When you enter the configure factory-default command on a platform other than the PIX 501 or
PIX 506/506E, the PIX Firewall displays a“not supported” error message. On the PIX 515/515E, for
example, the following message is displayed:

pi xdfirewal | (config)# configure factory default
"config factory-default' is not supported on Pl X-515

Sets the idle timeout for the serial-cable console session of the PIX Firewall.

[no] console timeout number

Syntax Description

Defaults

Command Modes

Usage Guidelines

number Idle time in minutes (0-60) after which the serial-cable console session ends.

The default timeout is 0, which means the console will not time out. The zero value in the command
console timeout O has the same meaning as zero value in the command exec-timeout 0 0 in Cisco 10S
software.

The console timeout command is available in configuration mode.
The show console timeout command is available in privileged and configuration mode.

The console timeout command sets the timeout value for any authenticated, enable mode, or
configuration mode user session when accessing the firewall consol e through a serial cable. Thistimeout
does not alter the Telnet or SSH timeouts; these access methods maintain their own timeout values.

The no console timeout command resets the console timeout value to its default.

The show console timeout command displays the currently configured console timeout value.

Cisco PIX Firewall Command Reference
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Examples The following example shows how to set the console timeout to fifteen (15) minutes:

pi xfirewal | (config)# console tineout 15

The following example shows how to display the configured timeout value:

pi xfirewal | (config)# show consol e tinmeout

consol e tineout 15

Related Commands aaa authorization

Enable or disable LOCAL or TACACS+ user authorization services.

password

Sets the password for Telnet access to the PIX Firewall console.

ssh

Specifies a host for PIX Firewall console access through Secure Shell (SSH).

telnet

Specifies the host for PIX Firewall console access via Telnet.

Copy

Change software images without requiring access to the TFTP monitor mode or copy a capturefileto a

TFTP server.

copy capture: capture_name tftp://location/path [pcap]

copy http[s]://[user:password@] location [:port ] / http_pathname flash [: [image | pdm] ]

copy tftp[:[[//location] [/tftp_pathname]]] flash[:[image | pdm]]

Syntax Description copy capture
capture_name

Copies capture information to a remote TFTP server. capture nameisa
unigue name that identifies the capture.

copy http[9]

Downloads a software image into the Flash memory of the firewall from an
HTTP server. (SSL is used when httpsis specified.)

copy tftp flash

Downloads a software image into Flash memory of the firewall viaTFTP
without using monitor mode.

http_pathname

The name of the resource that contains the PIX Firewall software image or
PDM file to copy.

image

Download the selected PIX Firewall image to Flash memory. An image you
download is made available to the PIX Firewall on the next reload (reboot).

location

Either an |P address or a name that resolves to an | P address via the
PIX Firewall naming resolution mechanism.

password

The password for logging into the HT TP server.

pdm

Download the selected PDM image files to Flash memory. These files are
available to the PIX Firewall immediately, without a reboot.

port

Specifiesthe port to contact onthe HTTP server. It defaultsto 80 for http and
443 for https.

[ 78-14890-01

Cisco PIX Firewall Command Reference ]



Chapter4  CCommands |

W copy

tftp_pathname PIX Firewall must know how to reach this location viaits routing table
information. Thisinformation is determined by theip address command, the
route command, or also RIP, depending upon your configuration. The
pathname can include any directory names in addition to the actual last
component of the path to the file on the server.

user The username for logging into the HTTP server.

Command Modes

Usage Guidelines

Configuration mode.

copy capture

The copy capture: capture_name tftp://location/path [pcap] command uses the capture name on the
PIX Firewall (capture_name) as its source and the TFTP address (tftp://location/path) as the copy
destination. (These parameters are similar to the copy tftp command options.) The addition of the pcap
option at the end of a copy capture command transfers the file in libpcap format.

copy http[s]

The copy http[s]://[user:password@] location [:port ] / http_pathname flash [: [image | pdm] ]
command enables you to download a softwareimageinto the Flash memory of thefirewall froman HTTP
server. SSL is used when the copy https command is specified. The user and password options are used
for authentication when logging into the HTTP server. The location option is the IP address (or a name
that resolves to an | P address) of the HTTP server. The :port option specifies the port on which to
contact the server. Thevaluefor :port defaultsto port 80 for HTTP and port 443 for HTTP through SSL.
The pathname option is the name of the resource that contains the image or PDM file to copy.

copy tftp

The copy tftp flash command enables you to download a software image into the Flash memory of the
firewall viaTFTP. You can use the copy tftp flash command with any PIX Firewall model running
Version 5.1 or higher.

The image you download is made available to the PIX Firewall on the next reload (reboot).

The command syntax is as follows:
copy tftp[:[[//location][/pathname]]] flash [:[image][pdm]]

If the command is used without the location or pathname optional parameters, then the location and
filename are obtained from the user interactively via a series of questions similar to those presented by
Cisco 10S software. If you only enter a colon (:), parameters are taken from the tftp-server command
settings. If other optional parameters are supplied, then these values would be used in place of the
corresponding tftp-server command setting. Supplying any of the optional parameters, such as a colon
and anything after it, causes the command to run without prompting for user input.

Thelocation iseither an | P address or a name that resolvesto an IP address viathe PIX Firewall naming
resolution mechanism (currently static mappings via the name and names commands). PIX Firewall
must know how to reach this location via its routing table information. This information is determined
by the ip address command, the route command, or also RIP, depending upon your configuration.

The pathname can include any directory names besides the actual last component of the path to the file
on the server. The pathname cannot contain spaces. If a directory name has spaces, set the directory in
the TFTP server instead of in the copy tftp flash command.
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If your TFTP server has been configured to point to a directory on the system from which you are
downloading the image, you need only use the IP address of the system and the image filename.

The TFTP server receives the command and determines the actual file location from its root directory
information. The server then downloads the TFTP image to the PIX Firewall.

You can download a TFTP server from the following website:
http://tftpd32.jounin. net

Images prior to Version 5.1 cannot be retrieved using this mechanism.

Examples copy capture
The following exampl e shows the prompts provided when you enter the copy capture command without
specifying the full path:
copy capture:abc tftp
Address or nane of renote host [209.165.200.228]?
Source file nane [usernane/cdisk]?
copyi ng capture to tftp://209.165.200. 228/ user nane/ cdi sk:
[yes|nolagain]? y
RRRRNRNNNN
Alternately, you can specify the full path as follows:
copy capture:abc tftp:209.165.200.228/tftpboot/abc. cap pcap
If the TFTP server is already configured, the location or file name can be left unspecified as follows:
tftp-server outside 209.165.200.228 tftp/cdisk
copy capture:abc tftp:/tftp/abc.cap
The following example shows how to use the defaults of the preconfigured TFTP server in the copy
capture command:
copy capture:abc tftp:pcap
copy http[s]
The following exampl e shows how to copy the PIX Firewall software image from apublic HTTP server
into the Flash memory of your PIX Firewall:
copy http://209.165.200. 228/ aut o/ cdi sk flash:inage
The following example show how to copy the PDM software image through HTTPS (HTTP over SSL),
where the SSL authentication is provided by the usernamer obi n and the password xyz:
copy https://robin:xyz@09. 165. 200. 228/ aut o/ pdm bi n fl ash: pdm
The following example show how to copy the PIX Firewall software image from an HTTPS server
running on a non-standard port, where the file is copied into the software image space in Flash memory
by default:
copy https://robin:zyx@09. 165. 200. 228: 8080/ aut o/ cdi sk fl ash
The following examples copy filesfrom 192.133.219.25, which is the | P address for www.cisco.com, to
the Flash memory of your PIX Firewall. To use these examples, replace the username and password
"cco- user nane: cco- passwor d" with your CCO username and password. Also note that the URL
contains a'?. To enter this while using the PIX Firewall CLI, it must be preceded by typing Ctrl-v.

Cisco PIX Firewall Command Reference
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To copy PIX Firewall software Version 6.2.2 into the Flash memory of your PIX Firewall from
Cisco.com, enter the following command:

copy http://cco-usernane: cco- password@92. 133. 219. 25/ cgi - bi n/ Sof t war e/ Tabl ebui I d/
downl oad. cgi / pi x622. bi n?&f i | ename=ci sco/ ci scosecur e/ pi x/ pi x622. bi n fl ash:i mage

To copy PDM Version 2.0.2 into the Flash memory of your PIX Firewall from Cisco.com, enter the
following command:

copy http://cco-usernane: cco- password@92. 133. 219. 25/ cgi - bi n/ Sof t war e/ Tabl ebui I d/
downl oad. cgi / pdm 202. bi n?&f i | ename=ci sco/ ci scosecur e/ pi x/ pdm 202. bi n fl ash: pdm

copy tftp

The following example causes the PIX Firewall to prompt you for the filename and | ocation before you
start the TFTP download:

copy tftp flash

Address or nane of renpte host [127.0.0.1]? 10.1.1.5
Source file nane [cdisk]? pix512.bin

copying tftp://10.1.1.5/pix512.bin to flash

[yes| no| agai n] ? yes

rrrrrrrrrrrrrrrrrrrrrnd

Recei ved 1695744 bytes.
Erasi ng current inmmge.

Witing 1597496 bytes of image.
EEEEERR RN EREEER R RS

| mage install ed.

The next example takes the information from the tftp-server command. In this case, the TFTP server is
in an intranet and resides on the outside interface. The example sets the filename and location from the
tftp-server command, saves memory, and then downloads the image to Flash memory.

pi xfirewal | (config)# tftp-server outside 10.1.1.5 pix512.bin
Warni ng: 'outside' interface has a | ow security level (0).

pixfirewal | (config)# wite nmenory

Bui I di ng configuration...

Crypt ochecksum 017c452b d54be501 8620ba48 490f 7e99
[X]

pi xfirewal | (config)# copy tftp: flash

copying tftp://10.1.1.5/pix512.bin to flash
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

The next example overrides the information in the tftp-server command to let you specify alternate
information about the filename and location. If you have not set the tftp-server command, you can also
use the copy tftp flash command to specify all information as shown in the second exampl e that follows.

copy tftp:/pix512.bin flash
copy tftp://10.0.0.1/pix512.bin flash

The next example maps an | P address to the TFTP host name with the name command and uses the
tftp-host name in the copy commands:
nane 10.1.1.6 tftp-host

copy tftp://tftp-host/pix512.bin flash
copy tftp://tftp-host/tftpboot/pix512.bin flash

Cisco PIX Firewall Command Reference
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crashinfo

crashinfo W

Configure crash information to write to Flash memory, with the option to force a crash of the firewall.
crashinfo test
crashinfo force [page-fault | watchdog]
crashinfo save [enable | disabl€]
no crashinfo save disable
show crashinfo [save]

clear crashinfo

Syntax Description

Defaults

Command Modes

Usage Guidelines

page-fault Forces a crash of the firewall with a page fault.

save disable Disables crash information from writing to Flash memory.

save enable Configures crash information to write to Flash memory. (Thisis the default
behavior.)

test Tests the firewall’s ability to save crash information to Flash memory. This
does not actually crash the firewall.

watchdog Forces a crash of the firewall as a result of watchdogging.

By default, the firewall saves the crash information file to Flash memory. In other words, by default the
crashinfo save command isin your configuration.

The crashinfo save commands are available in configuration mode.

The show crashinfo commands are available in privileged mode.

The crashinfo save enable command does not need to be entered to save crash information to the Flash
memory of your firewall; thisisthe default behavior of the firewall. However, if the firewall unit crashes
during start up, the crash information file is not saved, whether or not the crashinfo save enable
command isin your configuration.The firewall must be fully initialized and running first, and then it can
save crash information as it crashes.

The crashinfo save disable command turns off saving crash information to the Flash memory of the
firewall. After a crashinfo save disable command is written to your configuration, crash information is
dumped to your console screen only. Use the crashinfo save enable or no crashinfo save disable
command to re-enable saving the crash information to Flash memory.

The crashinfo test command provides a simulated crash information file, which it saves to Flash
memory. It does not crash the firewall. Use the crashinfo test command to test your crash information
file configuration without actually having to crash your firewall. However, if a previous crash
information file was in Flash memory, the test crash information file overwrites it automatically.

[ 78-14890-01
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A

crashinfo force [page-fault | watchdog]

Caution

Examples

Do not use the crashinfo for ce command in a production environment. The crashinfo for ce command truly
crashes the firewall and forcesit to reload.

The crashinfo for ce page-fault command crashes the firewall as aresult of a page fault, and the
crashinfo force watchdog command crashes the firewall as a result of watchdogging. In the crash
output, there is nothing that differentiates areal crash from a crash resulting from the crashinfo force
page-fault or crashinfo force watchdog command (because these arereal crashes). Thefirewall reloads
after the crash dump is complete. This command is available only in configuration mode.

If save to crash (crashinfo save enable) is enabled then the crash is first dumped to Flash memory and
then to the console. Otherwise, it is only dumped to console.

When the crashinfo force page-fault command isissued, awarning prompt similar to the following is
displayed:
pi xfirewal | (config)# crashinfo force page-fault

WARNI NG This command will force the PIX to crash and reboot.
Do you wi sh to proceed? [confirm:

If you enter a carriage return (by pressing the return or enter key on your keyboard), “y”, or “y” the
firewall crashes and reloads; all three of these are interpreted as confirmation. Any other character is
interpreted as ano, and the firewall returns to the command-line configuration mode prompt.

show crashinfo

The show crashinfo save command displays whether or not the firewall is currently configured to save
crash information to Flash memory.

The show crashinfo command displays the crash information file that is stored in the Flash memory of
thefirewall. If the crash information fileisfrom atest crash (from the cr ashinfo test command), the first
string of the crash information fileis“: Saved_Test_Crash” and thelast oneis“: End_Test_Crash”.
If the crash information file is from areal crash, the first string of the crash information fileis

“: saved_Crash” andthelast oneis*“: End_crash” (thisincludes crashes from use of the crashinfo
for ce page-fault or crashinfo force watchdog commands).

The clear crashinfo command deletes the crash information file from the Flash memory of the firewall.

The following example shows how to display the current crash information configuration:

pi xfirewal | (config)# show crashi nfo save
crashi nfo save enabl e

The following example shows the output for a crash information file test. (However, this test does not
actually crash the firewall. It provides a simulated example file.)

pi xfirewal | (config)# crashinfo test

pixfirewal | (config)# exit

pi xfirewal | # show crashi nfo
Saved_Test _Crash

Thread Nane: ci/console (O d pc 0x00la6ff5 ebp 0x00e88920)

Tr aceback:

0: 00323143
1: 0032321b
2: 0010885c
3: 0010763c

Cisco PIX Firewall Command Reference
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4: 001078db
5: 00103585
6: 00000000
vect or

edi

esi

ebp

esp

ebx

edx

ecx

eax

error code
eip

cs

ef | ags

CR2

Stack dunp: base: 0x00e8511c size: 16384,

0x00e89118
0x00e89114
0x00e89110-
0x00e89108-
0x00e890e8
0x00e890e4
0x00e890e0
0x00e890dc-
0x00e890c8
0x00e890c4-
0x00e890b8
0x00e890b4
0x00e890b0
0x00e890ac-
0x00e890a4
0x00e890a0
0x00e8909c-
0x00e89060
0x00e8905¢
0x00e89058
0x00e89054
0x00e89050
0x00e8904c
0x00e89048
0x00e89044
0x00e89040
0x00e8903c-
0x00e88e4c
0x00e88e48
0x00e88e44
0x00e88e40
0x00e88e3c-
0x00e88e34
0x00e88e30-
0x00e88df 8
0x00e88df 4
0x00e88df 0
0x00e88dec-
0x00e88dd8
0x00e88dd4
0x00e88dd0
0x00e88dcc
0x00e88dc8
0x00e88dc4
0x00e88dc0
0x00e88dbc

0x000000f f (user defined)

0x004f 20c4
0x00000000
0x00e88c20
0x00e88bd8
0x00000001
0x00000074
0x00322f 8b
0x00322f 8b
n/a

0x0010318c
0x00000008
0x00000000
0x00000000

0x004f 1bb4
0x001078b4
0x00e8910c:
0x00e890ec:
0x004f 1bb4
0x00103585
0x00e8910c
0x00e890cc:
0x00000000
0x00e890bc:
0x004f 1bb4
0x001078db
0x00e890e0
0x00e890a8:
0x001179b3
0x00e890b0
0x00e89064:
0x12345600
0x20232970
0x616d2d65
0x74002023
0x29676966
Ox6e6f 6328
0x31636573
0x7069636f
0x64786970
0x00e88e50:
0x000a7473
0x6574206f
0x666€6968
0x73617263
0x00e88e38:
0x12345600
0x00e88df c:
0x00316761
0x74706100
0x12345600
0x00e88ddc:
0x00000070
0x616d2d65
0x74756f 00
0x00000000
0x00e88e40
0x004f 20c4
0x12345600
0x00000000

0x00000000
0x12345678

0x12345678

0x12345678

0x12345678

0x12345678

0x00000000

0x00000000

0x00000000

0x00000000

active: 1476

crashinfo W
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0x00e88db8: 0x00000035
0x00e88db4: 0x315f 656¢
0x00e88db0: 0x62616e65
0x00e88dac: 0x0030fcfO
0x00e88da8: 0x3011111f
0x00e88da4: 0x004df 43c
0x00e88da0: 0x0053fef0
0x00e88d9c: 0x004f 1bb4
0x00e88d98: 0x12345600
0x00e88d94: 0x00000000
0x00e88d90: 0x00000035
0x00e88d8c: 0x315f656¢
0x00e88d88: 0x62616e65
0x00e88d84: 0x00000000
0x00e88d80: 0x004f 20c4
0x00e88d7c: 0x00000001
0x00e88d78: 0x01345678
0x00e88d74: 0x00f 53854
0x00e88d70: 0x00f 7f 754
0x00e88d6¢c: 0x00e88db0
0x00e88d68: 0x00e88d7b
0x00e88d64: 0x00f 53874
0x00e88d60: 0x00e89040
0x00e88d5c- 0x00e88d54: 0x12345678
0x00e88d50- 0x00e88d4c: 0x00000000
0x00e88d48: 0x004f 1bb4
0x00e88d44: 0x00e88d7c
0x00e88d40: 0x00e88e40
0x00e88d3c: 0x00f 53874
0x00e88d38: 0x004f 1bb4
0x00e88d34: 0x0010763c
0x00e88d30: 0x00e890b0
0x00e88d2c: 0x00e88db0
0x00e88d28: 0x00e88d88
0x00e88d24: 0x0010761a
0x00e88d20: 0x00e890b0
0x00e88d1lc: 0x00e88e40
0x00e88d18: 0x00f 53874
0x00e88d14: 0x0010166d
0x00e88d10: 0x0000000e
0x00e88d0c: 0x00f 53874
0x00e88d08: 0x00f 53854
0x00e88d04: 0x0048b301
0x00e88d00: 0x00e88d30
0x00e88cfc: 0x0000000e
0x00e88cf 8: 0x00f 53854
0x00e88cf4: 0x0048a401
0x00e88cf 0: 0x00f 53854
0x00e88cec: 0x00f 53874
0x00e88ce8: 0x0000000e
0x00e88ce4: 0x0048a64b
0x00e88ce0: 0x0000000e
0x00e88cdc: 0x00f 53874
0x00e88cd8: 0x00f 7f 96¢
0x00e88cd4: 0x0048b4f 8
0x00e88cd0: 0x00e88d00
0x00e88ccc: 0x0000000f
0x00e88cc8: 0x00f 7f 96¢
0x00e88cc4- 0x00e88cc0: 0x0000000e
0x00e88chbc: 0x00e89040
0x00e88ch8: 0x00000000
0x00e88ch4: 0x00f 5387e
0x00e88ch0: 0x00f 53874
0x00e88cac: 0x00000002
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0x00e88ca8: 0x00000001
0x00e88ca4: 0x00000009
0x00e88cal- 0x00e88c9c

0x00e88c98: 0x00e88ch0
0x00e88c94: 0x004f 20c4
0x00e88c90: 0x0000003a
0x00e88c8c: 0x00000000
0x00e88c88: 0x0000000a
0x00e88c84: 0x00489f 3a
0x00e88c80: 0x00e88d88
0x00e88c7c: 0x00e88e40
0x00e88c78: 0x00e88d7c
0x00e88c74: 0x001087ed
0x00e88c70: 0x00000001
0x00e88c6¢c: 0x00e88ch0
0x00e88c68: 0x00000002
0x00e88c64: 0x0010885c
0x00e88c60: 0x00e88d30
0x00e88c5c: 0x00727334
0x00e88c58: OxaOf fffff
0x00e88c54: 0x00e88ch0
0x00e88c50: 0x00000001
0x00e88c4c: 0x00e88ch0
0x00e88c48: 0x00000002
0x00e88c44: 0x0032321b
0x00e88c40: 0x00e88c60
0x00e88c3c: 0x00e88c7f
0x00e88c38: 0x00e88c5c
0x00e88c34: 0x004blad5
0x00e88c30: 0x00e88c60
0x00e88c2c: 0x00e88e40
0x00e88c28: OxaOf fffff
0x00e88c24: 0x00323143
0x00e88c20: 0x00e88c40
0x00e88clc: 0x00000000
0x00e88c18: 0x00000008
0x00e88c14: 0x0010318c
0x00e88c10- 0x00e88c0c

0x00e88c08: 0x00000074
0x00e88c04: 0x00000001
0x00e88c00: 0x00e88hd8
0x00e88bfc: 0x00e88c20
0x00e88bf 8: 0x00000000
0x00e88bf 4: 0x004f 20c4
0x00e88bf 0: 0x000000f f
0x00e88bec: 0x00322f 87
0x00e88be8: 0x00f 5387e
0x00e88be4d: 0x00323021
0x00e88be0: 0x00e88c10
0x00e88bdc: 0x004f 20c4
0x00e88bd8: 0x00000000
0x00e88bd4: 0x004eabb0
0x00e88bd0: 0x00000001
0x00e88bcc: 0x00f 5387e
0x00e88bc8- 0x00e88hc4:
0x00e88bc0: 0x00000008
0x00e88bbc: 0x0010318c
0x00e88bb8- 0x00e88bb4:
0x00e88bb0: 0x00000074
0x00e88bac: 0x00000001
0x00e88ba8: 0x00e88bd8
0x00e88ba4: 0x00e88c20
0x00e88ba0: 0x00000000
0x00e88b9c: 0x004f 20c4

0x00000001

0x00322f 8b

0x00000000

0x00322f 8b

crashinfo W
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0x00e88b98: 0x000000f f
0x00e88b94: 0x001031f2
0x00e88b90: 0x00e88c20
0x00e88b8c: Oxffffffff
0x00e88b88: 0x00e88ch0
0x00e88b84: 0x00320032
0x00e88b80: 0x37303133
0x00e88b7c: 0x312f6574
0x00e88b78: 0x6972772f
0x00e88b74: 0x342f 7665
0x00e88b70: 0x64736666
0x00e88b6c: 0x00020000
0x00e88b68: 0x00000010
0x00e88b64: 0x00000001
0x00e88b60: 0x123456c¢cd
0x00e88b5c: 0x00000000
0x00e88b58: 0x00000008

Cisco PIX Firewall Version 6.3
Cisco PI X Device Manager Version 2.1

Conpi | ed on Fri 15-Nov-02 14:35 by root
pi xfirewal | up 10 days O hours

Har dwar e: Pl X-515, 64 MB RAM CPU Pentium 200 MHz
Fl ash i 28F640J5 @ 0x300, 16MB
Bl OS Fl ash AT29C257 @ Oxfffd8000, 32KB

0: ethernet0: address is 0003.e300.73fd, irq 10
1: ethernetl: address is 0003.e300.73fe, irq 7
2: ethernet2: address is 00dO.b7c8.139e, irq 9
Li censed Features

Fai | over: Di sabl ed
VPN- DES: Enabl ed
VPN- 3DES- AES: Di sabl ed

Maxi mum | nterfaces: 3
Cut -t hrough Proxy: Enabl ed

Guar ds: Enabl ed
URL-filtering: Enabl ed
I nsi de Hosts: Unlimited
Thr oughput : Unlimted
| KE peers: Unlimted

This PI X has a Restricted (R) |icense

Serial Nunmber: 480430455 (0x1lca2c977)

Runni ng Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f 6734
Configuration |ast nodified by enable_15 at 13:49:42.148 UTC Wed Nov 20 2002
------------------ show clock --------mmmommnnnn

15:34: 28. 129 UTC Sun Nov 24 2002

------------------ show menmory ------------------

Free menory: 50444824 bytes
Used nenory: 16664040 bytes
Total menory: 67108864 bytes

------------------ show conn count ------------------

0 in use, 0 nost used
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---------- show xl ate count ------------------

0 in use, 0 nost used

---------- show bl ocks --------mmommnn-

S| ZE MAX LOW CNT
4 1600 1600 1600
80 400 400 400
256 500 499 500
1550 1188 795 927
------------------ show interface ------------------
interface ethernetO "outside" is up, line protocol is up

Hardware is i82559 ethernet, address is 0003.e300.73fd
| P address 172.23.59. 232, subnet mask 255.255.0.0
MIU 1500 bytes, BW 10000 Kbit hal f dupl ex

6139 packets input, 830375 bytes, 0 no buffer

Recei ved 5990 broadcasts, O runts, 0 giants

O input errors, 0 CRC, O frame, O overrun, O ignored, 0 abort

90 packets output, 6160 bytes, O underruns

0 output errors, 13 collisions, O interface resets

0 babbles, 0 late collisions, 47 deferred

O lost carrier, O no carrier

i nput queue (curr/max bl ocks): hardware (5/128) software (0/2)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)

interface ethernetl "inside" is up, line protocol is down
Hardware is i82559 ethernet, address is 0003.e300.73fe
| P address 10.1.1.1, subnet mask 255.255.255.0
MIU 1500 bytes, BW 10000 Kbit hal f dupl ex

0 packets input, O bytes, 0 no buffer

Recei ved 0O broadcasts, O runts, O giants

O input errors, 0 CRC, O frame, O overrun, O ignored, 0 abort

1 packets output, 60 bytes, 0 underruns

0 output errors, O collisions, O interface resets

0 babbles, 0 late collisions, O deferred

1 lost carrier, 0 no carrier

i nput queue (curr/max bl ocks): hardware (128/128) software (0/0)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)

interface ethernet2 "intf2" is admnistratively down, line protocol is down
Hardware is i82559 ethernet, address is 00d0.b7c8.139e
| P address 127.0.0.1, subnet mask 255.255. 255. 255
MIU 1500 bytes, BW 10000 Kbit hal f duplex

0 packets input, O bytes, 0 no buffer

Recei ved 0 broadcasts, O runts, O giants

0 input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort

0 packets output, 0 bytes, 0 underruns

0 output errors, O collisions, O interface resets

0 babbles, 0 late collisions, 0 deferred

O lost carrier, O no carrier

i nput queue (curr/max bl ocks): hardware (128/128) software (0/0)
out put queue (curr/max bl ocks): hardware (0/0) software (0/0)

----------- show cpu usage ------------------

CPU utilization for 5 seconds = 0% 1 mnute: 0% 5 mnutes: 0%

PC

----------- show process ------------------

SP STATE Runti me SBASE St ack Process

Hsi 001e3329 00763e7c 0053e5c8 0 00762ef4 3784/4096 arp_tiner

crashinfo W
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Lsi
Lwe
Lwe
Hwe
Hwe
Lsi
Ls

001e80e9
00117e3a
003cee95
003d2d18
003d2c91
002ec97d
002ec88b
002e3al17
00423dd5
002d59f ¢
0020e301
002d377c
0020bd07
00205e25
003864e3
00255a65
002e450e
002e471e
001e5368
001e5368
001e5368
001la6ff5
002dd8ab
002cb4d1l
003d17d1
003e71d4
001db3ca
001db37f
001db435
001e5398
00ldcdad
001e5398
001e5398
001e5398
001e5398
00ldcdad
001e5398
001e5398
001e5398
001e5398
001le542d
001e5398
001e5398
001e5398
003d1a65
0035caf a

00807074
009dc2e4
009de464
009e155¢c
009e360c
00bla464
00b1b504
00c8f 8d4
00d3a22c
00d3b2bc
00d5957¢
00d7292c
00d9cl2c
00d9elec
00db26bc
00dc9244
00e7bb94
00e7cc44
00e7ed44
00e80e14
00e82ee4
0009f f 2¢
00e8al24
00f 2bf bec
00f 2e0bc
00f 2f 20c
00f 30f c4
00f 32084
00f 33124
00f 441dc
00f 4523c¢c
00f 4633c
00f 47404
00f 4849c¢c
00f 495bc
00f 4a61c
00f 4b71c
00f 4c7e4
00f 4d87c¢c
00f 4e99c
00f 4f abc
00f 50af ¢
00f 51bc4
00f 52c5¢
00f 78284
00f 7a63c

0053e5c8
00541d18
00537718
005379c8
005379c8
0053e5c8
0053e5c8
0053e600
0053e5c8
0053e5c8
0053e5c8
0053e5c8
0050bb90
0053e5c8
00557920
0053e5c8
00552c30
00553368
00730674
007305d4
00730534
0053e5hb0
0053e5c8
0051e360
00828cf 0
00537d20
0053e5c8
0053ea40
0053e5c8
008121e0
00872b48
008121bc
00812198
00812174
00812150
008ea850
0081212c
00812108
008120e4
008120c0
00730534
0081209c
00812078
00812054
008140f 8
0053e5c8

show fail over

No Iicense for Failover

out si de

show traffic

[eNeNeNeoNeoNeoNeNoNeoNoNoNoNoNoNoNoNoNoNoNol

2470
4820

o

O oOooo

508286220
0

0

120

10

o

[eNeNeNeNoNeNeNoNeoNeoNoNeNol

received (in 865565.090 secs):
6139 packets

008060f ¢
009db46¢c
009dc51c
009df 5e4
009e1694
00b194dc
00bla58c
00c8d93c
00d392a4
00d3a354
00d55614
00d719a4
00d9blc4
00d9c274
00db0764
00dc8adc
00e7adlc
00e7bdcc
00e7ce9c
00e7ef 6¢C
00e8103c
00e8511c
00e891cc
00f 2al134
00f 2cle4
00f 2e294
00f 3004c
00f 310f ¢
00f 321ac
00f 43294
00f 44344
00f 453f 4
00f 464cc
00f 475a4
00f 48674
00f 49724
00f 4a7d4
00f 4b8ac
00f 4c984
00f 4da54
00f 4eb04
00f 4f bb4
00f 50c8c
00f 51d64
00f 77f dc
00f 786¢4

830375 bytes

0 pkts/sec 0 bytes/sec
transmtted (in 865565.090 secs):

90 packets 6160 bytes

0 pkts/sec 0 bytes/sec

i nsi de:

recei ved (in 865565.090 secs):
0 packets
0 pkts/sec

0 bytes

0 bytes/sec

3792/ 4096
3704/ 4096
8008/ 8192
8008/ 8192
8008/ 8192
3928/ 4096
3888/ 4096
7908/ 8192
3900/ 4096
3780/ 4096

3928/ 4096
3944/ 4096
7860/ 8192
6904/ 8192
1436/ 2048
3704/ 4096
3704/ 4096
7228/ 8192
7228/ 8192
4892/ 8192

FragDBGC
dbgtrace
Logger
tcp_fast
tcp_sl ow

xl ate cl ean
uxl ate cl ean

tcp_intercept_tines

rout e_process

Pl X Garbage Col | ecr
16048/ 16384 i saknp_ti nme_keepr

perf mon
| PSec

| Psec timer handl er

gos_netri c_daenon
| P Backgr ound

pi x/trace
pi x/ tconsol e
pix/intf0
pix/intfl
pi x/intf2

12860/ 16384 ci/ consol e

3396/ 4096
7692/ 8192
7896/ 8192
3960/ 4096
3784/ 4096
3688/ 4096
3700/ 4096
3912/ 4096
3528/ 4096
3532/ 4096
3896/ 4096
3456/ 4096
3912/ 4096
3832/ 4096
3912/ 4096
3896/ 4096
3832/ 4096
3912/ 4096
3944/ 4096
3912/ 4096
3896/ 4096
3832/ 4096
300/ 1024
7640/ 8192

updat e_cpu_usage

uauth_in
uaut h_t hr ead
udp_ti nmer
557ncfi x
557pol

557ti mer
fover_i pO
ip/0:0

i cnp0

udp_t hread/ 0
tcp_thread/0
fover _ipl
ip/1l:1

i cnpl
udp_thread/ 1
tcp_thread/ 1
fover _i p2
ip/l2:2

i cnmp2

udp_t hread/ 2
tcp_thread/ 2
listen/httpl
Crypto CA
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transmitted (in 865565.090 secs):

1 packets 60 bytes
0 pkts/sec 0 bytes/sec
intf2:
recei ved (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 865565.090 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
------------------ show perfnon -----------mnnoo--
PERFMON STATS: Current Aver age
Xl at es 0/s 0/s
Connecti ons 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fi xup 0/s 0/s
TCPI nt er cept 0/s 0/s
HTTP Fi xup 0/s 0/s
FTP Fi xup 0/s 0/s
AAA Aut hen 0/s 0/s
AAA Aut hor 0/s 0/s
AAA Account 0/s 0/s

End_Test _Crash

Related Commands  failover Enable or disablethe PIX Firewall failover feature on astandby PIX Firewall.

crypto dynamic-map
Create, view, or delete a dynamic crypto map entry.
[no] crypto dynamic-map dynamic-map-name dynamic-seg-num match address acl_name
[no] crypto dynamic-map dynamic-map-name dynamic-seq-num set peer hostname | ip_address
[no] crypto dynamic-map dynamic-map-name dynamic-seg-num set pfs[groupl | group?2]

[no] cryptodynamic-map dynamic-map-name dynamic-seq-numset security-association lifetime
seconds seconds | kilobytes kilobytes

[no] crypto dynamic-map dynamic-map-name dynamic-seg-num set transfor m-set
transform-set-namel [ ... transform-set-name9]

clear [crypto] dynamic-map [dynamic-map-name] [dynamic-seg-num]

show crypto dynamic-map [tag dynamic-map-name]

Cisco PIX Firewall Command Reference
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Syntax Description

Note

Command Modes

Usage Guidelines

dynamic-map-name  Specify the name of the dynamic crypto map set.

dynamic-seg-num Specify the sequence number that corresponds to the dynamic crypto map
entry.

subcommand Various subcommands (match address, set transform-set, and so on).

tag map-name (Optional) Show the crypto dynamic map set with the specified map-name.

The crypto dynamic-map subcommands, such as match address, set peer, and set pfs are described
with the crypto map command. If the peer initiates the negotiation and the local configuration specifies
perfect forward secrecy (PFS), the peer must perform a PFS exchange or the negotiation will fail. If the
local configuration does not specify a group, a default of groupl will be assumed, and an offer of either
groupl or group?2 will be accepted. If the local configuration specifies group2, that group must be part
of the peer’s offer or the negotiation will fail. If the local configuration does not specify PFS, it will
accept any offer of PFS from the peer.

Configuration mode.

The sections that follow describe each crypto dynamic-map command.

crypto dynamic-map

The crypto dynamic-map command lets you create a dynamic crypto map entry. The no crypto
dynamic-map command deletes a dynamic crypto map set or entry. The clear [crypto] dynamic-map
removes all of the dynamic crypto map command statements. Specifying the name of a given crypto
dynamic map removes the associated crypto dynamic map command statement(s). You can also specify
the dynamic crypto map’s sequence number to remove all of the associated dynamic crypto map
command statements. The show crypto dynamic-map command lets you view a dynamic crypto map
set.

Dynamic crypto maps are policy templates used when processing negotiation requests for new security
associationsfrom aremote | PSec peer, even if you do not know all of the crypto map parametersrequired
to communicate with the peer (such asthe peer’s |P address). For example, if you do not know about all
the remote | PSec peersin your network, a dynamic crypto map lets you accept requests for new security
associations from previously unknown peers. (However, these requests are not processed until the IKE
authentication has completed successfully.)

When aPIX Firewall receives a negotiation request via | KE from another peer, the request is examined
to seeif it matches a crypto map entry. If the negotiation does not match any explicit crypto map entry,
it will be rejected unless the crypto map set includes a reference to a dynamic crypto map.

The dynamic crypto map accepts “wildcard” parameters for any parameters not explicitly stated in the
dynamic crypto map entry. This lets you set up 1PSec security associations with a previously unknown
peer. (The peer still must specify matching values for the “wildcard” |PSec security association
negotiation parameters.)

If the PIX Firewall accepts the peer’s request, at the point that it installs the new 1PSec security
associations it also installs atemporary crypto map entry. This entry is filled in with the results of the
negotiation. At this point, the PIX Firewall performs normal processing, using this temporary crypto

Cisco PIX Firewall Command Reference
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map entry as a normal entry, even requesting new security associationsif the current ones are expiring
(based upon the policy specified in the temporary crypto map entry). Once the flow expires (that is, all
of the corresponding security associations expire), the temporary crypto map entry is removed.

The crypto dynamic-map command statements are used for determining whether or not traffic should
be protected. The only parameter required in a crypto dynamic-map command statement is the set
transform-set. All other parameters are optional.

The following example configures an |PSec crypto map set:

Crypto map entry mymap 30 references the dynamic crypto map set mydynamicmap, which can be
used to process inbound security association negotiation requests that do not match mymap entries 10
or 20. In this case, if the peer specifies a transform set that matches one of the transform sets specified
in mydynamicmap, for aflow “permitted” by the access list 103, |PSec will accept the request and set
up security associations with the remote peer without previously knowing about the peer. If accepted,
the resulting security associations (and temporary crypto map entry) are established according to the
settings specified by the remote peer.

The access list associated with mydynamicmap 10 is also used as a filter. Inbound packets that match
apermit statement in this list are dropped for not being I PSec protected. (The same is true for access
lists associated with static crypto maps entries.) Outbound packets that match a permit statement without
an existing corresponding |PSec security association are also dropped in the following example.

crypto map nymap 10 ipsec-isaknp

crypto map nymap 10 match address 101

crypto map nymap 10 set transformset ny_t_setl

crypto map nymap 10 set peer 10.0.0.1 10.0.0.2

crypto map nymap 20 ipsec-isaknp

crypto map nmymap 20 match address 102

crypto map nmymap 20 set transformset nmy_t_setl ny_t_set2
crypto map nymap 20 set peer 10.0.0.3

crypto dynam c-nmap nmydynam cnap 10 natch address 103

crypto dynam c-map nmydynami cmap 10 set transformset my_t_setl ny_t_set2 nmy_t_set3
crypto map nmymap 30 ipsec-isaknp dynam ¢ nydynam cnap

The following is sample output from the how crypto dynamic-map command:

show crypto dynani c- map
Crypto Map Tenplate "dynl" 10

access-list 152 permt ip host 172.21.114.67 any

Current peer: 0.0.0.0

Security association lifetinme: 4608000 kil obytes/ 120 seconds
PFS (Y/N: N

Transform sets={ tauth, t1, }

The following partial configuration was in effect when the preceding show crypto dynamic-map
command was issued:

crypto ipsec security-association lifetime seconds 120
crypto ipsec transformset t1 esp-des esp-nd5-hmac
crypto ipsec transformset tauth ah-sha-hmac

crypto dynanmi c-map dynl 10 set transformset tauth tl
crypto dynam c-map dynl 10 match address 152

crypto map to-firewall I|ocal-address EthernetO

crypto map to-firewall 10 ipsec-isaknp

crypto map to-firewall 10 set peer 172.21.114.123

[ 78-14890-01
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crypto map to-firewall 10 set transformset tauth t1l

crypto map to-firewall 10 match address 150

crypto map to-firewall 20 ipsec-isaknp dynam c dynl

access-list 150 permit ip host 172.21.114.67 host 172.21.114.123
access-list 150 permt ip host 15.15.15.1 host 172.21.114.123
access-list 150 permt ip host 15.15.15.1 host 8.8.8.1
access-list 152 permt ip host 172.21.114.67 any

The following example shows output from the show crypto map command for a crypto map named
“mymap”:

pi xfirewal | (config)# show crypto map
Crypto Map: "nmymap" interfaces: { outside }

Crypto Map "nymap" 1 ipsec-isaknp

Peer = 209.165. 200. 241

access-list no-nat; 1 elenents

access-list no-nat pernit ip 209.165.201.16 255.255.255.0 1.1.1.0 255.255.255.0
(hi tcnt =0)

Current peer: 209.165.200. 241

Security association lifetine: 4608000 kil obytes/ 28800 seconds

PFS (YIN: Y

DH group: group5

Transform sets={ nycrypt, }

crypto dynamic-map match address

See the crypto map match address command within the crypto map command for information about
this command.

crypto dynamic-map set peer

See the crypto map set peer command within the crypto map command for information about this
command.

crypto dynamic-map set pfs

See the crypto map set pfs command within the crypto map command for information about this
command.

crypto dynamic-map set security-association lifetime

See the crypto map set security-association lifetime command within the crypto map command for
information about this command.

crypto dynamic-map set transform-set

See the crypto map set transfor m-set command within the crypto map command for information
about this command.

The crypto map set transform-set command is required for dynamic crypto map entries.

crypto ipsec

W)

Create, view, or delete IPSec security associations, security association global lifetime values, and
global transform sets.

Cisco PIX Firewall Command Reference
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[no] crypto ipsec security-association lifetime seconds seconds | kilobytes kil obytes

crypto ipsec transform-set transform-set-name transforml [transform?2 [transform3]]

crypto ipsec transform-set transform-set-name mode transport

[no] crypto ipsec transform-set trans-name [ah-md5-hmac | ah-sha-hmac] [esp-aes
|esp-aes-192 | esp-aes-256| esp-des | esp-3des| esp-null] [esp-md5-hmac | esp-sha-hmac]

clear [crypto] ipsec sa

clear [crypto] ipsec sa counters

clear [crypto] ipsec sa entry destination-address protocol spi

clear [crypto] ipsec sa map map-name

clear [crypto] ipsec sa peer

show crypto ipsec security-association lifetime

show crypto ipsec transfor m-set [tag transform-set-name]

show crypto ipsec sa [map map-name | address | identity] [detail]

Syntax Description

address (Optional) Show all of the existing security associations, sorted by the
destination address (either the local address or the address of the remote | PSec
peer) and then by protocol (AH or ESP).

esp-aes Selecting this option means that |PSec messages protected by this transform
are encrypted using AES with a 128-bit key.

esp-aes-192 Selecting this option means that 1PSec messages protected by this transform
are encrypted using AES with a 192-bit key.

esp-aes-256 Selecting this option means that |PSec messages protected by this transform

are encrypted using AES with a 256-bit key.

destination-address

Specify the IP address of your peer or the remote peer.

detail

(Optional) Show detailed error counters.

identity

(Optional) Show only the flow information. It does not show the security
association information.

kilobytes kilobytes

Specify the volume of traffic (in kilobytes) that can pass between |PSec peers
using agiven security association beforethat security association expires. The
default is 4,608,000 kilobytes (10 megabytes per second for one hour).

map map-name

The name of the crypto map set.

mode transport Specifiesthetransform set to accept transport mode requestsin addition to the
tunnel mode request.

protocol Specify either the AH or ESP protocol.

seconds seconds Specify the number of seconds a security association will live before it
expires. The default is 28,800 seconds (eight hours).

seq-num The number you assign to the crypto map entry.

[ 78-14890-01
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spi Specify the Security Parameter Index (SPI), anumber that is used to uniquely
identify a security association. The SPI is an arbitrary number you assign in
the range of 256 to 4,294,967,295 (a hexidecimal value of FFFF FFFF).

Command Modes

Usage Guidelines

tag (Optional) Show only the transform sets with the specified
transform-set-name  transform-set-name.

transforml Specify up to three transforms. Transforms define the | PSec security
transform2 protocol(s) and algorithm(s). Each transform represents an 1PSec security
transform3 protocol (ESP, AH, or both) plus the algorithm you want to use.

transform-set-name  Specify the name of the transform set to create or modify.

Configuration mode.

The sections that follow describe each crypto ipsec command. To run the Known Answer Test (KAT),
refer to the show crypto engine verify command.

crypto ipsec security-association lifetime

The cryptoipsec security-association lifetime command is used to change global lifetime values used
when negotiating |PSec security associations. To reset alifetime to the default value, use the no crypto
ipsec security-association lifetime command. The show crypto ipsec security-association lifetime
command lets you view the security-association lifetime value configured for a particular crypto map
entry.

IPSec security associations use shared secret keys. These keys and their security associations time out
together.

Assuming that the particular crypto map entry does not have lifetime values configured, when the

PIX Firewall requests new security associations during security association negotiation, it will specify
itsglobal lifetime value in the request to the peer; it will use thisvalue asthe lifetime of the new security
associations. When the PIX Firewall receives a negotiation request from the peer, it will use the smaller
of the lifetime value proposed by the peer or the locally configured lifetime value as the lifetime of the
new security associations.

There are two lifetimes: a“timed” lifetime and a “traffic-volume” lifetime. The security association
expires after the first of these lifetimes is reached.

If you change a global lifetime, the change is only applied when the crypto map entry does not have a

lifetime val ue specified. The change will not be applied to existing security associations, but will be used
in subsequent negotiations to establish new security associations. If you want the new settings to take

effect sooner, you can clear all or part of the security association database by using the clear [crypto]

ipsec sa command. See the clear [crypto] ipsec sa command for more information.

To change the global timed lifetime, use the crypto ipsec security-association lifetime seconds
command. The timed lifetime causes the security association to time out after the specified number of
seconds have passed.

To change the global traffic-volume lifetime, use the crypto ipsec security-association lifetime
kilobytes command. The traffic-volume lifetime causes the security association to time out after the
specified amount of traffic (in kilobytes) has been protected by the security associations' key.

Cisco PIX Firewall Command Reference
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Shorter lifetimes can make it harder to mount a successful key recovery attack, because the attacker has
less data encrypted under the same key to work with. However, shorter lifetimes require more CPU
processing time for establishing new security associations. The lifetime values are ignored for manually
established security associations (security associations installed using an ipsec-manual crypto map
command entry).

The security association (and corresponding keys) will expire according to whichever occurs sooner,
either after the number of seconds has passed (specified by the seconds keyword) or after the amount of
traffic in kilobytes has passed (specified by the kilobytes keyword).

A new security association is negotiated before the lifetime threshold of the existing security association
is reached, to ensure that a new security association is ready for use when the old one expires. The hew
security association is negotiated either 30 seconds before the seconds lifetime expires or when the
volume of traffic through the tunnel reaches 256 kilobytes less than the kilobytes lifetime (whichever
occurs first).

If no traffic has passed through the tunnel during the entirelife of the security association, anew security
association is not negotiated when the lifetime expires. Instead, a new security association will be
negotiated only when | PSec sees another packet that should be protected.

clear [crypto] ipsec sa

Usetheclear [crypto] ipsec sa command to delete | PSec security associations. The keyword cryptois
optional. If the security associations were established via IKE, they are deleted and future | PSec traffic
will require new security associations to be negotiated. When IKE is used, the IPSec security
associations are established only when needed.

If the security associations are manually established, the security associations are del eted.

If the peer, map, entry, or counter s keywords are not used, all IPSec security associations will be
deleted. This command clears (del etes) | PSec security associations.

If the security associations were established via IKE, they are deleted and future 1PSec traffic will
require new security associations to be negotiated. (When IKE is used, the |PSec security associations
are established only when needed.)

If the security associations are manually established, the security associations are del eted and
reinstalled. (When IKE is not used, the |PSec security associations are created as soon as the
configuration is completed.)

If the peer, map, entry, or counters keywords are not used, all IPSec security associations will be
deleted.

The peer keyword deletes any 1PSec security associations for the specified peer.
The map keyword deletes any | PSec security associations for the named crypto map set.
The entry keyword deletes the |PSec security association with the specified address, protocol, and SPI.

If any of the previous commands cause a particular security association to be deleted, all the “sibling”
security associations—that were established during the same IKE negotiation—are deleted as well.

The counter skeyword simply clearsthe traffic counters maintained for each security association; it does
not clear the security associations themselves.

If you make configuration changes that affect security associations, these changes will not apply to
existing security associations but to negotiations for subsequent security associations. You can use the
clear [crypto] ipsec sa command to restart all security associations so they will use the most current
configuration settings. In the case of manually established security associations, if you make changes
that affect security associations you must use the clear [crypto] ipsec sa command before the changes
take effect.

[ 78-14890-01
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Note

If you make significant changes to an IPSec configuration, such as to access lists or peers, the clear
[crypto] ipsec sa command does not enabl e the new configuration. In such a case, rebind the crypto map
to the interface with the crypto map inter face command.

If the PIX Firewall is processing active | PSec traffic, we recommend that you only clear the portion of
the security association database that is affected by the changes to avoid causing active |PSec traffic to
temporarily fail.

The clear [crypto] ipsec sa command only clears IPSec security associations; to clear IKE security
associations, use the clear [crypto] isakmp sa command.

The following example clears (and reinitializes if appropriate) all |PSec security associations at the
PIX Firewall:

clear crypto ipsec sa

The following example clears (and reinitializes if appropriate) the inbound and outbound 1PSec security
associations established along with the security association established for address 10.0.0.1 using the
AH protocol with the SPI of 256:

clear crypto ipsec sa entry 10.0.0.1 AH 256

show crypto ipsec sa

The show crypto ipsec sa command lets you view the settings used by current security associations. If
no keyword is used, all security associations are displayed. They are sorted first by interface, and then
by traffic flow (for example, source/destination address, mask, protocol, port). Within a flow, the
security associations are listed by protocol (ESP/AH) and direction (inbound/outbound).

While entering the show crypto ipsec sa command, if the screen display is stopped with the More
prompt and the security association lifetime expires while the screen display is stopped, then the
subsequent display information may refer to a stale security association. Assume that the security
association lifetime values that display are invalid.

Output from the show crypto ipsec sa command lists the PCP protocol. Thisis a compression protocol
supplied with the Cisco 10S software code on which the PIX Firewall IPSec implementation is based;
however, the PIX Firewall does not support the PCP protocol.

crypto ipsec transform-set transform-set-name mode transport

This command specifies |PSec transport mode for a transform set. The Windows 2000 L2TP/IPSec
client uses | PSec transport mode, so transport mode must be selected on the transform set. The default
istunnel mode. For PIX Firewall Version 6.0 and higher, L2TPisthe only protocol that can use the |PSec
transport mode. All other types of packets using IPSec transport mode will be discarded by the

PIX Firewall. Use the no form of the command to reset the mode to the default value of tunnel mode.

A transport mode transform can only be used on a dynamic crypto map, and the PIX Firewall
CLI will display an error if you attempt to tie a transport-mode transform to a static crypto map.

Tunnel mode is automatically enabled for atransform set, so no mode needs to be explicitly configured
when tunnel mode is desired.

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter4

C Commands

Note

cryptoipsec M

The firewall uses tunnel mode except when it is talking to a Windows 2000 L 2TP/IPSec client, with
which it uses transport mode. Use the crypto ipsec transfor m-set trans_name mode transport
command to configure the firewall to negotiate with a Windows 2000 L2TP/IPSec client. To reset the
mode to the default value of tunnel mode, use the no crypto ipsec transform-set trans_name mode
transport command.

The crypto ipsec transform-set command defines atransform set. To delete a transform set, use the no
cryptoipsectransfor m-set command. To view the configured transform sets, use the show cryptoipsec
transfor m-set command.

A transform set specifies one or two 1PSec security protocols (either ESP or AH or both) and specifies
which algorithms to use with the selected security protocol. During the |PSec security association
negotiation, the peers agree to use a particular transform set when protecting a particular data flow.

I PSec messages can be protected by atransform set using AES with a128-bit key, 192-hit key, or 256-hit
key.
The following example uses the AES 192-bit key transform:

pi xfirewal | (config)# crypto ipsec transformset standard esp-aes-192 esp-nd5- hnac

AES support is available on firewalls licensed for VPN-3DES only.

Due to the large key sizes provided by AES, ISAKMP negotiation should use Diffie-Hellman group 5
instead of group 1 or group 2. Thisis done with the isakmp policy priority group 5 command.

You can configure multiple transform sets, and then specify one or more of these transform setsin a
crypto map entry. The transform set defined in the crypto map entry is used in the IPSec security
association negotiation to protect the data flows specified by that crypto map entry’s access list. During
the negotiation, the peers search for atransform set that isthe same at both peers. When such atransform
set isfound, it is selected and is applied to the protected traffic as part of both peer’'s |PSec security
associations.

When security associations are established manually, asingle transform set must be used. The transform
set is not negotiated.

Before atransform set can be included in a crypto map entry, it must be defined using the crypto ipsec
transfor m-set command.

To define a transform set, you specify one to three “transforms’—each transform represents an |PSec
security protocol (ESP or AH) plus the algorithm you want to use. When the particular transform set is
used during negotiations for |PSec security associations, the entire transform set (the combination of
protocols, algorithms, and other settings) must match a transform set at the remote peer.

In atransform set you can specify the AH protocol or the ESP protocol. If you specify an ESP protocol
in atransform set, you can specify just an ESP encryption transform or both an ESP encryption transform
and an ESP authentication transform.

Examples of acceptable transform combinations are as follows:
- ah-md5-hmac
e esp-des
» esp-des and esp-md5-hmac
» ah-sha-hmac and esp-des and esp-sha-hmac

If one or more transforms are specified in the crypto ipsec transfor m-set command for an existing
transform set, the specified transforms will replace the existing transforms for that transform set.

[ 78-14890-01
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If you change a transform set definition, the change is only applied to crypto map entries that reference
the transform set. The change will not be applied to existing security associations, but will be used in
subsequent negotiationsto establish new security associations. If you want the new settingsto take effect
sooner, you can clear all or part of the security association database by using the clear [crypto] ipsec sa
command.

For more information about transform sets, refer to the Cisco PIX Firewall and VPN Configuration
Guide.

show crypto ipsec commands

The show crypto ipsec security-association lifetime command displays the security-association
lifetime value configured for a particular crypto map entry.

The show crypto ipsec transform-set [tag transform-set-name] command displays the configured
transform sets.

The show crypto ipsec sa [map map-name | address | identity] [detail] command displays the settings
used by current security associations.

The following example shortens the IPSec SA lifetimes. The time-out lifetime is shortened to 2700
seconds (45 minutes), and the traffic-volume lifetimeis shortened to 2,304,000 kil obytes (10 megabytes
per second for one half hour).

crypto ipsec security-association lifetime seconds 2700

crypto ipsec security-association lifetinme kil obytes 2304000

The following is sample output from the show crypto ipsec security-association lifetime command:
show crypto ipsec security-association lifetinme

Security-association lifetinme: 4608000 kil obytes/ 120 seconds

The following configuration was in effect when the preceding show crypto ipsec security-association
lifetime command was issued:

crypto ipsec security-association lifetime seconds 120

This example defines one transform set (named “standard”), which is used with an 1PSec peer that

supports the ESP protocol. Both an ESP encryption transform and an ESP authentication transform are
specified in this example.

crypto ipsec transformset standard esp-des esp-nd5- hmac

The following is sample output for the show crypto ipsec transform-set command:

show crypto ipsec transformset

Transform set conbi ned-des-sha: { esp-des esp-sha-hnmac }
will negotiate = { Tunnel, 1},

Transform set conbi ned-des-nmd5: { esp-des esp-nd5-hmac }
will negotiate = { Tunnel, 1},

Transformset t1l: { esp-des esp-nmd5-hmac }
will negotiate = { Tunnel, 1},

Transform set t100: { ah-sha-hmac }
will negotiate = { Tunnel, 1},

Transformset t2: { ah-sha-hmac }
will negotiate = { Tunnel, 1},
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{ esp-des }
will negotiate = { Tunnel, 1},

The following configuration was in effect when the preceding show crypto ipsec transfor m-set
command was issued:

crypto ipsec transform set conbi ned-des-sha esp-des esp-sha-hnac
crypto i psec transform set conbi ned-des-nd5 esp-des esp-nd5- hmac
crypto ipsec transformset t1 esp-des esp-nd5- hmac

crypto ipsec transformset t100 ah-sha- hmac

crypto ipsec transformset t2 ah-sha-hmac esp-des

The following is sample output from the show crypto ipsec sa command:

show crypto ipsec sa

interface: outside
Crypto map tag: firewall-robin, local addr. 172.21.114.123

Il ocal ident (addr/mask/prot/port): (172.21.114.123/255.255.255.255/0/0)
renote ident (addr/mask/prot/port): (172.21.114.67/255.255.255.255/0/0)
current _peer: 172.21.114.67
PERM T, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10
#send errors 10, #recv errors O

local crypto endpt.: 172.21.114.123, renmpte crypto endpt.: 172.21.114.67/500
path ntu 1500, nedia ntu 1500
current outbound spi: 20890A6F

i nbound esp sas:
spi: 0x257A1039(628756537)

transform esp-des esp-nd5- hnac ,
in use settings ={Tunnel UDP-Encaps, }
slot: 0O, conn id: 26, crypto map: firewall-robin
sa timng: remuining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y

i nbound ah sas:

out bound esp sas:

spi: 0x20890A6F(545852015)

transform esp-des esp-nd5- hnac ,
in use settings ={Tunnel, }
slot: 0, conn id: 27, crypto map: firewall-robin
sa timng: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y

out bound ah sas:

interface: inside
Crypto map tag: firewall-robin, local addr. 172.21.114.123

| ocal ident (addr/mask/prot/port): (172.21.114.123/255.255.255.255/0/0)
renote ident (addr/mask/prot/port): (172.21.114.67/255.255.255.255/0/0)
current _peer: 172.21.114.67
PERM T, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10
#send errors 10, #recv errors O

local crypto endpt.: 172.21.114.123, renpte crypto endpt.: 172.21.114.67
path ntu 1500, nmedia ntu 1500
current outbound spi: 20890A6F

i nbound esp sas:
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spi: 0x257A1039(628756537)
transform esp-des esp-nd5-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 26, crypto map: firewall-robin
sa timng: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
replay detection support: Y
i nbound ah sas
out bound esp sas
spi: 0x20890A6F(545852015)
transform esp-des esp-nd5-hnmac
in use settings ={Tunnel, }
slot: 0, conn id: 27, crypto map: firewall-robin
sa timng: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes
repl ay detection support: Y
out bound ah sas

Create, modify, view or delete a crypto map entry. Also used to delete a crypto map set.

[no] crypto map map-name client [token] authentication aaa-server-name

[no] crypto map map-name client configuration address initiate | respond

[no] crypto map map-name interface interface-name

[no] crypto map map-name seg-numipsec-isakmp | ipsec-manual [dynamic dynamic-map-name]
[no] crypto map map-name seg-num match address acl_name

[no] crypto map map-name seg-num set peer {ip_address | hostname}

[no] crypto map map-name seg-num set pfs[groupl | group2]

[no] crypto map map-name seg-num set security-association lifetime seconds seconds |
kilobytes kilobytes

[no] crypto map map-name seg-num set session-key inbound | outbound ah spi hex-key-string

[no] crypto map map-name seg-num set session-key inbound | outbound esp spi cipher
hex-key-string [authenticator hex-key-string]

[no] crypto map map-name seg-num set transform-set transform-set-namel
[... transform-set-nameb]

show crypto map [interface interface-name | tag map-name]
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Syntax Description

aaa-server-name

The name of the AAA server that will authenticate the user during IKE
authentication. The AAA server options available are TACACS+, RADIUS,
or LOCAL.

If LOCAL is specified and the local user credential database is empty, the
following warning message appears:

War ni ng: | ocal database is enpty! Use \ Qusernane' conmmand to define
| ocal users.

Conversely, if thelocal database becomes empty when LOCAL isstill present
in the command, the following warning message appears:

War ni ng: Local user database is enpty and there are still conmmands
usi ng LOCAL for authentication.

acl_name I dentify the named encryption access list. This name should match the name
argument of the named encryption access list being matched.
ah Set the IPSec session key for the AH protocol. Specify ah when the crypto

map entry’s transform set includes an AH transform.
AH protocol provides authentication via MD5-HMAC and SHA-HMAC.

authenticator

(Optional) Indicate that the key string is to be used with the ESP
authentication transform. Thisargument is required only when the crypto map
entry’s transform set includes an ESP authentication transform.

cipher

Indicate that the key string to use with the ESP encryption transform.

dynamic

(Optional) Specify that this crypto map entry is to reference a pre-existing
dynamic crypto map.

dynamic-map-name

(Optional) Specify the name of the dynamic crypto map set to be used as the
policy template.

esp

Set the 1PSec session key for the ESP protocol. Specify esp when the crypto
map entry’s transform set includes an ESP transform.

ESP protocol provides both authentication and/or confidentiality.
Authentication is done viaMD5-HMAC, SHA-HMAC and NULL.
Confidentiality is done via DES, 3DES, and NULL.

groupl

Specify that |PSec should use the 768-bit Diffie-Hellman prime modulus
group when performing the new Diffie-Hellman exchange.

group2

Specify that |PSec should use the 1024-bit Diffie-Hellman prime modulus
group when performing the new Diffie-Hellman exchange.

hex-key-string

Specify the session key; enter in hexadecimal format. Thisis an arbitrary
hexadecimal string of 16, 32, or 40 digits. If the crypto map's transform set
includes the following:

- DES algorithm, specify at least 16 hexadecimal digits per key.
« MD5 algorithm, specify at least 32 hexadecimal digits per key.
» SHA algorithm, specify 40 hexadecimal digits per key.

Longer key sizes are simply hashed to the appropriate length.

hostname

Specify a peer by its |P address, or by its host name as defined by the
PIX Firewall name command.

inbound

Set the inbound 1PSec session key.
(You must set both inbound and outbound keys.)

initiate

Indicate that the PIX Firewall will attempt to set IP addresses for each peer.
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interface Specify the identifying interface to be used by the PIX Firewall to identify
interface-name itself to peers.

If IKE is enabled, and you are using a certification authority (CA) to obtain
certificates, this should be the interface with the address specified in the CA

certificates.

ip_address Specify a peer by its |P address.

ipsec-isakmp Indicate that IKE will be used to establish the IPSec security associations for
protecting the traffic specified by this crypto map entry.

ipsec-manual Indicate that IKE will not be used to establish the IPSec security associations

for protecting the traffic specified by this crypto map entry.

Note  Manual configuration of SAsis not supported on the PIX 501.

kilobytes kilobytes Specify the volume of traffic (in kilobytes) that can pass between peers using
a given security association before that security association expires.
The default is 4,608,000 kilobytes.

map map-name The name of the crypto map set.

match address Specify an access list for a crypto map entry.

outbound Set the outbound | PSec session key.
(You must set both inbound and outbound keys.)

respond Indicate that the PIX Firewall will accept requests for |P addresses from any
requesting peer.

seconds seconds Specify the number of seconds a security association will live before it
expires. The default is 28,800 seconds (eight hours).

seg-num The number you assign to the crypto map entry.

set peer Specify an IPSec peer in a crypto map entry.

set pfs Specify that |PSec should ask for perfect forward secrecy (PFS).

With PFS, every time a new security association is negotiated, a new
Diffie-Hellman exchange occurs. (This exchange requires additional
processing time.)

set Set the lifetime a security association will last in either seconds or kilobytes.
security-association For use with either seconds or kilobyte keywords.

lifetime

set session-key Manually specify the IPSec session keys within a crypto map entry.

set transfor m-set Specify which transform sets can be used with the crypto map entry.

spi Specify the Security Parameter Index (SPI), anumber that is used to uniquely
identify a security association. The SPI is an arbitrary number you assign in
the range of 256 to 4,294,967,295 (a hexidecimal value of FFFF FFFF).

You can assign the same SPI to both directions and both protocols. However,
not all peers have the same flexibility in SPI assignment. For a given
destination address/protocol combination, unique SPI values must be used.
The destination address is that of the PIX Firewall if inbound, the peer if

outbound.
tag map-name (Optional) Show the crypto map set with the specified map name.
token Indicate a token-based server for user authentication is used.
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transforml Specify up to three transforms. Transforms define the 1PSec security
transform2 protocol(s) and algorithm(s). Each transform represents an 1PSec security
transform3 protocol (ESP, AH, or both) plus the algorithm you want to use.

Command Modes

Usage Guidelines

S

Note

Note

transform-set-name  The name of the transform set.
For an ipsec-manual crypto map entry, you can specify only onetransform set.
For an ipsec-isakmp or dynamic crypto map entry, you can specify up to six
transform sets.

Configuration mode.

The sections that follow describe each crypto map command.

If acrypto map map-name client configuration address initiate | respond command configuration
exists on the firewall, then the Cisco VPN Client version 3.x usesit.

crypto map client authentication

The crypto map client authentication command enables the Extended Authentication (Xauth) feature,
which lets you prompt for a TACACS+, RADIUS, or LOCAL username and password during IKE
authentication. You must first set up your AAA server configuration to use this feature, and be sure to
specify the same AAA server name within the crypto map client authentication command statement
as was specified in the aaa-server command statement.

This command tells the PIX Firewall during Phase 1 of IKE to use the Xauth (RADIUS, TACACS+, or
LOCAL) challenge to authenticate IKE. If the Xauth fails, the |PSec security association will not be
established, and the IKE security association will be deleted. Use the no crypto map client
authentication command to restore the default value. The Xauth feature is not enabled by default.

Normally, when Xauth is enabled, an entry is added to the uauth table (as shown by the show
uauth/clear uauth command) for the | P address assigned to the client. However, when using Xauth with
the Easy VPN Remote feature in Network Extension Mode, the IPSEC tunnel is created from network
to network, so the users behind the firewall cannot be associated with asingle | P address. For this
reason, a uauth entry cannot be created upon completion of Xauth. If AAA authorization or accounting
services are required, you can enable the AAA authentication proxy to authenticate users behind the
firewall. For more information on AAA authentication proxies, please refer to the aaa commands.

You cannot enable Xauth or IKE Mode Configuration on ainterface when terminating an L2TP/IPSec
tunnel using the Microsoft L2TP/IPSec client v1.0 (which is available on Windows NT, Windows XP,
Windows 98 and Windows ME OS). Instead, you can do either of the following:

« Use aWindows 2000 L2TP/IPSec client, or

» Usetheisakmp key keystring address ip_address netmask mask no-xauth no-config-mode
command to exempt the L2TP client from Xauth and IKE Mode Configuration. However, if you
exempt the L2TP client from Xauth or IKE Mode Configuration, all the L2TP clients must be
grouped with the same ISAKMP pre-shared key or certificate and have the same fully qualified
domain name.
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The crypto map client token authentication command enables the PIX Firewall to interoperate with a
Cisco VPN 3000 Client that is set up to use a token-based server for user authentication. The keyword
token tellsthe PIX Firewall that the AAA server uses atoken-card system and to prompt the user for
username and password during | KE authentication. Use the no crypto map client token authentication
command to restore the default value.

Note  The remote user must be running one of the following:
Cisco VPN Client Version 3.x
Cisco VPN 3000 Client Version 2.5/2.6 or higher
Cisco Secure VPN Client Version 1.1 or higher

crypto map client configuration address

Usethe crypto map client configuration address command to configure the IKE Mode Configuration
onyour PIX Firewall. IKE Mode Configuration allows the PIX Firewall to download an IP address to
the remote peer (client) as part of an IKE negotiation. With the crypto map client configuration
address command, you define the crypto map(s) that should attempt to configure the peer.

Usethe no crypto map client configuration address command to restore the default value. IKE Mode
Configuration is not enabled by default.

The keyword initiate indicates that the PIX Firewall will attempt to set |P addresses for each peer. The
respond keyword indicates that the PIX Firewall will accept requests for | P addresses from any
requesting peer.

Note  If youuselKE Mode Configuration on the PIX Firewall, the routers handling the | PSec traffic must also
support IKE Mode Configuration. Cisco |OS Release 12.0(6) T and higher supports the IKE Mode
Configuration.

Refer to the Cisco PIX Firewall and VPN Configuration Guide for more information about IKE Mode
Configuration.

The following examples show how to configure IKE Mode Configuration on your PIX Firewall:

crypto map nymap client configuration address initiate
crypto map nmymap client configuration address respond

crypto map interface

The crypto map inter face command applies a previously defined crypto map set to an interface. Use
the no crypto map interface command to remove the crypto map set from the interface. Use the show
crypto map [interface | tag] to view the crypto map configuration.

Use this command to assign a crypto map set to any active PIX Firewall interface. The PIX Firewall
supports IPSec termination on any and all active interfaces. You must assign a crypto map set to an
interface before that interface can provide |PSec services.

Only one crypto map set can be assigned to an interface. If multiple crypto map entries have the same
map-name but a different seg-num, they are considered to be part of the same set and will all be applied
totheinterface. The crypto map entry with the lowest seq-numis considered the highest priority and will
be evaluated first. A single crypto map set can contain a combination of i psec-isakmp and ipsec-manual
crypto map entries.
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Note  While anew crypto map instance is being added to the PIX Firewall, all clear and SSH traffic to the

firewall interface stops because the crypto peer/ACL pair has not yet been defined. To workaround this,
use PIX Device Manager (PDM) to add the new crypto map instance or, through the PIX Firewall CLI,
remove the crypto map interface command from your configuration, add the new crypto map instance
and fully configure the crypto peer/ACL pair, and then reapply the crypto map inter face command back
to the interface. In some conditions the CLI workaround is not acceptable as it temporarily stops VPN

traffic also.

The use of the crypto map interface command re-initializes the security association database causing
any currently established security associations to be deleted.

The following exampl e assigns the crypto map set “mymap” to the outside interface. When traffic passes
through the outside interface, the traffic will be evaluated against all the crypto map entries in the
“mymap” set. When outbound traffic matches an access list in one of the “mymap” crypto map entries,
a security association (if 1PSec) will be established per that crypto map entry’s configuration (if no
security association or connection already exists).

crypto map mymap interface outside

The following is sample output from the show crypto map command:

show crypto map
Crypto Map: “firewall-robin" pif: outside |ocal address: 172.21.114.123

Crypto Map "firewal |l -robin" 10 ipsec-isaknmp
Peer = 172.21.114.67
access-list 141 permt ip host 172.21.114.123 host 172.21.114.67
Current peer: 172.21.114.67
Security-association lifetinme: 4608000 kil obytes/ 120 seconds
PFS (Y/N: N
Transformsets={ t1, }

The following configuration was in effect when the preceding show crypto map command was issued:

crypto map firewall-robin 10 ipsec-isaknp

crypto map firewal |l -robinrobin 10 set peer 172.21.114.67
crypto map firewall-robin 10 set transformset t1l
crypto map firewall-robin 10 match address 141

The following is sample output from the show crypto map command when manually established
security associations are used:

show crypto map

Crypto Map "nulti-peer" 20 ipsec-manual
Peer = 172.21.114.67
access-list 120 permt ip host 1.1.1.1 host 1.1.1.2
Current peer: 172.21.114.67
Transformsets={ t2, }
I nbound esp spi: O,
ci pher key: ,
aut h_key: ,
I nbound ah spi: 256,
key: 010203040506070809010203040506070809010203040506070809,
Qut bound esp spi: O
ci pher key: ,
aut h key:
Qut bound ah spi: 256,
key: 010203040506070809010203040506070809010203040506070809,
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The following configuration was in effect when the preceding show crypto map command was issued:

crypto map nul ti-peer 20 ipsec-manual

crypto map nmulti-peer 20 set peer 172.21.114.67

crypto map nulti-peer 20 set session-key inbound ah 256
010203040506070809010203040506070809010203040506070809
crypto map nulti-peer 20 set session-key outbound ah 256
010203040506070809010203040506070809010203040506070809
crypto map nulti-peer 20 set transformset t2

crypto map multi-peer 20 match address 120

crypto map ipsec-manual | ipsec-isakmp

To create or modify a crypto map entry, use the crypto map ipsec-manual | ipsec-isakmp command.
To create or modify an ipsec-manual crypto map entry, use the ipsec-manual option of the command.
To create or modify an ipsec-isakmp crypto map entry, use the ipsec-isakmp option of the command.
Use the no crypto map command to delete a crypto map entry or set.

Note  The crypto map command without a keyword creates an i psec-isakmp entry by default.

After you define crypto map entries, you can use the crypto map inter face command to assign the
crypto map set to interfaces.

Crypto maps provide two functions: filtering/classifying traffic to be protected, and defining the policy
to be applied to that traffic. The first use affects the flow of traffic on an interface; the second affectsthe
negotiation performed (via IKE) on behalf of that traffic.

IPSec crypto maps link together definitions of the following:
» What traffic should be protected

»  Which IPSec peer(s) the protected traffic can be forwarded to—these are the peers with which a
security association can be established

» Which transform sets are acceptable for use with the protected traffic

» How keys and security associations should be used/managed (or what the keys are, if IKE is not
used)

A crypto map set is a collection of crypto map entries each with a different seg-num but the same
map-name. Therefore, for a given interface, you could have certain traffic forwarded to one peer with
specified security applied to that traffic, and other traffic forwarded to the same or a different peer with
different | PSec security applied. To accomplish thisyou would create two crypto map entries, each with
the same map-name, but each with a different seg-num.

The number you assign to the seg-num argument should not be arbitrary. This number is used to rank
multiple crypto map entries within a crypto map set. Within a crypto map set, a crypto map entry with a
lower seg-num is evaluated before a map entry with a higher seqg-num; that is, the map entry with the
lower number has a higher priority.

Note  Every static crypto map must define an access list and an |Psec peer. If either is missing, the crypto map
is considered incomplete and any traffic that has not already been matched to an earlier, complete crypto
map is dropped. Use the show conf command to ensure that every crypto map is complete. To fix an
incomplete crypto map, remove the crypto map, add the missing entries, and reapply it.

The following example shows the minimum required crypto map configuration when IKE will be used
to establish the security associations:;
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crypto map nymap 10 ipsec-isaknp

crypto map nymap 10 match address 101
crypto map nmymap set transformset ny_t_setl
crypto map nymap set peer 10.0.0.1

The following example shows the minimum required crypto map configuration when the security
associations are manually established:

crypto transformset soneset ah-nd5-hmac esp-des

crypto map nymap 10 i psec- nanual

crypto map nmymap 10 match address 102

crypto map nmymap 10 set transformset soneset

crypto map nymap 10 set peer 10.0.0.5

crypto map nmymap 10 set session-key inbound ah 256 98765432109876549876543210987654
crypto map nmymap 10 set session-key outbound ah 256 fedcbaf edcbaf edcfedchaf edcbaf edc
crypto map nymap 10 set session-key inbound esp 256 ci pher 0123456789012345

crypto map mymap 10 set session-key outbound esp 256 ci pher abcdef abcdef abcd

crypto map ipsec-isakmp dynamic
To specify that a given crypto map entry is to reference a pre-existing dynamic crypto map, use the
crypto map ipsec-isakmp dynamic command.

Use the crypto dynamic-map command to create dynamic crypto map entries. After you create a
dynamic crypto map set, use the crypto map ipsec-isakmp dynamic command to add the dynamic
crypto map set to a static crypto map.

Give crypto map entries which reference dynamic map sets the lowest priority map entries so that
inbound security association negotiation requests will try to match the static maps first. Only after the
request does not match any of the static maps do you want it to be eval uated against the dynamic map set.

To make a crypto map entry that references a dynamic crypto map to be set to the lowest priority map
entry, give the map entry the highest seg-num of all the map entries in a crypto map set.

The following example configures an | PSec crypto map set that includes areference to adynamic crypto
map set.

Crypto map “mymap 10" allows security associations to be established between the PIX Firewall and
either (or both) of two remote I PSec peers for traffic matching accesslist 101. Crypto map “mymap 20”
allows either of two transform sets to be negotiated with the peer for traffic matching access list 102.

Crypto map entry “mymap 30" references the dynamic crypto map set “ mydynamicmap,” which can be
used to processinbound security association negotiation requests that do not match “mymap” entries 10
or 20. In this case, if the peer specifies a transform set that matches one of the transform sets specified
in “mydynamicmap” for aflow “permitted” by the access list 103, |PSec will accept the request and set
up security associations with the peer without previously knowing about the peer. If accepted, the
resulting security associations (and temporary crypto map entry) are established according to the settings
specified by the peer.

The access list associated with “mydynamicmap 10" is also used as afilter. Inbound packets that match
a permit statement in this list are dropped for not being IPSec protected. (The same is true for access
lists associated with static crypto maps entries.) Outbound packetsthat match a permit statement without
an existing corresponding 1PSec security association are also dropped.

The following example shows the configuration using “mydynamicmap”:

crypto map nymap 10 ipsec-i saknp

crypto map nymap 10 match address 101

crypto map nymap 10 set transformset nmy_t_setl
crypto map nymap 10 set peer 10.0.0.1

crypto map nymap 10 set peer 10.0.0.2

crypto map nymap 20 ipsec-isaknp

crypto map nmymap 10 match address 102
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crypto map nymap 10 set transformset nmy_t_setl ny_t_set2

crypto map nymap 10 set peer 10.0.0.3

crypto dynami c-map nmydynam cmap 10

crypto dynani c-map nydynanmi crmap 10 match address 103

crypto dynam c-map nmydynami cmap 10 set transformset my_t_setl ny_t_set2 nmy_t_set3
crypto map nmymap 30 ipsec-isaknp dynam ¢ nydynam cnap

crypto map match address

To assign an access list to a crypto map entry, use the crypto map match address command. Use the
no crypto map match address command to remove the access list from a crypto map entry.

This command isrequired for all static crypto map entries. If you are defining a dynamic crypto map
entry (with the crypto dynamic-map command), this command is not required but is strongly
recommended.

Use the access-list command to define this access list.

The access list specified with this command will be used by 1PSec to determine which traffic should be
protected by 1PSec crypto and which traffic does not need protection. (Traffic that is permitted by the
access list will be protected. Traffic that is denied by the access list will not be protected in the context
of the corresponding crypto map entry.)

The crypto access list is not used to determine whether to permit or deny traffic through the interface.
An access list applied directly to the interface with the access-group command makes that
determination.

The crypto access list specified by this command is used when eval uating both inbound and outbound
traffic. Outbound traffic is evaluated against the crypto access lists specified by the interface’s crypto
map entries to determine if it should be protected by crypto, and if so (if traffic matches a permit entry),
which crypto policy applies. (If necessary, in the case of static |PSec crypto maps, new security
associations are established using the data flow identity as specified in the permit entry; in the case of
dynamic crypto map entries, if no security association exists, the packet is dropped.) Inbound traffic is
evaluated against the crypto access lists specified by the entries of the interface’s crypto map set to
determineif it should be protected by crypto and, if so, which crypto policy applies. (In the case of 1PSec,
unprotected traffic is discarded because it should have been protected by 1PSec.)

The access list isalso used to identify the flow for which the |PSec security associations are established.
In the outbound case, the permit entry is used as the data flow identity (in general). In the inbound case,
the data flow identity specified by the peer must be “permitted” by the crypto access list.

The following example shows the minimum required crypto map configuration when IKE will be used
to establish the security associations. (This exampleis for a static crypto map.)

crypto map nymap 10 ipsec-isaknp

crypto map nymap 10 match address 101

crypto map nymap 10 set transformset nmy_t_setl
crypto map nymap 10 set peer 10.0.0.1

crypto map set peer

Usethe crypto map set peer command to specify an |PSec peer in a crypto map entry. Use the no
crypto map set peer command to remove an |PSec peer from a crypto map entry.

Thiscommand isrequired for all static crypto maps. If you are defining a dynamic crypto map (with the
crypto dynamic-map command), this command is not required, and in most casesis not used because,
in general, the peer is unknown.
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For ipsec-isakmp crypto map entries, you can specify multiple peers by repeating this command. The
peer that packets are actually sent to is determined by the last peer that the PIX Firewall received either
traffic or anegotiation request from for agiven dataflow. If the attempt failswith the first peer, IKE tries
the next peer on the crypto map list.

For ipsec-manual crypto entries, you can specify only one peer per crypto map. If you want to change
the peer, you must first delete the old peer and then specify the new peer.

Thefollowing example shows a crypto map configuration when IKE will be used to establish the security
associations. In this example, a security association could be set up to either the peer at 10.0.0.1 or the
peer at 10.0.0.2.

crypto map nymap 10 ipsec-i saknp

crypto map nmymap 10 match address 101

crypto map nymap 10 set transformset nmy_t_setl
crypto map nymap 10 set peer 10.0.0.1 10.0.0.2

crypto map set pfs

The crypto map set pfs command sets IPSec to ask for perfect forward secrecy (PFS) when requesting
new security associations for this crypto map entry, or that |PSec requires PFS when receiving requests
for new security associations. To specify that 1PSec should not request PFS, use the no crypto map set
pfs command. This command is only available for ipsec-isakmp crypto map entries and dynamic crypto
map entries.

By default, PFSis not requested.

With PFS, every time a new security association is negotiated, a new Diffie-Hellman exchange occurs,
which requires additional processing time. PFS adds another level of security becauseif one key is ever
cracked by an attacker, only the data sent with that key will be compromised.

During negotiation, this command causes | PSec to request PFS when requesting new security
associations for the crypto map entry. The default (groupl) is sent if the set pfs statement does not
specify a group.

If the peer initiates the negotiation and the local configuration specifies PFS, the peer must perform a
PFS exchange or the negotiation will fail. If the local configuration does not specify a group, a default
of groupl will be assumed, and an offer of either groupl or group2 will be accepted. If the local
configuration specifies group2, that group must be part of the peer’s offer or the negotiation will fail. If
the local configuration does not specify PFS, it will accept any offer of PFS from the peer.

The 1024-bit Diffie-Hellman prime modulus group, group2, provides more security than groupl, but
requires more processing time than groupl.

I KE negotiations with aremote peer may hang when aPIX Firewall has numerous tunnelsthat originate
from the PIX Firewall and terminate on a single remote peer. This problem occurs when PFS is not
enabled, and the local peer requests many simultaneous rekey requests. If this problem occurs, the IKE
security association will not recover until it has timed out or until you manually clear it with the clear
[crypto] isakmp sa command.  PIX Firewall units configured with many tunnels to many peers or
many clients sharing the same tunnel are not affected by this problem. If your configuration is affected,
enable PFS with the crypto map mapname seqnum set pfs command.

The following example specifies that PFS should be used whenever a new security association is
negotiated for the crypto map “mymap 10”:

crypto map nymap 10 ipsec-isaknp
crypto map nymap 10 set pfs group2
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crypto map set security-association lifetime

To override (for aparticular crypto map entry) the global lifetime value, which is used when negotiating
I PSec security associations, use the crypto map set security-association lifetime command. To reset a
crypto map entry's lifetime value to the global value, use the no crypto map set security-association
lifetime command.

The crypto map's security associations are negotiated according to the global lifetimes.
This command is only available for ipsec-isakmp crypto map entries and dynamic crypto map entries.

I PSec security associations use shared secret keys. These keys and their security associations time out
together.

Assuming that the particular crypto map entry has lifetime values configured, when the PIX Firewall
requests new security associations during security association negotiation, it will specify its crypto map
lifetime value in the request to the peer; it will use this value as the lifetime of the new security
associations. When the PIX Firewall receives a negotiation request from the peer, it will use the smaller
of the lifetime value proposed by the peer or the locally configured lifetime value as the lifetime of the
new security associations.

There are two lifetimes: a“timed” lifetime and a “traffic-volume” lifetime. The session keys/security
association expires after the first of these lifetimes is reached.

If you change alifetime, the change will not be applied to existing security associations, but will be used
in subsequent negotiations to establish security associations for data flows supported by this crypto map
entry. If you want the new settings to take effect sooner, you can clear all or part of the security
association database by using the clear [crypto] ipsec sa command. See the clear [crypto] ipsec sa
command for more details.

To change the timed lifetime, use the crypto map set security-association lifetime seconds command.
The timed lifetime causes the keys and security association to time out after the specified number of
seconds have passed.

To change the traffic-volume lifetime, use the crypto map set security-association lifetime kilobytes
command. The traffic-volume lifetime causes the key and security association to time out after the
specified amount of traffic (in kilobytes) has been protected by the security association's key.

Shorter lifetimes can make it harder to mount a successful key recovery attack, because the attacker has
less data encrypted under the same key to work with.

However, shorter lifetimes require more CPU processing time.

The lifetime values are ignored for manually established security associations (security associations
installed via an ipsec-manual crypto map entry).

The following example shortens the timed lifetime for a particular crypto map entry, because thereis a
higher risk that the keys could be compromised for security associations belonging to the crypto map
entry. Thetraffic-volume lifetime is not changed because thereis not a high volume of traffic anticipated
for these security associations. The timed lifetime is shortened to 2700 seconds (45 minutes).

crypto map nymap 10 ipsec-isaknp
set security-association lifetinme seconds 2700

crypto map set session-key
To manually specify the |PSec session keys within a crypto map entry, use the crypto map set

session-key command. Use the no crypto map set session-key command to remove | PSec session keys
from a crypto map entry. This command is only available for ipsec-manual crypto map entries.
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If the crypto map’s transform set includes an AH protocol, you must define IPSec keys for AH for both
inbound and outbound traffic. If the crypto map’s transform set includes an ESP encryption protocol,
you must define 1PSec keys for ESP encryption for both inbound and outbound traffic. If the crypto
map’'s transform set includes an ESP authentication protocol, you must define |PSec keys for ESP
authentication for inbound and outbound traffic.

When you define multiple | PSec session keys within a single crypto map, you can assign the same
Security Parameter Index (SPI) number to all the keys. The SPI is used to identify the security
association used with the crypto map. However, not all peers have the sameflexibility in SPI assignment.

You may have to coordinate SPI assignment with the peer’s network administrator, making certain that
the same SPI is not used more than once for the same destination address/protocol combination.

Security associations established using this command do not expire (unlike security associations
established using IKE).

The PIX Firewall unit’s session keys must match its peer’s session keys.
If you change a session key, the security association using the key will be deleted and reinitialized.

The following example shows a crypto map entry for manually established security associations. The
transform set “t_set” includes only an AH protocol.

crypto ipsec transformset t_set ah-sha-hmac

crypto map nymap 20 i psec- manual

crypto map nmymap 20 match address 102

crypto map nymap 20 set transformset t_set

crypto map nymap 20 set peer 10.0.0.21

crypto map nmymap 20 set session-key inbound ah 300
1111111111111111111111111111111111111111

crypto map nmymap 20 set session-key outbound ah 300
2222222222222222222222222222222222222222

The following example shows a crypto map entry for manually established security associations. The
transform set “someset” includes both an AH and an ESP protocol, so session keys are configured for
both AH and ESP for both inbound and outbound traffic. The transform set includes both encryption and
authentication ESP transforms, so session keys are created for both using the cipher and authenticator
keywords.

crypto ipsec transformset soneset ah-sha-hmac esp-des esp-sha- hmac

crypto map nymap 10 i psec- nanual

crypto map nymap 10 match address 101

crypto map nymap 10 set transformset soneset

crypto map nymap 10 set peer 10.0.0.1

crypto map nymap 10 set session-key inbound ah 300

9876543210987654321098765432109876543210

crypto map nymap 10 set session-key outbound ah 300

f edcbaf edcbaf edcbaf edcbaf edcbaf edcbaf edc

crypto map nmymap 10 set session-key inbound esp 300 ci pher 0123456789012345
aut henti cator 0000111122223333444455556666777788889999

crypto map nymap 10 set session-key outbound esp 300 ci pher abcdefabcdef abcd
aut henticator 9999888877776666555544443333222211110000

crypto map set transform-set

To specify which transform sets can be used with the crypto map entry, use the crypto map set
transform-set command. Use the no crypto map set transfor m-set command to remove all transform
sets from a crypto map entry.

This command isrequired for all static and dynamic crypto map entries.

For an ipsec-isakmp crypto map entry, you can list up to six transform sets with this command. List the
higher priority transform sets first.
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If thelocal PIX Firewall initiatesthe negotiation, the transform sets are presented to the peer in the order
specified in the crypto map command statement. If the peer initiates the negotiation, the local

PIX Firewall acceptsthefirst transform set that matches one of the transform sets specified in the crypto
map entry.

The first matching transform set that is found at both peersis used for the security association. If no
match isfound, |PSec will not establish a security association. The traffic will be dropped because there
iS no security association to protect the traffic.

For an ipsec-manual crypto map command statement, you can specify only one transform set. If the
transform set does not match the transform set at the remote peer’s crypto map, the two peerswill fail to
correctly communicate because the peers are using different rules to process the traffic.

If you want to change the list of transform sets, respecify the new list of transform sets to replace the old
list. This change isonly applied to crypto map command statements that reference this transform set.
The change will not be applied to existing security associations, but will be used in subsequent
negotiations to establish new security associations. If you want the new settings to take effect sooner,
you can clear all or part of the security association database by using the clear [crypto] ipsec sa
command.

Any transform sets included in a crypto map command statement must previously have been defined
using the crypto ipsec transfor m-set command.

The following example shows how the crypto map client authentication command is used. This
example setsup the IPSec rulesfor VPN encryption |PSec. Theip, nat, aaa-ser ver command statements
establish the context for the |PSec-related commands.

ip address inside 10.0.0.1 255.255.255.0

ip address outside 168.20.1.5 255.255.255.0

deal er 10.1.2.1-10.1.2.254

nat (inside) 0 access-list 80

aaa- server TACACS+ protocol tacacs+

aaa- server TACACS+ (inside) host 10.0.0.2 secret123

crypto ipsec transformset pc esp-des esp-nd5- hmac

crypto dynanmi c-map cisco 4 set transformset pc

crypto map partner-map 20 ipsec-isaknp dynam ¢ cisco

crypto map partner-map client configuration address initiate
crypto map partner-map client authenticati on TACACS+

crypto map partner-map interface outside

i saknmp key ciscol234 address 0.0.0.0 netmask 0.0.0.0

i sakmp client configuration address-pool |ocal deal er outside
i saknp policy 8 authentication pre-share

i sakmp policy 8 encryption des

i sakmp policy 8 hash nd5

i saknp policy 8 group 1

i sakmp policy 8 lifetime 86400

The following example shows how the crypto map client token authentication command is used. This
example setsup the IPSec rulesfor VPN encryption |PSec. Theip, nat, aaa-server command statements
establish the context for the |PSec-related commands.

ip address inside 10.0.0.1 255.255.255.0

ip address outside 168.20.1.5 255.255.255.0

ip local pool dealer 10.1.2.1-10.1.2.254

nat (inside) 0 access-list 80

aaa- server RADI US protocol radius

aaa-server RADIUS (inside) host 10.0.0.2 secret123
crypto ipsec transformset pc esp-des esp-nd5-hmac
crypto dynanmi c-map cisco 4 set transformset pc
crypto map partner-map 20 ipsec-isaknp dynam ¢ cisco
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map partner-map client configuration address initiate
map partner-map client token authentication RADI US
map partner-nmap interface outside

key ciscol234 address 0.0.0.0 netrmask 0.0.0.0

client configuration address-pool |ocal deal er outside
policy 8 authentication pre-share

policy 8 encryption des

policy 8 hash md5

policy 8 group 1

policy 8 lifetime 86400

The following example defines two transform sets and specifies that they can both be used within a
crypto map entry. (This example applies only when IKE is used to establish security associations. With
crypto maps used for manually established security associations, only one transform set can be included
in agiven crypto map command statement.)

crypto
crypto
crypto
crypto
crypto
crypto

i psec transformset ny_t_setl esp-des esp-sha-hmac

ipsec transformset nmy_t_set2 ah-sha-hnmac esp-des esp-sha-hnmac
map nymap 10 i psec-isaknmp

map nymap 10 match address 101

map mymap 10 set transformset ny_t_setl ny_t_set2

map mymap set peer 10.0.0.1 10.0.0.2

In this example, when traffic matches access list 101 the security association can use either transform
set “my_t setl” (first priority) or “my_t set2” (second priority), depending on which transform set
matches the remote peer's transform sets.

[ 78-14890-01

Cisco PIX Firewall Command Reference ]



Chapter4  CCommands |

M crypto map

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



CHAPTER 5

D through F Commands

debug

You can debug packets or ICMP tracings through the PIX Firewall. The debug command provides
information that helps troubleshoot protocols operating with and through the PIX Firewall.

[no] debug aaa [authentication | authorization| accounting | internal]
[no] debug access-list all | standard | turbo
[no] debug arp

[no] debug crypto ca [level]

[no] debug ctigbe

[no] debug crypto ipsec [level]

[no] debug crypto isakmp [level]

[no] debug crypto vpnclient

[no] debug dhcpc detail | error | packet
[no] debug dhcpd event | packet

[no] debug dhcprelay event | packet | error
[no] debug dns{resolver | all}

[no] debug fixup {udp | tcp}

[no] debug fover option

[no] debug h323 h225 [asn | event]

[no] debug h323 h245 [asn | event]

[no] debug h323 ras[asn | event]

[no] debug icmp trace

[no] debug ils

Cisco PIX Firewall Command Reference
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[no] debug ospf [adj | database-timer | events |f lood | Isa-generation | packet | tree |
retransmission | spf [external | internal |intra]]

[no] debug mgcp [messages | parser | sessions]

[no] debug ntp [adjust | authentication | events | loopfilter | packets | params | select | sync |
validity]

[no] debug packet if name[src source_ip [netmask mask]] [dst dest_ip [netmask mask]] [[proto
icmp] | [proto tcp [sport src_port] [dport dest_port]] | [proto udp [sport src_port] [dport
dest_port]] [rx | tx | both]

[no] debug pdm history

[no] debug ppp error |io | uauth | upap | chap | negotiation
[no] debug pppoe event | error | packet

[no] deubg pptp

[no] debug radius[session | all | user username]
[no] debug rip

[no] debug route

[no] debug rtsp

[no] debug sip

[no] debug skinny

[no] debug sqglnet

[no] debug ssh

[no] debug ssl [cypher | device]

[no] debug vpdn event | error | packet

no debug all

undebug all

show debug

Syntax Description aaa Displays authentication, authorization, and accounting information.
access-list Displays access list configuration information.
adjust Displays NTP clock adjustments.
all Displays both standard and TurboACL access list information.
authentication Displays NTP clock authentication.
both Displays both received and transmitted packets.
chap Displays CHAP/MS-CHAP authentication.
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crypto ca

Displays information about certification authority (CA) traffic.

cryptoipsec

Displays information about | PSec traffic.

crypto isakmp

Displays information about IKE traffic.

crypto vpnclient

Displays information about the firewall EasyVPN client.

ctigbe

Displaysinformation about CTI Quick Buffer Encoding (CTIQBE), whichis
used with Cisco TAPI/JTAPI applications.

cypher Display information about the cipher negotiation between the HTTP server
and the client.

device Displays information about the SSL device including session initiation and
ongoing status.

dhcpc detail Displays detailed information about the DHCP client packets.

dhcpcerror Displays error messages associated with the DHCP client.

dhcpc packet Displays packet information associated with the DHCP client.

dhcpd event Displays event information associated with the DHCP server.

dhcpd packet Displays packet information associated with the DHCP server.

dhcprelay Displays DHCP Relay Agent information.

dns{resolver | all}

Displays DNS debugging information. The resolver option collects DNS
resolution information, and the all option collects all DNS information.

dport dest_port

Destination port.

dst dest_ip

Destination | P address.

events

Displays NTP event information.

fixup {udp | tcp}

Displays fixup information, either using UDP or TCP.

fover option

Displays failover information. Refer to Table 5-1 for the options.

h225 asn Displays the output of the decoded PDUs.

h225 events Displays the events of the H.225 signaling, or turn both traces on.

h245 asn Displays the output of the decoded PDUs.

h245 events Displays the events of the H.245 signaling, or turn both traces on.

h323 Displays information about the packet-based multimedia communications
systems standard.

icmp Displays information about ICMP traffic.

if_name Interface name from which the packets are arriving; for example, to monitor
packets comingintothe PIX Firewall from theoutside, setif nameto outside.

ils Displays Internet Locator Service (ILS) fixup information (used in LDAP
services).

level The level of debugging feedback. The higher the level number, the more

information is displayed. The default level is 1. The levels correspond to the
following events:

» Level 1: Interesting events
- Level 2: Normative and interesting events
- Level 3: Diminutive, normative, and interesting events

Refer to the “Examples” section at the end of this command page for an
example of how the debugging level appears within the show debug
command.
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loopfilter Displays NTP loop filter information.
messages Displays debug information for MGCP messages.
negotiation Equivalent of the error, uauth, upap and chap debug command options.

netmask mask

Network mask.

packet Displays packet information.

packets Displays NTP packet information.

params Displays NTP clock parameters.

par ser Displays debug information about parsing MGCP messages.

pdm history Turns on the PDM history metrics debugging information. The no version of
this command disables PDM history metrics debugging.

ppp Debugs L2TP or PPTP traffic, which is configured with the vpdn command.

ppp error Displays L2TP or PPTP PPP virtual interface error messages.

ppp io Display the packet information for L2TP or PPTP PPP virtual interface.

ppp uauth Displaysthe L2TP or PPTP PPP virtual interface AAA user authentication
debugging messages.

pppoe error Displays PPPOE error messages.

pppoe event Displays PPPoE event information.

pppoe packet Displays PPPoE packet information.

pptp Displays PPTP traffic information.

protoicmp Displays ICMP packets only.

proto tcp Displays TCP packets only.

proto udp Displays UDP packets only.

radius all Enables all RADIUS debug options.

radius session

Logs RADIUS session information and the attributes of sent and received
RADIUS packets.

rasasn Displays the output of the decoded PDUSs.

ras events Displays the events of the RAS signaling, or turn both traces on.

route Displays information from the PI X Firewall routing module.

rx Displays only packets received at the PIX Firewall.

select Displays NTP clock selections.

sessions Displays debug information for MGCP sessions.

sip Debug the fixup Session Initiation Protocol (SIP) module.

skinny Debugs SCCP protocol activity. (Using this option is system-resources

intensive and may impact performance on high traffic network segments.)

sport src_port

Source port. See the “Ports” section in "Chapter 2, “Using PIX Firewall
Commands’ for alist of valid port literal hames.

sqlnet

Debugs SQL*Net traffic.

src source_ip

Source | P address.

ssh

Debug information and error messages associated with the ssh command.

ss| Debug information and error messages associated with the ssl command.
standard Displays non-TurboACL access list information.
sync Displays NTP clock synchronization.
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Defaults

Command Modes

Usage Guidelines

S

Note

turbo Displays TurboACL access list information.

tx Displays only packets that were transmitted from the PIX Firewall.
upap Displays PAP authentication.

user username Specifies to display information for an individual username only.
validity Displays NTP peer clock validity.

vpdn error Display L2TP or PPTP protocol error messages.

vpdn event Display L2TP or PPTP tunnel event change information.

vpdn packet Display L2TP or PPTP packet information about PPTP traffic.

MGCP debugging is disabled by default.

Configuration mode unless otherwise specified.
The debug mgcp command is available in privileged mode.

The debug command lets you view debug information. The show debug command displays the current
state of tracing. You can debug the contents of network layer protocol packets with the debug packet
command.

Use of the debug commands may slow down traffic on busy networks.

Use of the debug packet command on aPIX Firewall experiencing a heavy load may result in the output
displaying so fast that it may beimpossible to stop the output by entering the no debug packet command
from the console. You can enter the no debug packet command from a Telnet session.

To let users ping through the PI X Firewall, add the access-list acl_grp per mit icmp any any command
statement to the configuration and bind it to each interface you want to test with the access-group
command. This lets pings go outbound and inbound.

To stop a debug packet trace command, enter the following command:

no debug packet if_nane

Replace if_name with the name of the interface; for example, inside, outside, or a perimeter interface
name.

no debug all and undebug all
The no debug all and undebug all commands stop any and all debug messages from being displayed.

debug crypto

When creating your digital certificates, use the debug crypto ca command to ensure that the certificate
is created correctly. Important error messages only display when the debug crypto ca command is
enabled. For example, if you enter an Entrust fingerprint value incorrectly, the only warning message
that indicates the value is incorrect appears in the debug crypto ca command output.

Output from the debug crypto ipsec and debug crypto isakmp commands does not display in a Telnet
consol e session.
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debug dhcpc

The debug dhcpc detail command displays detailed packet information about the DHCP client. The
debug dhcpc error command displays DHCP client error messages. The debug dhcpc packet command
displays packet information about the DHCP client. Use the no form of the debug dhcpc command to
disable debugging.

Thedebug dhcpd event command displays event information about the DHCP server. The debug dhcpd
packet command displays packet information about the DHCP server. Use the no form of the debug
dhcpd commands to disable debugging.

debug h323

The debug h323 command lets you debug H.323 connections. Use the no form of the command to
disable debugging. This command works when the fixup protocol h323 command is enabled.

The debug h323 command, particularly the debug h323 h225 asn, debug h323 h245 asn, and debug
h323 ras asn commands, might delay the sending of messages and cause slower performancein a
real-time environment.

debug icmp

The debug icmp trace command shows | CMP packet information, the source IP address, and the
destination address of packets arriving, departing, and traversing the PIX Firewall including pingsto the
PIX Firewall unit's own interfaces.

To stop a debug icmp trace command, enter the following command:

no debug icnp trace

debug mgcp

The debug mgcp command displays debug information for Media Gateway Control Protocol (MGCP)
traffic. Without any options explicitly specified, the debug mgcp command enables all three MGCP
debug options. The no debug mgcp command, without any options explicitly specified, disables all
MGCP debugging.

debug ospf
The debug ospf command enables all OSPF debugging options, and the no debug ospf command
disables all OSPF debugging options.

The debug ospf spf command enables all SPF options, and the no debug ospf spf command disables all
SPF options.

debug sqlnet

The debug sqlnet command reports on traffic between Oracle SQL* Net clients and servers through the
PIX Firewall.

debug ssh
The debug ssh command reports on information and error messages associated with the ssh command.

debug pptp

The debug pptp and debug vpdn commands provide information about PPTP traffic. PPTP is
configured with the vpdn command.

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter5

D through F Commands

debug fover

debug W

Table 5-1 lists the options for the debug fover command.

Table 5-1

debug fover Command Options

Option

Description

cable

Failover cable status

fail

Failover internal exception

fmsg

Failover message

get

I P network packet received

ifc

Network interface status trace

lanrx

LAN-based failover receive process messages

lanretx

LAN-based failover retransmit process messages

lantx

L AN-based failover transmit process messages

lancmd

LAN-based failover main thread messages

open

Failover device open

put

I P network packet transmitted

X

Failover cable receive

rxdmp

Cable recv message dump (serial console only)

rxip

IP network failover packet received

tx

Failover cable transmit

txdmp

Cable xmit message dump (serial console only)

txip

IP network failover packet transmit

verify

Failover message verify

switch

Failover Switching status

Trace Channel Feature

The debug packet command sends its output to the Trace Channel. All other debug commands do not.
Use of Trace Channel changesthe way you can view output on your screen duringaPIX Firewall console
or Telnet session.

If adebug command does not use Trace Channel, each session operates independently, which means any
commands started in the session only appear in the session. By default, a session not using Trace Channel
has output disabled by default.

The location of the Trace Channel depends on whether you have a simultaneous Telnet consol e session
running at the same time as the consol e session, or if you are using only the PI X Firewall serial console:

- If you are only using the PIX Firewall serial console, all debug commands display on the serial

console.

- If you have both a serial console session and a Telnet console session accessing the consol e, then no
matter where you enter the debug commands, the output displays on the Telnet console session.

- If you havetwo or more Telnet consol e sessions, thefirst session isthe Trace Channel. If that session
closes, the serial console session becomes the Trace Channel. The next Telnet console session that
accesses the console will then become the Trace Channel.
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Examples

The debug commands, except the debug crypto commands, are shared between all Telnet and serial
consol e sessions.

The downside of the Trace Channel feature isthat if one administrator is using the serial console and
another administrator starts a Telnet console session, the serial console debug command output will
suddenly stop without warning. In addition, the administrator on the Telnet console session will
suddenly be viewing debug command output, which may be unexpected. If you are using the serial
console and debug command output is not appearing, use the who command to see if a Telnet console
session is running.

The following is partial sample output from the debug dhcpc packet and the debug dhcpc detail
commands. The ip address dhcp setroute command was configured after entering the debug dhcpc
commands to obtain debugging information.

debug dhcpc packet
debug dhcpc detail
ip address outside dhcp setroute
DHCP: al | ocat e request
DHCP: new entry. add to queue
DHCP: new i p | ease str = 0x80ce8a28
DHCP: SDi scover attenpt # 1 for entry:
Tenp | P addr:0.0.0.0 for peer on Interface:outside
Tenmp sub net mask:0.0.0.0
DHCP Lease server:0.0.0.0, state:1 Selecting
DHCP transaction id: 0x8931
Lease: 0 secs, Renewal :0 secs, Rebind:0 secs
Next tinmer fires after:2 seconds
Retry count:1 Client-1D: cisco-0000.0000.0000-out si de

DHCP: SDi scover: sendi ng 265 byte | ength DHCP packet
DHCP: SDi scover 265 bytes
DHCP Broadcast to 255.255.255.255 from0.0.0.0
DHCP client nsg received, fip=10.3.2.2, fport=67
DHCP: Recei ved a BOOTREP pkt
DHCP: Scan: Message type: DHCP O f er
DHCP: Scan: Server | D Option:10.1.1.69 = 450A44AB
DHCP: Scan: Server | D Option:10.1.1.69 = 450A44AB
DHCP: Scan: Lease Ti nme: 259200
DHCP: Scan: Subnet Address Option: 255. 255. 254. 0
DHCP: Scan: DNS Nanme Server Option:10.1.1.70, 10.1.1.140
DHCP: Scan: Donmai n Nane: exanpl e. com
DHCP: Scan: NBNS Nanme Server Option:10.1.2.228, 10.1.2.87
DHCP: Scan: Rout er Address Option:10.3.2.1
DHCP: rcvd pkt source: 10.3.2.2, destination: 255.255.255. 255

The following example executes the debug icmp trace command:

debug icnmp trace

When you ping a host through the PIX Firewall from any interface, trace output displays on the console.
The following example shows a successful ping from an external host (209.165.201.2) to the
PIX Firewall unit’s outside interface (209.165.201.1).

I nbound | CVWP echo reply (len 32 id 1 seq 256) 209.165.201.1 > 209. 165. 201. 2
Qut bound | CMP echo request (len 32 id 1 seq 512) 209.165.201.2 > 209.165.201.1
I nbound 1 CMP echo reply (len 32 id 1 seq 512) 209.165.201.1 > 209. 165. 201. 2
Qut bound | CMP echo request (len 32 id 1 seq 768) 209.165.201.2 > 209.165.201.1
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I nbound | CWP echo reply (len 32 id 1 seq 768) 209.165.201.1 > 209. 165. 201. 2

Qut bound | CMP echo request (len 32 id 1 seq 1024) 209.165.201.2 > 209.165.201.1
I nbound 1 CVMP echo reply (len 32 id 1 seq 1024) 209.165.201.1 > 209. 165. 201. 2
NO DEBUG | CMP TRACE

| CWP trace off

This example shows that the ICMP packet length is 32 bytes, the ICMP packet identifier is 1, and the
| CM P sequence number. The ICMP sequence number starts at 0 and isincremented each time a request
is sent.

The following is sample output from the show debug command output:

show debug

debug ppp error

debug vpdn event

debug crypto ipsec 1
debug crypto isaknp 1
debug crypto ca 1

debug icnmp trace

debug packet outside both
debug sql net

The preceding sample output includes the debug crypto commands.

The following example shows debugging messages for Unity client negotiation using Diffie-Hellman
group 5:

pi xfirewal | (config)# debug crypto isaknp

check_i saknp_proposal

is_auth_policy_configured: auth 1

is_auth_policy_configured: auth 4

| SAKMP (0): Checking | SAKMP transform 1 against priority 8 policy

| SAKMP: encryption 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 5

| SAKMP: ext ended auth RSA sig

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 0x20 0xc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 8 policy

| SAKMVP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKMP: default group 5

| SAKVP: ext ended auth RSA sig

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 8 policy

| SAKMP: encryption 3DES- CBC

| SAKMP: hash SHA

| SAKMP: default group 5

| SAKMP: auth RSA sig

| SAKMP: life type in seconds

| SAKMVP: life duration (VPI) of 0Ox0 0x20 0xc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 4 against priority 8 policy

| SAKMVP: encrypti on 3DES- CBC

| SAKMP: hash MD5

| SAKVP: default group 5

| SAKMP: auth RSA sig

| SAKMP: life type in seconds

| SAKMP: life duration (VPI) of 0Ox0 0x20 0xc4 0x9b

ISAKMP (0): atts are acceptable. Next payload is 3
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The following example shows possible output for the debug mgep messages command:

17: MECP: Retransmitted command RSI P

18:

19:

20:

Gateway | P gate-1
Transaction ID 1

MECP:  Expired command RSI P

Gateway | P gate-1
Transaction ID 1

MECP: New command RSI P

Gateway | P gate-1
Transaction ID 1
Endpoi nt nane doo1

Call ID

Connection ID

Media I P 0.0.0.0
Medi a port 0

Fl ags 0x80

MECP: Retransmitted command RSI P

Gateway | P gate-1
Transaction ID 1

The following example shows possible output for the debug mgcp parser command:

28: MGCP packet:
RSIP 1 d001@L0.10.10.11 MCP 1.0

RM

29:
30:
31:
32:
33:
34:
35:
RSI
RM

36:
37:
38:
39:
40:
41:

rest

art

MECP: conmmand verb - RSIP

MECP: transaction ID - 1

MGCP: endpoi nt nanme - d001
MECP: header parsing succeeded
MECP: restart nethod - restart
MGCP: payl oad parsing succeeded

MECP packet :

P 1 d001@0.10.10.11 MCP 1.0
restart

MECP: command verb - RSIP

MECP: transaction ID - 1

MECP: endpoi nt name - do001
MECP: header parsing succeeded
M3ECP: restart nethod - restart
MGECP: payl oad parsing succeeded

The following example shows possible output for the debug mgcp sessions command:

91:

92:
93:
94:
95:
96:
97:
98:
99:

100:
101:
102:
103:
104:
105:
106:
107:

NAT:

NAT:
NAT:
NAT:
NAT:
NAT:
NAT:
NAT:
MGCP: New sessi on

:requesting UDP conn for generic-pc-2/6166 [209.165.202.128/0]
from dne/ ca: generi c-pc-2/2427 to outside: generic-pc-1/2727
:reverse route: enbedded host at dne/ca:generic-pc-2/6166

::table route: enbedded host at outside: 209. 165. 202. 128/ 0

.. pre-allocate connection for outside:209. 165.202. 128 to dne/ca: generi c-pc-2/ 6166
::found inside xlate fromdne/ca: generic-pc-2/0 to outside: 209. 165. 201. 15/ 0
::outside NAT not needed

:created UDP conn dne/ca: generic-pc-2/6166 <-> outside: 209. 165. 202. 128/ 0

.:created RTCP conn dne/ca: generic-pc-2/ 6167 <-> outside: 209. 165. 202. 128/ 0
::requesting UDP conn for 209.165.202. 128/ 6058 [generic-pc-2/0]

from dnz/ ca: generi cgeneri c-pc-2/2427 to outside: generic-pc-1/2727

:tabl e route: enbedded host at outside:209. 165. 202. 128/ 6058

:reverse route: enbedded host at dne/ca:generic-pc-2/0

.pre-allocate connection for dne/ca:generic-pc-2 to outside: 209. 165. 202. 128/ 6058
:found inside xlate from dne/ca: generic-pc-2/0 to outside: 209. 165. 201. 15/0
:outside NAT not needed

:created UDP conn dne/ca: generic-pc-2/0 <-> outside: 209. 165. 202. 128/ 6058
:created RTCP conn dne/ca: generic-pc-2/0 <-> outside: 209. 165. 202. 128/ 6059
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Gateway | P generic-pc-2
Call ID 9876543210abcdef
Connection ID 6789af54c9
Endpoi nt nanme aaln/1

Media Icl port 6166

Media rmt IP  209.165.202.128
Media rnt port 6058

108: MECP: Expir

ed session, active 0:06:05

Gateway | P generic-pc-2
Call ID 9876543210abcdef
Connection ID  6789af 54c9
Endpoi nt name aal n/ 1

Media Icl port 6166

Media rnt I P 209. 165. 202. 128
Media rnt port 6058

You can debug the contents of packets with the debug packet command:

debug packet ins
--------- PACKET
-- P --
4.3.2.1 ==>

ver = 0x
id = 0x3
ttl = Ox
-- UDP -

-- DATA

El EPEGEGEFF

NFAEDCACACACAC

This display listst

i de
255.3.2.1
4 hl en = 0x5 tos = 0x0 tlen = 0x60
902 flags = 0x0 frag of f=0x0
20 prot 0=0x11 chksum = 0x5885
source port = 0x89 dest port = 0x89

I en = Ox4c checksum = Oxa6a0
00000014: 00 01 00 00 |
00000024: 00 00 00 01 20 45 49 45 50 45 47 45 47 45 46 46 |
00000034: 43 43 4e 46 41 45 44 43 41 43 41 43 41 43 41 43 | CC
00000044: 41 43 41 41 41 00 00 20 00 01 cO Oc 00 20 00 01 | AC
00000054: 00 04 93 e0 00 06 60 00 01 02 03 04 00

PACKET ---------

he information as it appears in a packet.

The following is sample output from the show debug command:

show debug

debug icnp trace
debug packet off
debug sql net of f

of f

Related Commands

mgcp Configures additional support for the Media Gateway Control Protocol fixup
(packet application inspection) and is used with the fixup protocol mgcp
command.

show conn Displays all active connections. There is an MGCP show conn option and
connection flag, “g”.

timeout Sets the maximum idle time duration. (There is an MGCP timeout option.)
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dhcpd

Configures the DHCP server.

[no] dhepd addressipl[-ip2] if _name

[no] dhcpd auto_config [outside]

[no] dhcpd dns dnsl [dns2]

[no] dhepd winswinsl [wins2]

[no] dhcpd lease lease _length

[no] dhcpd domain domain_name

[no] dhcpd enableif_name

[no] dhcpd option 66 ascii {server_name | server_ip_str}

[no] dhcpd option 150 ip server_ipl [ server_ip2]

no dhcpd option code

[no] dhcpd ping_timeout timeout

[no] debug dhcpd event

[no] debug dhcpd packet

clear dhcpd [binding|statistics]

show dhcpd [binding|statistics]

Syntax Description addressipl [ip2]

The IP pool address range. The size of the pool is limited to 32 addresses
with a 10-user license and 128 addresses with a 50-user license on the
PIX 501. The unlimited user license on the PIX 501 and all other

PIX Firewall platforms support 256 addresses.

If the address pool range is larger than 253 addresses, the netmask of the
PIX Firewall interface cannot be a Class C address (for example,
255.255.255.0) and hence needs to be something larger, for example,
255.255.254.0.

auto_config

Enable PIX Firewall to automatically configure DNS, WINS and domain
name values from the DHCP client to the DHCP server. If the user aso
specifies dns, wins, and domain parameters, then the CL| parameters
overwrite the auto_config parameters.

binding

The binding information for a given server |P address and its associated
client hardware address and lease length.

code

Specifies the DHCP option code, either 66 or 150.

dns dnsl [dns2]

The IP addresses of the DNS servers for the DHCP client. Specifies that
DNS A (address) resource records that match the static translation are
rewritten. A second server addressis optional.

] Cisco PIX Firewall Command Reference
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domain domain_name

The DNS domain name. For example, example.com.

if_ name

Specifies the interface on which to enable the DHCP server.

lease lease_length

The length of the lease, in seconds, granted to DHCP client from the
DHCP server. The lease indicates how long the client can use the assigned
I P address. The default is 3600 seconds. The minimum lease length is 300
seconds, and the maximum lease length is 2,147,483,647 seconds.

option 150 Specifies the TFTP server | P address(es) designated for Cisco |P Phones
in dotted-decimal format. DHCP option 150 is site-specific; it givesthe |IP
addresses of alist of TFTP servers.

option 66 Specifies the TFTP server | P address designated for Cisco | P Phones and
gives the IP address or the host name of a single TFTP server.

outside The outside interface of the firewall.

ping_timeout Allows the configuration of the timeout value of a ping, in milliseconds,

before assigning an | P address to a DHCP client.

server_ip(1,2)

Specifies the | P address(es) of a TFTP server.

Command Modes

Usage Guidelines

Note

server_ip_str Specifiesthe TFTP server in dotted-decimal format, suchas1.1.1.1, but is
treated as a character string by the PIX Firewall DHCP server.

server_name Specifies an ASCII character string representing the TFTP server.

statistics Statistical information, such as address pool, number of bindings,

malformed messages, sent messages, and received messages.

The |P addresses of the Microsoft NetBIOS name servers (WINS server).
The second server address is optional.

wins winsl [wins2]

Configuration mode.

A DHCP server provides network configuration parameters to a DHCP client. Support for the DHCP
server within the PIX Firewall means the PIX Firewall can use DHCP to configure connected clients.
This DHCP feature is designed for the remote home or branch office that will establish a connection to
an enterprise or corporate network. See the Cisco PIX Firewall and VPN Configuration Guide for
information on how to implement the DHCP server feature into the PIX Firewall.

You must specify an interface name, if_name, for all DHCP server commands when using PIX Firewall
software Version 6.3. In earlier software versions, only the inside interface could be configured as the
DHCP server so there was no need to specify if_name.

The PIX Firewall DHCP server does not support BOOTP requests and failover configurations.

The dhepd addressipl[-ip2] if _name command specifies the DHCP server address pool. The address pool
of aPIX Firewall DHCP server must be within the same subnet of the PIX Firewall interfacethat isenabled
and you must specify the associated PIX Firewall interface with theif _name. In other words, the client must
be physically connected to the subnet of a PIX Firewall interface. The size of the pool is limited to 32
addresses with a 10-user license and 128 addresses with a 50-user license on the PI X 501. The unlimited
user license on the PIX 501 and all other PIX Firewall platforms support 256 addresses.
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Note

Use caution with namesthat containa“-" (dash) character because the dhcpd addr ess command interprets
the last (or only) “-" character in the name as a range specifier instead of as part of the name. For

example, the dhcpd address command treats the name “host - net 2” as arange from “host ” to “net 2”.
If the nameis“host - net 2-sect i on3” thenitisinterpreted as arange from “host - net 2” to “secti on3”.

The no dhepd address command removes the DHCP server address pool you configured.

The dhepd dns command specifies the IP address(es) of the DNS server(s) for DHCP client. You have the
option to specify two DNS servers. The no dhepd dns command removes the DNS IP address(es) from your
configuration.

The dhcpd wins command specifies the addresses of the WINS server for the DHCP client. The no dhepd
dns command removes the WINS server IP address(es) from your configuration.

The dhcpd lease command specifies the length of the lease in seconds granted to the DHCP client. This
lease indicates how long the DHCP client can use the assigned | P address the DHCP granted. The no
dhcpd lease command removes the lease length that you specified from your configuration and replaces
this value with the default value of 3600 seconds.

The dhcpd domain command specifies the DNS domain name for the DHCP client. For example,
example.com. The no dhcpd domain command removes the DNS domain server from your
configuration.

The dhcpd enableif_name command enables the DHCP daemon to begin to listen for the DHCP client
requests on the DHCP-enabled interface. The no dhcpd enable command disables the DHCP server
feature on the specified interface.

DHCP must be enabled to use this command. Use the dhcpd enableif _name command to turn on DHCP.

The PIX Firewall DHCP server daemon does not support clients that are not directly connected to a
firewall interface, and the interface must be configured to retrieve DHCP client information (with the
dhcprelay enable client_ifc command).

The dhcpd option 66 | 150 command retrieves TFTP server address information for Cisco IP Phone
connections.

When a dhcpd option command request arrives at the PIX Firewall DHCP server, the PIX Firewall
places the value(s) specified by the dhcpd option 66 | 150 in the response.

Use the dhcpd option code command as follows:

- |f the TFTP server for Cisco |P Phone connections is located on the inside interface, use the local
IP address of the TFTP server in the dhcpd option command.

« |Ifthe TFTPserverislocated on aless secureinterface, create agroup of NAT, global and access-list
command statements for the inside IP phones, and use the actual |P address of the TFTP server in
the dhcpd option command.

« |If the TFTP server islocated on a more secure interface, create a group of static and access-list
command statements for the TFTP server and use the global |1P address of the TFTP server in the
dhcpd option command.

The show dhcpd command displays dhcpd commands, binding and statistics information associated
with all of the dhcpd commands.

The clear dhcpd command clears all of the dhcpd commands, binding, and statistics information.

Thedebug dhcpd event command displays event information about the DHCP server. The debug dhcpd
packet command displays packet information about the DHCP server. Use the no form of the debug
dhcpd commands to disable debugging.
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m. 78-14890-01 |



| Chapter5

D through F Commands

dhcpd M

Examples The following partial configuration example shows how to use the dhcpd address, dhcpd dns, and
dhcpd enableif_name commands to configure an address pool for the DHCP clients and a DNS server
address for the DHCP client, and how to enable the dmz interface of the PIX Firewall for the DHCP
server function.
dhcpd address 10.0.1.100-10.0.1.108 dne
dhcpd dns 209. 165. 200. 226
dhcpd enabl e dne
The following partial configuration example shows how to define a DHCP pool of 253 addresses and use
the auto_config command to configure the DNS, WINS, and DOMAIN parameters. Note that the dmz
interface of the firewall is configured as the DHCP server, and the netmask of the dmz interfaceis
255.255.254.0:
ip address dnz 10.0.1.1 255.255.254.0
dhcpd address 10.0.1.2-10.0.1. 254 dnz
dhcpd auto_confi g outside
dhcpd enabl e dne
The following partial configuration example shows how to use three new features that are associated
with each other: DHCP server, DHCP client, and PAT using interface | P to configure a PIX Firewall in
a small office, home office (SOHO) environment with the inside interface as the DHCP server:

! use dhcp to configure the outside interface and default route

i p address outside dhcp setroute

! enabl e dhcp server daenpn on the inside interface

ip address inside 10.0.1.2 255.255.255.0

dhcpd address 10.0.1.100-10.0.1.108 inside

dhcpd dns 209. 165. 201. 2 209. 165. 202. 129

dhcpd wi ns 209. 165. 201. 5

dhcpd | ease 3600

dhcpd donmi n exanpl e. com

dhcpd enabl e inside

! use outside interface | P as PAT gl obal address

nat (inside) 1 00

global (outside) 1 interface

The following is sample output from the show dhcpd command:

pi xfirewal | (config)# show dhcpd

dhcpd address 10.0.1.100-10.0.1.108 inside

dhcpd | ease 3600

dhcpd ping_timeout 750

dhcpd dns 209. 165. 201. 2 209. 165. 202. 129

dhcpd enabl e inside

The following is sample output from the show dhcpd binding command:

pi xfirewal | (config)# show dhcpd bi ndi ng

| P Address Hardware Address Lease Expiration Type

10.0.1.100 0100. a0c9. 868e. 43 84985 seconds autonatic

The following is sample output from the show dhcpd statistics command:

show dhcpd statistics

Address Pools 1

Aut omati c Bindings 1

Expired Bindings 1

Mal f or med messages 0

Message Received

BOOTREQUEST 0

DHCPDI SCOVER 1

Cisco PIX Firewall Command Reference
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DHCPREQUEST 2
DHCPDECLI NE 0
DHCPRELEASE 0
DHCPI NFORM 0

Message Sent
BOOTREPLY 0
DHCPOFFER 1
DHCPACK 1
DHCPNAK 1

Related Commands  ip address Configuresthe | P address and mask for an interface, or definesalocal address
pool.

dhcprelay

Configures the DHCP relay agent, which relays requests between the firewall interface of the DCHP
server and DHCP clients on a different firewall interface.

[no] dhcprelay enable client_ifc

[no] dhcprelay server dhcp_server_ip server_ifc
[no] dhcprelay setroute client_ifc

[no] dhcprelay timeout seconds

[clear|show] dhcprelay [statistics]

Syntax Description client_ifc The name of the interface on which the DHCP relay agent accepts client

requests.

dhcp_server_ip The IP address of the DHCP server to which the DHCP relay agent forwards
client requests.

enable Enables the DHCP relay agent to accept DHCP requests from clients on the
specified interface.

seconds The number of seconds allowed for DHCP relay address negotiation.

server_ifc The name of the firewall interface on which the DHCP server resides.

statistics The DHCP relay statistics, incremented until aclear dhcprelay statistics

command is issued.

Defaults By default, the DHCP relay agent is disabled.
The default DHCP relay timeout value is 60 seconds.

Command Modes Configuration mode. The show dhcprelay commands are also available in privileged mode.

Cisco PIX Firewall Command Reference
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A

Note

dhcprelay

Use the dhcprelay enable, dhcprelay server, and dhcprelay timeout commands to configure the
DHCP relay agent to relay requests between the firewall interface of the DCHP server and DHCP clients
on adifferent firewall interface.

Use network extension mode for DHCP clients whose DHCP server is on the other side of an Easy VPN
tunnel. Otherwise, if the DHCP client is behind a PIX Firewall VPN Easy Remote device connected to
an Easy VPN Server using client mode, then the DHCP client will not be able to get a DHCP | P address
from the DHCP server on the other side of the Easy VPN Server.

dhcprelay enable

For the firewall to start the DHCP relay agent with the dhcprelay enable client_ifc command, you must
have a dhcprelay server command already in your configuration. Otherwise, the firewall displays an
error message similar to the following:

DHCPRA: Warni ng - There are no DHCP servers confi gured!

No rel ayi ng can be done w thout a server!
Use the 'dhcprelay server <server_ip> <server_ifc>" conmand

The dhcprelay enable client_ifc command starts a DHCP server task on the specified interface. If this
dhcprelay enable command is the first dhcprelay enable command to be issued, and there are
dhcprelay server commands in the configuration, then the ports for the DHCP servers referenced are
opened and the DHCP relay task starts.

When adhcprelay enable client_ifc command is removed with a no dhcprelay enable client_ifc
command, the DHCP server task for that interface stops. When the dhcprelay enable command being
removed is the last dhcprelay enable command in the configuration, all of the ports for the servers
specified in the dhcprelay server commands are closed and the DHCP relay task stops.

dhcprelay server

Add at least one dhcprelay server command to your firewall configuration before you enter adhcprelay
enable command or the firewall will issue an error message.

The dhcprelay server command opens a UDP port 67 on the specified interface for the specified server
and starts the DHCP relay task as soon as a dhcprelay enable command is added to the configuration.
If thereis no dhcprelay enable command in the configuration, then the sockets are not opened and the
DHCP relay task does not start.

When adhcprelay server dhcp_server_ip [server_ifc] command is removed, the port for that server is
closed. If the dhcprelay server command being removed is the last dhcprelay server command in the
configuration, then the DHCP relay task stops.

dhcprelay setroute

The dhcprelay setroute client_ifc command enables you to configure the DHCP Relay Agent to change
the first default router address (in the packet sent from the DHCP server) to the address of client_ifc.
That is, the DHCP Relay Agent substitutes the address of the default router with the address of client_ifc.

If thereis no default router option in the packet, the firewall adds one containing the address of client_ifc.
This allows the client to set its default route to point to the firewall.

When the dhcprelay setroute client_ifc command is not configured (and there is a default router option
in the packet) it passes through the firewall with the router address unaltered.
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dhcprelay timeout

The dhcprelay timeout command sets the amount of time, in seconds, allowed for responses from the
DHCP server to pass to the DHCP client through the relay binding structure.

no dhcprelay commands
The no dhcprelay enable client_ifc command removes the DHCP relay agent configuration for the
interface specified by client_ifc only.

The no dhcprelay server dhep_server_ip [server_ifc] command removes the DHCP relay agent
configuration for the DHCP server and specified by dhcp_server_ip [server_ifc] only.

show dhcprelay
The show dhcprelay command displays the DHCP relay agent configuration, and the show dhcprelay
statistics command displays counters for the packets relayed by the DHCP relay agent.

The clear dhcprelay command clears all DHCP relay configurations. The clear dhcprelay statistics
command clears the show dhcprelay statistics counters.

Examples The following example configures the DHCP relay agent for a DHCP server with the IP address of
10.1.1.1 onthe outside interface of the firewall and client requests on the inside interface of the firewall,
and sets the timeout val ue to 90 seconds:

pi xfirewal | (config)# dhcprelay server 10.1.1.1 outside
pi xfirewal | (config)# show dhcprel ay

dhcprel ay server 10.1.1.1 outside

dhcprel ay tinmeout 50

pi xfirewal | (config)# dhcprelay tinmeout 60
pi xfirewal | (config)# show dhcprel ay
dhcprel ay server 10.1.1.1 outside
dhcprelay tinmeout 60

pi xfirewal | (config)# dhcprelay enabl e inside
pi xfirewal | (config)# show dhcprel ay
dhcprelay server 10.1.1.1 outside

dhcprel ay enabl e inside

dhcprelay tinmeout 60

The following example shows how to disable the DHCP relay agent if there is only one dhcprelay
enable command in the configuration:

pi xfirewal | (config)# no dhcprelay enabl e
pi xfirewal | (config)# show dhcprel ay
dhcprelay server 10.1.1.1 outside
dhcprelay tinmeout 60

The following is sample output from the show dhcprelay statistics command:

pi xfirewal | (config)# show dhcprelay statistics
Packets Rel ayed
BOOTREQUEST
DHCPDI SCOVER
DHCPREQUEST
DHCPDECLI NE
DHCPREL EASE
DHCPI NFORM

O OO w-~NO

BOOTREPLY
DHCPCOFFER 7
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DHCPACK 3
DHCPNAK 0
Related Commands  dhcpd Controls the DHCP server feature.
disable
Exit privileged mode and return to unprivileged mode.
enable
disable
Syntax Description enable Enter thisat the PIX Firewall command-lineinterface prompt to enter privileged mode.
disable Enter this at the PIX Firewall command-line interface prompt to exit privileged mode.
Command Modes Privileged mode.
Usage Guidelines Use the enable command to enter privileged mode. The disable command exits privileged mode and

returns you to unprivileged mode.

Examples The following example shows how to enter privileged mode:

pi xfirewal | > enabl e
pi xfirewal | #

The following example shows how to exit privileged mode:

pi xfirewal | # di sabl e
pi xfirewal | >

domain-name

Change the IPSec domain name.

domain-name name

Syntax Description name A domain name, up to 63 characters.

Command Modes Configuration mode.

Cisco PIX Firewall Command Reference
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Usage Guidelines

A

Note

Examples

The domain-name command lets you change the |PSec domain name.

The change of the domain name causes the change of the fully qualified domain name. Once the fully
gualified domain name is changed, delete the RSA key pairs using the ca zeroize r sa command, and
delete related certificates using the no ca identity ca_nickname command.

The following example shows use of the domain-name command:

domain-name example.com

dynamic-map

View or delete a dynamic crypto map entry. To configure crypto dynamic map entries, see the crypto
dynamic-map command.

clear dynamic-map

show dynamic-map

Syntax Description

Command Modes

Usage Guidelines

N

Note

eeprom

dynamic-map A dynamic crypto map entry.

Configuration mode.

The clear dynamic-map command removes dynamic-map commands from the configuration. The
show dynamic-map command lists the dynamic-map commands in the configuration.

The dynamic-map command is the same as the crypto dynamic-map command. Refer to the crypto
dynamic-map command page for more information such as examples and other command options.

Thiscommand appliesonly to Pl X 525 model swith serial numbers 44480380055 through 44480480044.
Displays and updates the contents of the EEPROM non-vol atile storage devices used for low-level
Ethernet interface configuration information.

eeprom update

show eeprom

Cisco PIX Firewall Command Reference
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Syntax Description

Command Modes

Usage Guidelines

eeprom update Modifies the EEPROM register settings, if necessary, after checking the
contents of EEPROM registers 6 and 10 to ensure they contain the
hexadecimal values 0x4701 and 0x40c0, respectively. If these registers
contain different values, then all EEPROM register settings, except the
MAC address registers, which were not affected by the problem, are reset
to the correct values.

Configuration mode.

The eeprom commands added in Version 5.2(4) and higher fix a caveat (CSCds76768) involving
corruption of the eeprom on the onboard Ethernet interfaces. For additional information, see the
December 20, 2000 Field Notice, “ Cisco Secure PIX Firewall: PIX-525 Ethernet EEPROM
Programming Issue.” This field notice is available at the following website:

http://www.cisco.com/warp/public/770/fn13021.shtml
The problem is summarized as follows:

If you configure the onboard Ethernet interfaces (ethernetO and ethernet1) on a PIX 525 with a serial
number of 44480380055 through 44480480044 to full duplex, interface errors and throughput reductions
may occur. If you configure the interfaces to half duplex or to auto-sense, the speed and duplex function
normally without error.

The eeprom command is designed to fix the problem and performs the same function as the "eedisk"
utility without requiring access to the ROM monitor mode. The two variants of the eeprom command
are the show eeprom command and eeprom update command.

The eeprom update command performs the same function as the "eedisk" utility without requiring
access to the ROM monitor mode, whereas the show eeprom command indicates whether the Ethernet
EEPROM programming is correct or not.

The show eeprom command displays the current EEPROM setting, and the eeprom update command
modifies the settings if necessary. If the eeprom command does update the EEPROM settings, a reboot
of the PIX Firewall is recommended.

The eeprom command verifies the EEPROM register settings and updates them if they are not set to the
recommended values. The eeprom command does not update the settings if they are correct and does
not recommend a reboot unless the settings are changed.

The eeprom update command checks the contents of EEPROM registers 6 and 10 to ensure they contain
the hexadecimal values 0x4701 and 0x40c0, respectively. If these registers contain different values, then
all EEPROM register settings except the MAC address registers, which were not affected by the problem
causing CSCds76768, are reset to the correct values.

Each register is 16 bits. The correct register values are as follows:

Register Name Value

Register 0to 2 MAC address Differs on each system (unique)
Register 3 Compatibility Bits 0x3

Register 5 Controller and connector type |0x201

Register 6 Onboard PHY type 0x4701

[ 78-14890-01
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Register Name

Value

Register 10 Onboard Prom ID

0x40C0

Register 12 Vendor ID, where 8086 is Intel

0x8086

Examples

pi x525# show eeprom
eeprom settings for
reg0: 0x5000
regl: Oxfeb4
reg2: 0Ox65f6
reg3: O0x3
reg5: 0x201
reg6: 0x4702
regl0: 0x40cO
regl2: 0x8086
eeprom settings for
reg0: 0x5000
regl: Oxfeb4
reg2: 0Ox66f6
reg3: 0x3
reg5: 0x201
reg6: 0x4702
regl0: 0x40cO
regl2: 0x8086regl2: 0x8086

i fcO:

ifcl:

The show eeprom command will display the current EEPROM register settings:

If the command is run on a unit that is not a PIX 525, the following will be seen:

pi x515# show eeprom
This unit is not a Pl X-525.
Type help or '?" for a list of available conmands

If the update needs to be run on the PIX 525, the eeprom update command returns the following:

pi x525# eeprom update
eeprom settings on ifcO are being reset to defaults
reg0: 0x5000
regl: Oxfe54
reg2: 0x65f6
reg3: 0x3
reg5: 0x201
reg6: 0x4701
regl0: 0x40cO
regl2: 0x8086
eeprom settings on ifcl are being reset to defaults
reg0: 0x5000
regl: Oxfe54
reg2: 0x66f6
reg3: O0x3
reg5: 0x201
reg6: 0x4701
regl0: 0x40cO
regl2: 0x8086

**% WARNING  *** WARNING *** WARNING *** WARNI NG ***
The system should be restarted as soon as possible
**% WARNING  *** WARNI NG *** WARNI NG *** WARNI NG ***

If the update has been run successfully, the eeprom command output will appear as follows:

pi x525# eeprom updat e

] Cisco PIX Firewall Command Reference
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eeprom settings on ifcO are already up to date
reg0: 0x5000
regl: Oxfeb4
reg2: 0Ox65f6
reg3: O0x3
reg5: 0x201
reg6: 0x4701
regl0: 0x40cO
regl2: 0x808
eeprom settings on ifcl are already up to date
reg0: 0x5000
regl: Oxfeb4
reg2: 0x66f6
reg3: O0x3
reg5: 0x201
reg6: 0x4701
regl0: 0x40cO
regl2: 0x80866

enable

Start privileged mode or access privilege levels.
enable [priv_level]
disable [priv_level]
enable password [pw] [level priv_1evel] [encrypted]

no enable password [level priv_level]

show enable

Syntax Description enable Specifies to activate a process, mode, or privilege level.
enable priv_level Specifies to enable the privilege level, from 0 to 15.
encrypted Specifies that the provided password is already encrypted.
level priv_level Specifies to set the privilege level, from 0 to 15.
password Specifies to configure privilege levels.
pw The privilege level password string.

Command Modes Unprivileged mode for enable, and configuration mode for enable password.

Usage Guidelines The enable command starts privileged mode(s). The PIX Firewall promptsyou for your privileged mode
password. By default, a password is not required—press the Enter key at the Password prompt to start
privileged mode. Use the disable command to exit privileged mode. Usethe enable passwor d command
to change the password.

The enable password command changes the privileged mode password, for which you are prompted
after you enter the enable command. When the PIX Firewall starts and you enter privileged mode, the
password prompt appears. Thereisnot a default password (pressthe Enter key at the Password prompt).

Cisco PIX Firewall Command Reference
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You can return the enable password to its original value (pressthe Enter key at prompt) by entering the
following command:
pi xfirewal | # enabl e password
pi xfirewal | #
S
Note  If you change the password, write it down and store it in a manner consistent with your site’s security
policy. Once you change this password, you cannot view it again. Also, ensure that all who access the
PIX Firewall console are given this password.
Usethe passwd command to set the password for Telnet access to the PIX Firewall console. The default
passwd value is cisco.
See the passwd command page for more information.
If no privilege level name is specified, then the highest privilege level is assumed.
The show enable command displays the password configuration for privilege levels.
Examples The following example shows how to start privileged mode with the enable command and then

configuration mode with the configure terminal command.

pi xfirewal | > enabl e

Passwor d:

pi xfirewal | # configure term nal
pi xfirewal | (config)#

The following examples show how to start privileged mode with the enable command, change the enable
password with the enable password command, enter configuration mode with the configure terminal
command, and display the contents of the current configuration with the write terminal command:

pi xfirewal | > enabl e

Passwor d:

pi xfirewal | # enabl e password wottal 1fe
pi xfirewal | # configure term nal
pixfirewal | (config)# wite termnal

Bui | di ng configuration...

enabl e password 2oi fudsaoi d. 9f f encrypt ed

The following example shows the use of the encrypted option:

enabl e password 1234567890123456 encrypted
show enabl e password
enabl e password 1234567890123456 encrypted

enabl e password 1234567890123456
show enabl e password
enabl e password feCkwUGkt TCAgl bD encrypt ed

The following exampl e shows how to configure enable passwords for levels other than the default level
of 15:

pi xfirewal | (config)# enabl e password cisco |evel 10

pi xfirewal | (config)# show enabl e
enabl e password wC38a. EQkl qK3ZqY | evel 10 encrypted
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
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pi xfirewal | (config)# enabl e password wC38a. EQkl gK3ZqY | evel 12 encrypted
pi xfirewal | (config)# show enabl e

enabl e password wC38a. EQkl qK3zZqY | evel 10 encrypted

enabl e password wC38a. EQkl qK3ZqY | evel 12 encrypted

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

pi xfirewal | (config)# no enabl e password | evel 12

pi xfirewal | (config)# show enabl e

enabl e password wC38a. EQkl qK3zZqY | evel 10 encrypted

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

pi xfirewal | (config)# no enabl e password | evel 10

pi xfirewal | (confi g)# show enabl e
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

However, notice that defining privilege levels 10 and 12 does not change or remove the level 15
password.

established

Permit return connections on ports other than those used for the originating connection based on an
established connection.

[no] established dest_protocol [src_port] [per mitto protocol port [-port]] [per mitfrom protocol
port[-port]]

clear established

show established

Syntax Description dest_port Specifies the destination port to use for the established connection lookup. Thisisthe
originating traffic's destination port and may be specified as 0 if the protocol does not
specify which destination port(s) will be used. Use wildcard ports (0) only when
necessary.

permitfrom Used to specify the return traffic's protocol and from which source port(s) the traffic
will be permitted.

permitto Used to specify the return traffic's protocol and to which destination port(s) the traffic
will be permitted.

src_port Specifies the source port to use for the established connection lookup. Thisis the
originating traffic's source port and may be specified as 0 if the protocol does not
specify which source port(s) will be used. Use wildcard ports (0) only when necessary.

Command Modes Configuration mode.

Cisco PIX Firewall Command Reference
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Usage Guidelines

Note

Note

Note

The established command allows outbound connections return access through the PIX Firewall. This
command works with two connections, an original connection outbound from anetwork protected by the
PIX Firewall and areturn connection inbound between the same two devices on an external host.

The first protocol, destination port, and optional source port specified are for the initial outbound
connection. The permitto and per mitfrom options refine the return inbound connection.

We recommend that you always specify the established command with the permitto and per mitfrom
options. Without these options, the use of the established command opens a security hole that can be
exploited for attack of your internal systems. See the “ Security Problem” section that follows for more
information.

The per mitto option letsyou specify anew protocol or port for the return connection at the PIX Firewall.
The permitfrom option lets you specify a new protocol or port at the remote server.
The no established command disables the established feature.

The clear established command removes all establish command statements from your configuration.

For the established command to work properly, the client must listen on the port specified with the
permitto option.

You can use the established command with the nat 0 command statement (where there are no global
command statements).

The established command cannot be used with Port Address Translation (PAT).

The established command works as shown in the following format:
established A B C pernitto D E permtfromD F

This command works as though it were written “1f there exists a connection between two hosts using
protocol A from src port B destined for port C, permit return connections through the PIX Firewall via
protocol D (D can be different from A), if the source port(s) correspond to F and the destination port(s)
correspond to E.”

For example:
established tcp 6060 0 pernmitto tcp 6061 permitfromtcp 6059
Inthis case, if aconnection isstarted by an internal host to an external host using TCP source port 6060

and any destination port, the PIX Firewall permits return traffic between the hosts via TCP destination
port 6061 and TCP source port 6059.

For example:
established udp 0 6060 permitto tcp 6061 permitfromtcp 1024- 65535
Inthis case, if aconnection is started by an internal host to an external host using UDP destination port

6060 and any source port, the PIX Firewall permits return traffic between the hosts via TCP destination
port 6061 and TCP source port 1024-65535.
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Security Problem

The established command has been enhanced to optionally specify the destination port used for
connection lookups. Only the source port could be specified previously with the destination port being
0 (awildcard). This addition allows more control over the command and provides support for protocols
where the destination port is known, but the source port is not.

The established command can potentially open alarge security holein the PIX Firewall if not used with
discretion. Whenever you use this command, if possible, also use the permitto and per mitfrom options
to indicate ports to which and from which access is permitted. Without these options, external systems
to which connections are made could make unrestricted connections to the internal host involved in the
connection. The following are examples of potentially serious security violations that could be allowed
when using the established command.

For example:
established tcp 0 4000

In thisexample, if aninternal system makes a TCP connection to an external host on port 4000, then the
external host could come back in on any port using any protocol:

established tcp 0 0 (Same as previous releases established tcp 0 command.)

The following example occurs when alocal host 10.1.1.1 starts a TCP connection on port 9999 to a
foreign host 209.165.201.1. The example allows packets from the foreign host 209.165.201.1 on port
4242 back to local host 10.1.1.1 on port 5454.

established tcp 9999 permitto tcp 5454 permitfromtcp 4242

The next example allows packets from foreign host 209.165.201.1 on any port back to local host 10.1.1.1
on port 5454:

established tcp 9999 pernmitto tcp 5454

XDMCP Support

PIX Firewall now provides support for XDMCP (X Display Manager Control Protocol) with assistance
from the established command.

XDMCP is on by default, but will not complete the session unless the established command is used.
For example:
established tcp 0 6000 to tcp 6000 fromtcp 1024- 65535

This enables the internal XDMCP equipped (UNIX or ReflectionX) hosts to access external XDMCP
equipped XWindows servers. UDP/177 based XDMCP negotiates a TCP based XWindows session and
subsequent TCP back connections will be permitted. Because the source port(s) of the return traffic is
unknown, the src_port field should be specified as 0 (wildcard). The destination port, dest_port, will
typically be 6000; the well-known X Server port. The dest_port should be 6000 + n; where n represents
the local display number. Use the following UNIX command to change this value.

set env DI SPLAY host nane: di spl aynunber . scr eennunber

The established command is needed because many TCP connections are generated (based on user
interaction) and the source port for these connection is unknown. Only the destination port will be static.
The PIX Firewall does XDMCP fixups transparently. No configuration is required, but the established
command is necessary to accommodate the TCP session. Be advised that using applications like this
through the PIX Firewall may open up security holes. The XWindows system has been exploited in the
past and newly introduced exploits are likely to be discovered.
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exit

Exit an access mode.

exit
enable
Syntax Description exit Exits the current command mode.
enable Enables privileged mode.
Command Modes All modes.
Usage Guidelines Use the exit command to exit from an access mode. This command is the same as the quit command.
Examples The following example shows how to exit configuration mode and then privileged mode:

pixfirewal | (config)# exit
pixfirewal | # exit
pi xfirewal | >

failover

Enable or disable the PIX Firewall failover feature on a standby PIX Firewall.
[no] failover [active]
[no] failover ip addressif_nameip_address
[no] failover lan unit primary | secondary
[no] failover lan interface lan_if _name
[no] failover lan key key secret
[no] failover lan enable
[no] failover link [stateful if name]
[no] failover mac address mif_name act_mac stn_mac
[no] failover poll seconds
[no] failover replicate http

failover reset

Cisco PIX Firewall Command Reference
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show failover [lan [detail]]

Syntax Description

act_mac The interface MAC address for the active PIX Firewall.

active Make a PIX Firewall the active unit. Use this command when you need to force
control of the connection back to the unit you are accessing, such as when you
want to switch control back from a unit after you have fixed a problem and want
to restore service to the primary unit. Either enter the no failover active command
on the secondary unit to switch service to the primary or the failover active
command on the primary unit.

detail Displays LAN-based failover configuration information.

enable Enables LAN-based failover; otherwise, serial cable failover is used.

if name The interface name for the failover | P address.

ip_address The IP address used by the standby unit to communicate with the active unit. Use
this 1P address with the ping command to check the status of the standby unit. This
address must be on the same network as the system |P address. For example, if the
system |P addressis 192.159.1.3, set the failover |P address to 192.159.1.4.

key Enables encryption and authentication of L AN-based failover messages between
PIX Firewalls.

key secret The shared secret key.

lan Specifies LAN-based failover.

lan interface The name of the firewall interface dedicated to L AN-based failover. The interface

lan_if _name name of aVLAN logical interface cannot be used for lan_if _name.

link Specify the interface where a Fast Ethernet or Gigabit LAN link is available for
Stateful Failover. A VLAN logical interface cannot be used.

mif_name The name of the interface to set the MAC address.

poll seconds Specify how long failover waits before sending special failover “hello” packets
between the primary and standby units over all network interfaces and the fail over
cable. The default is 15 seconds. The minimum value is 3 seconds and the
maximum is 15 seconds. Set to alower value for Stateful Failover. With a faster
poll time, PIX Firewall can detect failure and trigger failover faster. However,
faster detection may cause unnecessary switchovers when the network is
temporarily congested or a network card starts slowly.

primary Specifies the primary PIX Firewall to use for LAN-based failover.

replicate http

The[no] failover replicate http command allowsthe stateful replication of HTTP
sessionsin aStateful Failover environment. The no form of thiscommand disables
HTTP replication in a Stateful Failover configuration. When HTTP replication is
enabled, the show failover command displays the failover replicate http
command configuration.

reset

Force both units back to an unfailed state. Use this command once the fault has
been corrected. The failover reset command can be entered from either unit, but
it isbest to always enter commands at the active unit. Entering the failover reset
command at the active unit will “unfail” the standby unit.

secondary

Specifies the secondary PIX Firewall to use for LAN-based failover.
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stateful_if name In addition to the failover cable, a dedicated Fast Ethernet or Gigabit LAN link is
required to support Stateful Failover. The interface name of a VLAN logical
interface cannot be used for stateful _if name.

stn_mac The interface MAC address for the standby PIX Firewall.

Command Modes

Usage Guidelines

N

Note

Note

Configuration mode.

The default failover setup uses serial cable failover. LAN-based failover requires explicit LAN-based

failover configuration. Additionally, for LAN-based failover, you must install a dedicated 100 Mbps or
Gigabit Ethernet, full-duplex VLAN switch connection for failover operations. Failover isnot supported
using a crossover Ethernet cable between two PIX Firewall units.

The PIX 506/506E cannot be used for failover in any configuration.

The primary unit in the PIX 515/515E, PIX 525, or PIX 535 failover pair must have an Unrestricted
(UR) license. The secondary unit can have Failover (FO) or UR license. However, the failover pair must
be two otherwise identical units with the same PIX Firewall hardware and software.

For a Stateful Failover link, use the mtu command to set the interface maximum transmission unit
(MTU) to 1500 bytes or greater.

For serial cable failover, use the failover command without an argument after you connect the optional
failover cable between your primary PIX Firewall and a secondary PIX Firewall. The default
configuration hasfailover enabled. Enter no failover in the configuration file for the PIX Firewall if you
will not be using the failover feature. Use the show failover command to verify the status of the
connection and to determine which unit is active.

For LAN-based failover, use the failover lan commands. The show failover lan command displays
LAN-based failover information (only), and show failover lan detail supplies debugging information
for your LAN-based failover configuration.

Refer to the Cisco PIX Firewall and VPN Configuration Guide for configuration information.

For failover, the PIX Firewall requiresthat you configure any unused interfaces with one of thefollowing
methods:

» Shutdown the interface and do not configure its IP or failover | P address. If these addresses are
configured, use the no ip address and no failover ip address commands to remove the
configuration.

- Configure the interface like other interfaces but use a cross-over Ethernet cable to connect the
interface to the Standby unit. Do not connect the interface to an external switch or hub device.

Set the speed of the Stateful Failover dedicated interface to 100full for a Fast Ethernet interface or
1000fullsx for a Gigabit Ethernet interface.

Use the failover active command to initiate a failover switch from the standby unit, or the no failover
active command from the active unit to initiate a failover switch. You can use this feature to return a
failed unit to service, or to force an active unit off line for maintenance. Because the standby unit does
not keep state information on each connection, all active connections will be dropped and must be
re-established by the clients.
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Use the failover link command to enable Stateful Failover. Enter the no failover link command to
disable the Stateful Failover feature.

If afailover | P address has not been entered, the show failover command will display 0.0.0.0 for the IP
address, and monitoring of the interfaces will remain in “waiting” state. A failover |P address must be
set for failover to work.

The failover mac address command enables you to configure avirtual MAC addressfor aPI X Firewall
failover pair. The failover mac address command sets the PIX Firewall to use the virtual MAC address
stored inthe PIX Firewall configuration after failover, instead of obtainingaMAC address by contacting
its failover peer. Thisenablesthe PIX Firewall failover pair to maintain the correct MAC addresses after
failover. If avirtual MAC address is not specified, the PIX Firewall failover pair uses the burned in
network interface card (NIC) address asthe MAC address. However, thefailover mac addr ess command
isunnecessary (and therefore cannot be used) on an interface configured for L AN-based fail over because
the failover lan interface lan_if _name command does not change the IP and MAC addresses when
failover occurs.

When adding thefailover mac address command to your configuration, it isbest to configurethe virtual
MAC address, save the configuration to Flash memory, and then reload the PIX Firewall pair. If the
virtual MAC addressis added when there are active connections, then those connections will stop. Also,
you must write the complete PIX Firewall configuration, including the failover mac address command,
into the Flash memory of the secondary PIX Firewall for the virtual MAC addressing to take effect.

The failover poll seconds command lets you determine how long failover waits before sending special
failover “hello” packets between the primary and standby units over all network interfaces and the
failover cable. The default is 15 seconds. The minimum value is 3 seconds and the maximum is 15
seconds. Set to alower valuefor Stateful Failover. With afaster poll time, PIX Firewall can detect failure
and trigger failover faster. However, faster detection may cause unnecessary switchovers when the
network istemporarily congested or a network card starts slowly.

When afailover cable connects two PIX Firewall units, the no failover command now disables failover
until you enter the failover command to explicitly enable failover. Previously, when the failover cable
connected two PIX Firewall units and you entered the no failover command, failover would
automatically re-enable after 15 seconds.

You can also view the information from the show failover command using SNMP. Refer to the Cisco
PIX Firewall and VPN Configuration Guide for more information on configuring failover.

Usage Notes

1. LAN-based failover requires a dedicated interface, but the same interface can also be used for
Stateful Failover. However, the interface needs enough capacity to handle both the LAN-based
failover and Stateful Failover traffic; otherwise, use two separate dedicated interfaces.

2. If you reboot the PIX Firewall without entering the write memory command and the failover cable
is connected, failover mode automatically enables.

Serial Cable (Default) Failover
The following sample output shows that failover is enabled, and that the primary unit state is active;

show fail over
pi xfirewal | (config)# show fail over
Fai l over On
Cabl e status: Nor mal
Reconnect timeout 0:00: 00
Pol | frequency 15 seconds
failover replication http
Thi s host: Secondary - Standby
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Active time:0 (sec)
Interface FailLink (209.165.201. 6): Nor nal
Interface 4th (209.165.200. 230): Nor nal
Interface int5 (209.165. 200. 226) : Nor mal
Interface intf2 (192.168.1.1): Normal
Interface outside (209.165.200.225): Nor nal
Interface inside (10.1.1.4): Nornal
O her host:Primary - Active
Active tine: 242145 (sec)
Interface FailLink (172.16.31.1): Normal
The rest of command output is omitted.
The “Cable status’ has these val ues:
- Normal—Indicates that the active unit is working and that the standby unit is ready.
» Waiting—Indicates that monitoring of the other unit’'s network interfaces has not yet started.
» Failed—Indicates that the PIX Firewall has failed.
The “ Stateful Obj” has these val ues:
« Xmit—Indicates the number of packets transmitted.
« Xerr—Indicates the number of transmit errors.
» Rcv—Indicates the number of packets received.
« Rcv—Indicates the number of receive errors.
Each row is for a particular object static count:
» Genera—The sum of all stateful objects.
« Syscmd—Refersto logical update system commands, such as login or stay alive.

« Uptime—Thevaluefor PIX Firewall up time which the active PIX Firewall unit will pass on to the
standby unit.

- Xlate—The PIX Firewall translation information.

» Tcp conn—The PIX Firewall dynamic TCP connection information.
» Udp conn—The PIX Firewall dynamic UDP connection information.
» ARPtbl—The PIX Firewall dynamic ARP table information.

e RIF tbl—The dynamic router table information.

The Standby Logical Update Statistics output displayed when you use the show failover command only
describes Stateful Failover. The “xerrs” value does not indicate an error in failover, but rather the number
of packet transmit errors.

You can view the IP addresses of the standby unit with the show ip address command:

show i p address
System | P Addr esses:
i p address outside 209.165.201. 2 255. 255. 255. 224
ip address inside 192.168.2.1 255.255.255.0
ip address perineter 192.168.70.3 255.255.255.0
Current | P Addresses:
ip address outside 209.165.201. 2 255. 255. 255. 224
ip address inside 192.168.2.1 255.255.255.0
i p address perinmeter 192.168.70.3 255.255.255.0

The Current | P Addresses are the same as the System |P Addresses on the failover active unit. When the
primary unit fails, the Current |P Addresses become those of the standby unit.
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failover W

LAN-Based Failover
To make sure LAN-based failover starts properly, follow these configuration steps:

Configure the primary PIX Firewall unit before connecting the failover LAN interface.
Save the primary unit configuration to Flash memory.

Configure the PIX Firewall secondary unit using the appropriate failover lan commands before
connecting the LAN-based failover interface.

Save the secondary unit configuration to Flash memory.

Reboot both units and connect the L AN-based failover interfaces to the designated failover switch, hub,
or VLAN.

If any item in afailover lan command needs to be changed, then disconnect the L AN-based failover
interface, and repeat the preceeding steps.

When properly configured, the LAN-based failover configurations for your primary and secondary
PIX Firewall units should be different, reflecting which is primary and which is secondary.

The following example outlines how to configure LAN-based failover between two PIX Firewall units.

Primary PIX Firewall configuration:

pi x(config)# naneif ethernetO outside security0

pi x(config)# naneif ethernetl inside securityl00
pi x(config)# nanmeif ethernet2 stateful security20
pi x(config)# naneif ethenret3 lanlink security30

pi x(config)#i nterface ethernet0 100f ul
pi x(config)#i nterface ethernetl 100f ul
pi x(config)#i nterface ethernet2 100ful
pi x(config)#i nterface ethenret3 100f ul
pi x(config)#i nterface ethernet4 100f ul

pi x(config)# ip address outside 172.23.58.70 255.255.255.0
pi x(config)# ip address inside 10.0.0.2 255.255.255.0

pi x(config)# ip address stateful 10.0.1.2 255.255.255.0

pi x(config)# ip address lanlink 10.0.2.2 255.255.255.0

pi x(config)# failover ip address outside 172.23.58.51

pi x(config)# failover ip address inside 10.0.0.4
pi x(config)# failover ip address stateful 10.0.1
pi x(config)# failover ip address lanlink 10.0.2
pi x(config)# fail over

pi x(config)# failover poll 15

pi x(config)# failover lan unit primry

pi x(config)# failover lan interface |anlink

pi x(config)# failover |lan key 12345678

pi x(config)# failover |lan enable

4
4

Secondary PIX Firewall configuration:

Pi x2(config)# naneif ethernet3 lanlink security30
pi x2(config)# interface ethernet3 100f ul
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pi x2(config)# ip address lanlink 10.0.2.2 255.255.255.0

pi x2(config)# failover ip address lanlink 10.0.2.4

pi x2(config)# fail over

pi x2(config)# failover lan unit secondary (optional)
pi x2(config)# failover lan interface |anlink

pi x2(config)# failover |lan key 12345678

pi x2(config)# failover |an enable

The following example illustrates how to use the failover mac address command:

i p address outside 172.23.58.50 255. 255. 255. 224

ip address inside 192.168.2.11 255.255.255.0

ip address intf2 192.168.10.11 255. 255.255.0

failover

failover ip address outside 172.23.58.51

failover ip address inside 192.168.2.12

failover ip address intf2 192.168. 10.12

failover nmac address outside 00a0.c989.e481 00a0.c969.c7f1
failover mac address inside 00a0.c976.cde5 00a0.c922.9176
failover mac address intf2 00a0.c969.87c8 00a0.c918. 95d8
failover link intf2

The output of the show failover command includes a section for LAN-based failover if it is enabled as
follows:

pi x(config)# show failover
Fai l over On
Cabl e status: Unknown
Reconnect timeout 0:00: 00
Pol | frequency 15 seconds
This host: Primary - Standby
Active tinme: 255 (sec)
Interface outside (192.168.1.232): Nornal
Interface inside (192.168.5.2): Norna
O her host: Secondary - Active
Active time: 256305 (sec)
Interface outside (192.168.1.231): Norna
Interface inside (192.168.5.1): Norna

Stateful Failover Logical Update Statistics
Li nk : Unconfigured

Lan Based Failover is Active
interface dnz (209.165.200.226): Normal, peer (209.165.201.1): Norna

The show failover lan command displays only the LAN-based failover section, as follows:

pi x(config)# show failover |an
Lan Based Failover is Active
interface dnz (209.165.200.226): Nornal, peer (209.165.201.1): Nornal

The show failover lan detail command isused mainly for debugging purposes and displaysinformation
similar to the following:

pi x(config)# show fail over |an detai

Lan Failover is Active

This Pix is Primary

Conmmand Interface is dne

Peer Command Interface IP is 209.165.201.1

My interface status is Oxl

Peer interface status is Ox1

Peer interface downtine is 0x0

Total msg send: 103093, rcvd: 103031, droped: O, retrans: 13, send_err: O
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Total / Cur/ Max of 51486:0:5 nsgs on retransQ

LAN FO cnmd queue, count: 0, head: 0x0, tail: O0x0
Fai | over config state is 0x5c

Fai | over config poll cnt is O

Fai |l over pending tx nsg cnt is O

Fai | over Fmsg cnt is O

Enables, disables, or displays URL, Java, or ActiveX filtering.

[no] filter activex port local_ip mask foreign_ip mask

[no] filter ftp dest-port local_ip local _mask foreign_ip foreign_mask [allow] [interact-block]

[no] filter java port[-port] local_ip mask foreign_ip mask

[no] filter httpsdest-port local _ip local _mask foreign_ip foreign_mask [allow]

[no] filter url [http | port[-port]] local_ip local _mask foreign_ip foreign_mask [allow]
[proxy-block] [longurl-truncate | longurl-deny] [cgi-truncate]

[no] filter url except local_ip local_mask foreign_ip foreign_mask

[no] filter url port | except local_ip mask foreign_ip mask [allow] [proxy-block]
[longurl-truncate | longurl-deny] [cgi-truncate]

clear filter
show filter
Syntax Description activex Block outbound ActiveX, Java applets, and other HTML <object> tags from
outbound packets.
allow filter url only: When the server is unavailable, let outbound connections pass

through the firewall without filtering. If you omit this option, and if the N2H2 or
Websense server goes off line, PIX Firewall stops outbound port 80 (Web) traffic
until the N2H2 or Websense server is back on line.

cgi_truncate

Sends a CGl script asan URL.

dest-port The destination port number.
except filter url only; creates an exception to a previous filter condition.
foreign_ip The IP address of the lowest security level interface to which accessis sought. You

can use 0.0.0.0 (or in shortened form, 0) to specify all hosts.

foreign_mask

Network mask of foreign_ip. Always specify a specific mask value. You can use
0.0.0.0 (or in shortened form, 0) to specify all hosts.

ftp Enables File Transfer Protocol (FTP) filtering. Available with Websense URL
filtering only.

http Specifies port 80. You can enter http or www instead of 80 to specify port 80.)

https Enables HTTPS filtering. Available with Websense URL filtering only.
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inter act-block Prevents users from connecting to the FTP server through an interactive FTP
program.

java Specifies to filter out Java applets returning from an outbound connection.

local_ip The I P address of the highest security level interface from which accessis sought.
You can set this address to 0.0.0.0 (or in shortened form, 0) to specify all hosts.

local_mask Network mask of local_ip. You can use 0.0.0.0 (or in shortened form, 0) to specify
al hosts.

longurl-deny Denies the URL request if the URL is over the URL buffer size limit or the URL

buffer is not available.

longurl-truncate Sends only the originating host name or | P address to the Websense server if the
URL is over the URL buffer limit.

Command Modes

Usage Guidelines

Note

mask Any mask.
port The port that receives Internet traffic on the PIX Firewall. Typically, thisis port
80, but other values are accepted. The http or url literal can be used for port 80.
proxy-block Prevents users from connecting to an HTTP proxy server.
url Filter Universal Resource Locators (URLSs) from data moving through the
PIX Firewall.

Configuration mode.

The clear filter command removes all filter commands from the configuration.

filter activex

Thefilter activex command filters out ActiveX, Java applets, and other HTML <object> usages from
outbound packets. ActiveX controls, formerly known as OLE or OCX controls, are components you can
insert in aweb page or other application. These controls include custom forms, calendars, or any of the
extensive third-party forms for gathering or displaying information.

As atechnology, it creates many potential problems for the network clients including causing
workstations to fail, introducing network security problems, or be used to attack servers.

This feature blocks the HTML <object> tag and comments it out within the HTML web page.

The <object> tag is also used for Java applets, image files, and multimedia objects, which will also be
blocked by the filter activex command. If the <object> or </object> HTML tags split across network
packets or if the codein the tagsislonger than the number of bytesinthe MTU, the PIX Firewall cannot
block the tag.

ActiveX blocking does not occur when users access an | P address referenced by the alias command.

To specify that all outbound connections have ActiveX blocking, use the following command:
filter activex 80 0 0 0 0

This command specifies that the ActiveX blocking applies to Web traffic on port 80 from any local host
and for connections to any foreign host.
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filter java

Thefilter java command filters out Java applets that return to the PIX Firewall from an outbound
connection. The user still receivesthe HTML page, but the web page source for the applet is commented
out so that the applet cannot execute. Use O for the local_ip or foreign_ip I P addresses to mean all hosts.

If Java applets are known to be in <object> tags, use the filter activex command to remove them.

To specify that all outbound connections have Java applet blocking, use the following command:
filter java 80 0 0 0 O

This command specifies that the Java applet blocking applies to Web traffic on port 80 from any local
host and for connections to any foreign host.

filter url

Thefilter url command letsyou prevent outbound users from accessing World Wide Web URL sthat you
designate using the N2H2 or Websense filtering application.

The url-server command must be configured before issuing the filter command for HTTPS and FTP,
and if all URL serversareremoved from the server list, then al filter commandsrelated to URL filtering
are also removed.

The allow option to the filter command determines how the PI X Firewall behaves in the event that the
N2H2 or Websense server goes off line. If you use the allow option with the filter command and the
N2H2 or Websense server goes offline, port 80 traffic passes through the PIX Firewall without filtering.
Used without the allow option and with the server off line, PIX Firewall stops outbound port 80 (\Web)
traffic until the server is back on line, or if another URL server is available, passes control to the next
URL server.

With the allow option set, PIX Firewall now passes control to an alternate server if the N2H2 or
Websense server goes off line.

The N2H2 or Websense server works with the PIX Firewall to deny users from access to websites based
on the company security policy.

Wehsense protocol Version 4 enables group and username authentication between a host and a
PIX Firewall. The PIX Firewall performs a username lookup, and then Websense server handles URL
filtering and username logging.

The N2H2 server must be a Windows workstation (2000, NT, or XP), running an |FP Server, with a
recommended minimum of 512 MB of RAM. Also, the long URL support for the N2H2 serviceis
capped at 3 KB, less than the cap for Websense.

Websense protocol Version 4 contains the following enhancements:

« URL filtering allows the PIX Firewall to check outgoing URL requests against the policy defined
on the Websense server.

» Username logging tracks username, group, and domain name on the Websense server.

» Username lookup enables the PIX Firewall to use the user authentication table to map the host's |P
address to the username.

Follow these steps to filter URLS:
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Designate an N2H2 or Websense server with the appropriate vendor-specific form of the url-server
command.

Enable filtering with the filter command.

If needed, improve throughput with the url-cache command. However, this command does not update
Websense logs, which may affect Websense accounting reports. Accumulate Websense run logs before
using the url-cache command.

Use the show url-cache stats and the show perfmon commands to view run information.

Information on Websense is available at the following website:

http://www.websense.com/

The following example filters all outbound HTTP connections except those from the 10.0.2.54 host:

url -server (perinmeter) host 10.0.1.1
filter url 80 000 0
filter url except 10.0.2.54 255.255.255.255 0 0

The following example blocks all outbound HT TP connections destined to a proxy server that listens on
port 8080:

filter url 8080 0 0 0 O proxy-bl ock

fixup protocol

Modifies PIX Firewall protocol fixupsto add, delete, or change services and feature defaults.
fixup protocol ctigbe 2748
fixup protocol esp-ike
fixup protocol ftp [strict] [port]
fixup protocol http [port[-port]
fixup protocol h323 {h225 | ras} port [-port]
fixup protocol icmp error
fixup protocol ils [port[-port]]
[no] fixup protocol mgcp [port[-port]]
fixup protocol pptp 1723
fixup protocol rsh [514]
fixup protocol rtsp [port]

fixup protocol sip [port[-port]
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[no] fixup protocol sip udp 5060

fixup protocol skinny [port[-port]

fixup protocol smtp [port[-port]]

fixup protocol sglnet [port[-port]]

no fixup protocol [protocol _name] [port]

clear fixup
show ctigbe

show fixup

show fixup protocol protocol [protocol]

show conn state [protocol]

show h225

show h245

show h323-ras

show mgcp
show sip

show skinny

show timeout protocol

Syntax Description

ctighe Enables the Computer Telephony Interface Quick Buffer Encoding (CTIQBE)
fixup. Used with Cisco TAPI/JTAPI applications.
esp-ike Enables PAT for Encapsulating Security Payload (ESP), single tunnel.

fixup protocol ils

Provides support for Microsoft NetMeeting, SiteServer, and Active Directory
products that use LDAP to exchange directory information with an ILS server.

fixup protocol
protocol [protocol]

[port[-port]]

Modifies PIX Firewall protocol fixups to add, delete, or change services and
feature defaults.

ftp Specifies to change the ftp port number.

h323 h225 Specifies to use H.225, the ITU standard that governs H.225.0 session
establishment and packetization, with H.323. H.225.0 actually describes several
different protocols: RAS, use of Q.931, and use of RTP.

h323 ras Specifies to use RAS with H.323 to enable dissimilar communication devices to

communicate with each other. H.323 defines a common set of CODECs, call
setup and negotiating procedures, and basic data transport methods.

http [port[-port]

The default port for HTTP is 80. Use the port option to change the HTTP port,
or the port-port option to specify arange of HTTP ports.
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ils

Specifiesthe Internet Locator Service. Thedefault portis TCP LDAP server port
389.

mgcp

Enables the Media Gateway Control Protocol (MGCP) fixup. (Use the mgcp
command to configure additional support for the MGCP fixup.)

no

Disables the fixup of a protocol by removing all fixups of the protocol from the
configuration using the no fixup command. After removing all fixups for a
protocol, the no fixup form of the command or the default port is stored in the
configuration.

port

The port on which to enable the fixup (application inspection). You can use port
numbers or supported port literals. The default ports are;: TCP 21 for ftp, TCP
LDAP server port 389 for ils, TCP 80 for http, TCP 1720 for h323 h225, UDP
1718-1719 for h323 ras, TCP 514 for rsh, TCP 554 for rtsp, TCP 2000 for
skinny, TCP 25 for smtp, TCP 1521 for sqlnet, and TCP 5060 for sip. The
default port value for rsh cannot be changed, but additional port statements can
be added. Seethe “Ports” sectionin Chapter 2, “Using PIX Firewall Commands’
for alist of valid port literal names. The port over which the designated protocol
travels.

port-port

Specifies a port range.

pptp

Enables Point-to-Point Tunneling Protocol (PPTP) application inspection. The
default port is 1723.

protocol

Specifies the protocol to fix up.

protocol _name

The protocol name.

ras

Registration, admission, and status (RAS) is a signaling protocol that performs
registration, admissions, bandwidth changes, status, and disengage procedures
between the Vol P gateway and the gatekeeper.

sip

Enable SIP.

skinny

Enable SCCP application inspection. The default port is 2000. SCCP protocol
supports I P telephony and can coexist in an H.323 environment. An application
layer ensures that all SCCP signaling and media packets can traverse the

PIX Firewall and interoperate with H.323 terminals.

Skinny is the short name form for Skinny Client Control Protocol (SCCP).

strict

Prevent web browsers from sending embedded commandsin FTP requests. Each
FTP command must be acknowledged before a new command is allowed.
Connections sending embedded commands are dropped.

upd

Specifies the UDP port number.

Command Modes All fixup protocol commands are available in configuration mode unless otherwise specified.

The show fixup protocol mgcp command is available in privileged mode.

Defaults The default ports for the PIX Firewall fixup protocols are as follows:

fixup
fixup
fixup
fixup
fixup
fixup

pr ot ocol
pr ot ocol
pr ot ocol
pr ot ocol
pr ot ocol
pr ot ocol

ftp 21

h323 h225 1720
h323 ras 1718-1719
http 80

ils 389

rsh 514
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fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqglnet 1521

(These are the defaults that are enabled on a PIX Firewall running software Version 6.3.)
The fixup for MGCP is disabled by default.

The fixup protocol commands let you view, change, enable, or disable the use of a service or protocol
through the PIX Firewall. The ports you specify are those that the PIX Firewall listens at for each
respective service. You can change the port value for every service except rsh. The fixup protocol
commands are always present in the configuration and are enabled by default.

The fixup protocol command performs the Adaptive Security Algorithm based on different port
numbers other than the defaults. This command is global and changes things for both inbound and
outbound connections, and cannot be restricted to any static command statements.

The clear fixup command resets the fixup configuration to its default. It does not remove the default
fixup protocol commands.

You can disable the fixup of a protocol by removing all fixups of the protocol from the configuration
using the no fixup command. After you remove all fixups for a protocol, the no fixup form of the
command or the default port is stored in the configuration.

show fixup commands
The show fixup command displays the current fixup configuration and port val ues.

The show fixup protocol protocol [protocol] command displays the port values for the individual
protocol specified.

The show conn state [sip] command displays the connection state of the designated protocol.

The show h225, show h245, and show h323-ras commands display connection information for
troubleshooting H.323 fixup issues, and are described with the fixup protocol h323 {h225 | ras}
commands.

The show skinny command assists in troubleshooting SKINNY fixup issues and is described with the
fixup protocol skinny command.

The show sip command assists in troubleshooting SIP fixup issues and is described with the fixup
protocol sip udp 5060 command. The show timeout sip command displays the timeout value of the
designated protocol.

fixup protocol ctigbe 2748

Thefixup protocol ctigbe 2748 command enables CTIQBE protocol inspection that supports NAT, PAT,
and bi-directional NAT. This enables Cisco |P SoftPhone and other Cisco TAPI/JTAPI applications to
work successfully with Cisco CallManager for call setup across the firewall.

By default, fixup protocol ctigbe 2748 is disabled. You enable the CTIQBE fixup as shown in the
following example:

pi xfirewal | (config)# fixup protocol ctiqgbe 2748

pi xfirewal | (config)# show fixup protocol ctiqgbe
fixup protocol ctigbe 2748
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The no fixup protocol ctigbe 2748 command disables the CTIQBE fixup.

The show ctigbe command displays information of CTIQBE sessions established across the
PIX Firewall. Along with debug ctigbe and show local-host, this command is used for troubleshooting
CTIQBE fixup issues.

Note  We recommend that you have the pager command configured before using the show ctigbe command.
If there are alot of CTIQBE sessions and the pager command is not configured, it can take a while for
the show ctigbe command output to reach the end.

The following is sample output from the show ctigbe command under the following conditions. There
is only one active CTIQBE session setup across the PIX Firewall. It is established between an internal
CTI device (for example, a Cisco |P SoftPhone) at local address 10.0.0.99 and an external Cisco Call
Manager at 172.29.1.77, where TCP port 2748 is the Cisco CallManager. The heartbeat interval for the
session is 120 seconds.

pi xfirewal | (config)# show ctigbe

LOCAL FOREI GN STATE  HEARTBEAT

1 10.0.0.99/1117 172.29.1.77/ 2748 1 120

RTP/ RTCP: PAT x|l ates: mapped to 172.29.1.99(1028 - 1029)

MEDI A: Device ID 27 call IDO
Forei gn 172.29.1.99 (1028 - 1029)
Local  172.29.1.88 (26822 - 26823)

The CTI device has already registered with the CallManager. The device's internal address and RTP
listening port is PATed to 172.29.1.99 UDP port 1028. Its RTCP listening port is PATed to UDP 1029.

The line beginning with RTP/ RTCP:  PAT xl ates: appearsonly if aninternal CTI device has registered
with an external CallManager and the CT1 device'saddress and portsare PATed to that external interface.
This line does not appear if the CallManager is located on an internal interface, or if the internal CTI
device's address and ports are NATed to the same external interface that is used by the CallManager.

The output indicates a call has been established between this CTI device and another phone at
172.29.1.88. The RTP and RTCP listening ports of the other phone are UDP 26822 and 26823. The
other phone locates on the same interface as the CallManager because the PIX Firewall does not
maintain a CTIQBE session record associated with the second phone and CallManager. The active call
leg on the CTI device side can be identified with Device ID 27 and Call 1D 0.

The following is the xlate information for these CTIBQE connections;

pi xfirewal | (config)# show x| ate debug
3 in use, 3 nost used
Flags: D- DNS, d - dunp, | - identity, i - inside, n - no random

0 - outside, r - portmap, s - static
TCP PAT frominside: 10.0.0.99/1117 to outside:172.29.1.99/1025 flags ri idle 0:00:22
ti meout 0:00: 30
UDP PAT frominside: 10.0.0.99/16908 to outside:172.29.1.99/1028 flags ri idle 0:00:00
ti meout 0:04:10
UDP PAT frominside: 10.0.0.99/ 16909 to outside:172.29.1.99/1029 flags ri idle 0:00:23
ti meout 0:04:10
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fixup protocol esp-ike

The fixup protocol esp-ike command enables PAT for Encapsulating Security Payload (ESP), single
tunnel.

The fixup protocol esp-ike command is disabled by default. If afixup protocol esp-ike command is
issued, the fixup is turned on, and the firewall preserves the source port of the Internet Key Exchange
(IKE) and creates a PAT translation for ESP traffic. Additionally, if the esp-ike fixup is on, ISAKMP
cannot be turned on any interface.

fixup protocol ftp

Usethe fixup protocol ftp command to specify the listening port or portsfor the File Transfer Protocol
(FTP). The following list describes the features and usage of this command:

- ThePIX Firewall listens to port 21 for FTP by default.
« Multliple ports can be specified.

« Only specify the port for the FTP control connection and not the data connection. The PIX Firewall
stateful inspection will dynamically prepare the data connection as necessary. For example, the
following isincorrect:

INCORRECT

fixup protocol ftp 21
fixup protocol ftp 20

and is the following is correct:
CORRECT
fixup protocol ftp 21
» Use caution when moving FTP to a higher port. For example, if you set the FTP port to 2021 by

entering fi xup protocol ftp 2021 all connections that initiate to port 2021 will have their data
payload interpreted as FTP commands.

The following is an example of afixup protocol ftp command configuration that uses multiple FTP
fixups:

For a PIX Firewall with two interfaces

ip address outside 192.168.1.1 255.255.255.0
ip address inside 10.1.1.1 255.255.255.0

There is an inside host 10.1.1.15 that will be
exported as 192.168.1.15. This host runs the FTP
services at port 21 and 1021

static (inside, outside) 192.168.1.15 10.1.1.15

Construct an access list to permt inbound FTP traffic to
port 21 and 1021

access-list outside permt tcp any host 192.168.1.15 eq ftp
access-list outside pernmt tcp any host 192.168.1.15 eq 1021
access-group outside in interface outside

Specify that traffic to port 21 and 1021 are FTP traffic

fixup protocol ftp 21
fixup protocol ftp 1021
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Note

If you disable FTP fixupswith the no fixup protocol ftp command, outbound users can start connections
only in passive mode, and all inbound FTP is disabled.

The strict option to the fixup protocol ftp command prevents web browsers from sending embedded
commands in FTP requests. Each FTP command must be acknowledged before a new command is
allowed. Connections sending embedded commands are dropped. The strict option only letsan FTP
server generate the 227 command and only letsan FTP client generate the PORT command. The 227 and
PORT commands are checked to ensure they do not appear in an error string.

fixup protocol h323 {h225 | ras}

Thefixup protocol h323{h225| ras} command provides support for H.323 compliant applications such
as Cisco CallManager and Vocal Tec Gatekeeper. H.323 is a suite of protocols defined by the
International Telecommunication Union (ITU) for multimedia conferences over LANS.

PIX Firewall software Version 5.3 and higher supports H.323 v2 with Fast Connect or Fast Start
Procedure for faster call setup and H.245 tunneling for resource conservation, call synchronization, and
reduced set up time.

PIX Firewall software Versions 6.2 and higher support PAT for H.323. When upgrading from any
pre-PIX Firewall software Version 6.2 release, the following will be added to the configuration:

fixup protocol h323 ras 1718-1719
Additionally, fixup protocol h323 port becomes fixup protocol h323 h225 port. You can disable H.225
signaling or RA S fixup (or both) with the no fixup protocol h323 {h225 | ras} port [-port] command.

PIX Firewall software Version 6.3 and higher supports H.323 v3 and v4 messages as well as the H.323
v3 feature Multiple Calls on One Call Signaling Channel.

The show h225, show h245, and show h323-ras commands display connection information for
troubleshooting H.323 fixup issues.

Before using the show h225, show h245, or show h323-ras commands, we recommend that you
configure the pager command. If there are alot of session records and the pager command is not
configured, it may take a while for the show output to reach its end. If there is an abnormally large
number of connections, check that the sessions are timing out based on the default timeout values or the
values set by you. If they are not, then there is a problem that needs to be investigated.

The show h225 command displaysinformation for H.225 sessions established across the PIX Firewall.
Along with the debug h323 h225 event, debug h323 h245 event, and show local-host commands, this
command is used for troubleshooting H.323 fixup issues.

The following is sample output from the show h225 command:

pi xfirewal | (config)# show h225
Total H 323 Calls: 1
1 Concurrent Call(s) for

Local : 10. 130. 56. 3/ 1040 Forei gn: 172.30. 254. 203/ 1720

1. CRV 9861

Local : 10. 130. 56. 3/ 1040 Foreign: 172.30.254.203/1720
0 Concurrent Call(s) for

Local : 10. 130. 56. 4/ 1050 Foreign: 172.30.254.205/1720

This output indicates that there is currently 1 active H.323 call going through the PIX Firewall between
thelocal endpoint 10.130.56.3 and foreign host 172.30.254.203, and for these particular endpoints, there
is 1 concurrent call between them, with a CRV (Call Reference Value) for that call of 9861.
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For the local endpoint 10.130.56.4 and foreign host 172.30.254.205, there are O concurrent Calls. This
means that there is no active call between the endpoints even though the H.225 session still exists. This
could happen if, at the time of the show h225 command, the call has already ended but the H.225 session
has not yet been deleted. Alternately, it could mean that the two endpoints still have a TCP connection
opened between them because they set “maintainConnection” to TRUE, so the session is kept open until
they set it to FALSE again, or until the session times out based on the H.225 timeout value in your
configuration.

The show h245 command displays information for H.245 sessions established across the PIX Firewall
by endpoints using slow start. (Slow start is when the two endpoints of a call open another TCP control
channel for H.245. Fast start is where the H.245 messages are exchanged as part of the H.225 messages
on the H.225 control channel.) Along with the debug h323 h245 event, debug h323 h225 event, and
show local-host commands, this command is used for troubleshooting H.323 fixup issues.

The following is sample output from the show h245 command:

pi xfirewal | (config)# show h245
Total: 1
LOCAL TPKT FOREI GN TPKT
1 10. 130. 56. 3/ 1041 0 172. 30. 254. 203/ 1245 0
MEDI A: LCN 258 Foreign 172.30.254.203 RTP 49608 RTCP 49609
Local 10. 130. 56. 3 RTP 49608 RTCP 49609
MEDI A: LCN 259 Foreign 172.30.254.203 RTP 49606 RTCP 49607
Local 10. 130. 56. 3 RTP 49606 RTCP 49607

Thereis currently one H.245 control session active across the PIX Firewall. The local endpoint is
10.130.56.3, and we are expecting the next packet from this endpoint to have a TPKT header since the
TPKT valueis 0. (The TKTP header is a 4-byte header preceding each H.225/H.245 message. It gives
the length of the message, including the 4-byte header.) The foreign host endpoint is 172.30.254.203,
and we are expecting the next packet from this endpoint to have a TPKT header since the TPKT value
isO.

The media negotiated between these endpoints have a LCN (logical channel number) of 258 with the
foreign RTP IP address/port pair of 172.30.254.203/49608 and a RTCP | P address/port of
172.30.254.203/49609 with alocal RTP IP address/port pair of 10.130.56.3/49608 and a RTCP port of
49609.

The second LCN of 259 has aforeign RTP | P address/port pair of 172.30.254.203/49606 and a RTCP IP
address/port pair of 172.30.254.203/49607 with alocal RTP | P address/port pair of 10.130.56.3/49606
and RTCP port of 49607.

The show h323-ras command displays information for H.323 RAS sessions established across the
PIX Firewall between a gatekeeper and its H.323 endpoint. Along with the debug h323 ras event and
show local-host commands, this command is used for troubleshooting H.323 RAS fixup issues.

The following is sample output from the show h323-ras command:

pi xfirewal | (config)# show h323-ras
Total: 1
(€14 Cal l er
172. 30. 254. 214 10. 130. 56. 14

This output shows that there is one active registration between the gatekeeper 172.30.254.214 and its
client 10.130.56.14.

fixup protocol http

The fixup protocol http command sets the port for Hypertext Transfer Protocol (HTTP) traffic
application inspection. The default port for HTTP is 80.
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Note

Use the port option to change the default port assignments from 80. Use the port-port option to apply
HTTP application inspection to arange of port numbers.

The no fixup protocol http command statement also disables the filter url command.

HTTP inspection performs several functions:
« URL logging of GET messages
« URL screening through N2H2 or Websense
» Javaand ActiveX filtering

The latter two features must be configured in conjuction with the filter command.

fixup protocol icmp error

The fixup protocol icmp error command enables NAT of ICMP error messages. This creates
translations for intermedi ate hops based on the static or network address translation configuration on the
firewall.

The no fixup protocol icmp error disables the creation of atranslation (xlate) for the intermediate
nodes which generate ICMP error messages.

By default fixup protocol icmp error is disabled.

fixup protocol ils
The fixup protocol ils command provides NAT support for Microsoft NetMeeting, SiteServer, and Active

Directory products that use LightWeight Directory Access Protocol (LDAP) to exchange directory
information with an for Internet Locator Service (ILS) server.

fixup protocol mgcp

If auser wishesto use MGCP, they will usually need to configure at least two fixup protocol commands;
one for the port on which the gateway receives commands, and one for the port on which the Call Agent
receives commands.

Normally, a Call Agent sends commands to the default MGCP port for gateways, 2427, and a gateway
sends commands to the default MGCP port for Call Agents, 2727.

The following example adds fixup support for Call Agents and gateways that use the default ports:

fixup protocol ngcp 2427
fixup protocol ngcp 2727

The no fixup protocol mgep command removes the MGCP fixup configuration.

The show fixup protocol mgep command displays the configured MGCP fixups. Please refer to the
mgcp command for information on the show mgcp command.

fixup protocol pptp

The fixup protocol pptp [1723] command inspects PPTP protocol packets and dynamically creates the
GRE connections and xlates necessary to permit PPTP traffic.

Specifically, the firewall inspects the PPTP version announcements and the outgoing call
request/response sequence. Only PPTP Version 1, as defined in RFC 2637, is inspected. Further
inspection on the TCP control channel is disabled if the version announced by either sideis not Version
1. In addition, the outgoing-call request and reply sequence are tracked. Connections and/or xlates are
dynamic allocated as necessary to permit subsequent secondary GRE data traffic.
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The fixup protocol pptp 1723 command is disabled by default. Enter the following command to enable
the PPTP fixup:
pi xfirewal | (config)# fixup protocol pptp 1723
pi xfirewal | (config)# show fixup
fixup protocol ftp 21
fixup protocol http 80
fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol sip 5060
fixup protocol skinny 2000
fixup protocol pptp 1723
fixup protocol sip udp 5060
The PPTP fixup must be enabled for PPTP traffic to be translated by PAT. Additionally, PAT isonly
performed for a modified version of GRE (RFC2637) and only if it is negotiated over the PPTP TCP
control channel. PAT is not performed for the unmodified version of GRE (RFC 1701 and RFC 1702).
fixup protocol rtsp
Thefixup protocol rtsp command letsPIX Firewall passReal Time Streaming Protocol (RTSP) packets.

RTSPis used by Real Audio, RealNetworks, Apple QuickTime 4, RealPlayer, and Cisco IP/TV

connections.

If you are using Cisco IP/TV, use RTSP TCP port 554 and TCP 8554:

fixup protocol rtsp 554
fixup protocol rtsp 8554
The following restrictions apply to the fixup protocol rtsp command:

1. This PIX Firewall will not fix RTSP messages passing through UDP ports.

2. PAT isnot supported with the fixup protocol rtsp command.

3. PIX Firewall does not have the ability to recognize HTTP cloaking where RT SP messages are
hidden in the HTTP messages.

4. PIX Firewall cannot perform NAT on RTSP messages because the embedded | P addresses are
contained in the SDP files as part of HTTP or RTSP messages. Packets could be fragmented and
PIX Firewall cannot perform NAT on fragmented packets.

5. With Cisco IP/TV, the number of NATs the PIX Firewall performs on the SDP part of the message
is proportional to the number of program listings in the Content Manager (each program listing can
have at least six embedded |P addresses).

6. You can configure NAT for Apple QuickTime 4 or RealPlayer. Cisco IP/TV only works with NAT
if the Viewer and Content Manager are on the outside network and the server is on the inside
network.

7. When using RealPlayer, it isimportant to properly configure transport mode. For the PIX Firewall,
add an access-list command statement from the server to the client or vice versa. For Real Player,
change transport mode by clicking Options>Preferences>Transport>RT SP Settings.

If using TCP mode on the Real Player, select the Use TCP to Connect to Server and Attempt to
use TCP for all content check boxes. On the PIX Firewall, there is no need to configure the fixup.
Cisco PIX Firewall Command Reference
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If using UDP mode on the RealPlayer, select the Use TCP to Connect to Server and Attempt to
use UDP for static content check boxes, and for live content not available via Multicast. On the
PIX Firewall, add a fixup protocol rtsp port command statement.

fixup protocol sip

Usethefixup protocol sip [port[-port] command to enable SIP-over-TCP application inspection, or the
fixup protocol sip udp 5060 command to enable SIP-over-UDP application inspection. If either SIP
fixup method is enabled, SIP packets are inspected and then NAT is provided for the appropriate 1P
addresses. The SIP fixups are enabled by default on TCP or UDP port 5060, respectively. However, only
the TCP SIP fixup port is configurable in PIX Firewall software Version 6.3. You cannot change ports
on the firewall for the SIP-over-UDP fixup, but you can disable the SIP-over-UDP fixup with the no
fixup protocol sip udp 5060 command.

Session Initiation Protocol (SIP), as defined by the Internet Engineering Task Force (IETF), enables call
handling sessions and two-party audio conferences (calls). SIP works with Session Description Protocol
(SDP) for call signaling. SDP specifies the ports for the media stream. Using SIP, the PIX Firewall can
support any SIP Voice over |P (VolP) gateway or Vol P proxy server. SIP and SDP are defined in the
following RFCs:

« SIP: Session Initiation Protocol, RFC 2543
» SDP: Session Description Protocol, RFC 2327

To support SIP, the following must be inspected: calls through the PIX Firewall, signaling messages for
the media connection addresses, media ports, and embryonic connections for the media. Thisisbecause
while the signaling is sent over a well known destination port (UDP/TCP 5060), the media streams are
dynamically allocated and because SIPisatext-based protocol that contains | P addresses throughout the
text.

PIX Firewall software Version 6.2 and higher supports PAT for SIP. In PIX Firewall software Version 6.3
and later, you can disable the SIP fixup for both UDP and TCP signaling with the commands no fixup
protocol sip udp 5060 and no fixup protocol sip [port[-port] respectively.

For additional information about the SIP protocol see RFC 2543. For additional information about the
Session Description Protocol (SDP), see RFC 2327.

The show sip command displays information for SIP sessions established across the PIX Firewall.
Along with the debug sip and show local-host commands, this command is used for troubleshooting
SIP fixup issues.

Note  Werecommend that you configure the pager command before using the show sip command. If there are
alot of SIP session records and the pager command is not configured, it will take awhile for the show
sip command output to reach its end.

The following is sample output from the show sip command:

pi xfirewal | (config)# show sip

Total : 2

call-id c3943000-960ca- 2e43-228f @.0. 130. 56. 44
state Call init, idle 0:00:01

call-id c3943000-860ca- 7elf-11f 7@0. 130. 56. 45
state Active, idle 0:00:06

This sample shows two active SIP sessions on the PIX Firewall (as shown in the Tot al field). Each
call-id representsacall.
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Note
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The first session, with thecal | -i d ¢3943000- 960ca- 2e43- 228f @0. 130. 56. 44, isin the state cal |

I ni t, which means the session is still in call setup. Call setup is not complete until afinal response to
the call has been received. For instance, the caller has already sent the INVITE, and maybe received a
100 Response, but has not yet seen the 200 OK, so the call setup is not complete yet. Any non-1xx
response message is considered afinal response. This session has been idle for 1 second.

The second session isin the state Acti ve, in which call setup is complete and the endpoints are
exchanging media. This session has been idle for 6 seconds.

fixup protocol skinny

Skinny Client Control Protocol (SCCP or “skinny”) protocol supports IP telephony and can coexist in
an H.323 environment. An application layer ensures that all SCCP signaling and media packets can
traverse the PIX Firewall and interoperate with H.323 terminals. The skinny fixup supports both NAT
and PAT configurations.

If the address of an internal Cisco CallManager is configured for NAT or PAT to a different | P address
or port, registrations for external Cisco IP Phones will fail because the PIX Firewall currently does not
support NAT or PAT for the file content transferred via TFTP. Although the PIX Firewall does support
NAT of TFTP messages, and opens a pinhole for the TFTP file to traverse the firewall, the PIX Firewall
cannot translate the Cisco CallManager |1P address and port embedded in the Cisco IP Phone's
configuration files that are being transferred using TFTP during phone registration.

If skinny messages are fragmented, then the firewall does not recognize or inspect them. Skinny message
fragmentation can occur when a call is established that includes a conference bridge. The firewall tracks
the skinny protocol to open conduits for RTP traffic to flow through, however, with the skinny messages
fragmented, the firewall cannot correctly set up this conduit.

The show skinny command displays information of Skinny (SCCP) sessions established across the
PIX Firewall. Alongwith debug skinny and show local-host, this command is used for troubleshooting
Skinny fixup issues.

We recommend that you have the pager command configured before using the show skinny command.
If there are alot of Skinny sessions and the pager command is not configured, it can take awhilefor the
show skinny command output to reach the end.

The following is sample output from the show skinny command under the following conditions. There
are two active Skinny sessions set up across the PIX Firewall. The first one is established between an
internal Cisco IP Phone at local address 10.0.0.11 and an external Cisco CallManager at 172.18.1.33.
TCP port 2000 is the CallManager. The second one is established between another internal Cisco IP
Phone at local address 10.0.0.22 and the same Cisco CallManager.

pi xfirewal | (config)# show ski nny

LOCAL FOREI GN STATE
1 10.0.0.11/ 52238 172.18. 1. 33/ 2000 1
MEDI A 10. 0. 0. 11/ 22948 172.18. 1. 22/ 20798
2 10. 0. 0. 22/ 52232 172.18. 1. 33/ 2000 1
MEDI A 10. 0. 0. 22/ 20798 172.18.1.11/ 22948

The output indicates a call has been established between both internal Cisco IP Phones. The RTP
listening ports of the first and second phones are UDP 22948 and 20798 respectively.

The following is the xlate information for these Skinny connections:
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pi xfirewal | (config)# show x| ate debug
2 in use, 2 nost used
Flags: D- DNS, d - dunp, | - identity, i - inside, n - no random
0 - outside, r - portmap, s - static
NAT frominside: 10.0.0.11 to outside:172.18.1.11 flags si idle 0:00:16 timeout 0:05:00
NAT frominside:10.0.0.22 to outside:172.18.1.22 flags si idle 0:00:14 tineout 0:05:00

fixup protocol smtp

The fixup protocol smtp command enablesthe Mail Guard feature, which only lets mail serversreceive
the RFC 821, section 4.5.1, commands of HELO, MAIL, RCPT, DATA, RSET, NOOP, and QUIT. All
other commands are translated into X's which are rejected by the internal server. Thisresultsin a
message such as “500 Command unknown: 'XXX".” Incomplete commands are discarded.

During an interactive SMTP session, various SM TP security rules may reject or deadlock your Telnet

session. Theserulesinclude the following: SMTP commands must be at least four charactersin length;
must be terminated with carriage return and line feed; and must wait for a response before issuing the
next reply.

As of PIX Firewall software Version 5.1 and higher, the fixup protocol smtp command changes the
charactersin the SMTP banner to asterisks except for the“2”,“0", “0" characters. Carriagereturn (CR)
and linefeed (LF) characters are ignored.

In PIX Firewall software Version 4.4, all characters in the SMTP banner are converted to asterisks.

fixup protocol sqlnet

PIX Firewall usesport 1521 for SQL*Net. Thisisthe default port used by Oracle for SQL* Net; however,
this value does not agree with IANA port assignments.

The following example enables access to an inside server running Mail Guard:

static (inside,outside) 209.165.201.1 192.168.42.1 netnmask 255. 255. 255. 255
access-list acl_out permt tcp any host 209.165.201.1 eq sntp

access-group acl_out in interface outside

fixup protocol sntp 25

The following example shows the commands to disable Mail Guard:

static (dnzl, outside) 209.165.201.1 10.1.1.1 netnmsk 255.255. 255. 255
access-list acl_out permit tcp any host 209.165.201.1 eq sntp
access-group acl_out in interface outside

no fixup protocol sntp 25

In this example, the static command sets up a global address to permit outside hosts access to the
10.1.1.1 mail server host on the dmz1 interface. (The MX record for DNS needs to point to the
209.165.201.1 address so that mail is sent to this address.) The access-list command lets any outside
users access the global address through the SMTP port (25). The no fixup protocol command disables
the Mail Guard feature.

The following example shows how to enable the MGCP fixup on your firewall:

pi xfirewal | (config)# fixup protocol ngcp 2427

pi xfirewal | (config)# fixup protocol ngcp 2727

pi xfirewal | (config)# show running-config
Saved

PI X Version 6.3
interface ethernet0 auto
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interface ethernetl auto

interface ethernet2 auto shutdown
namei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYOU encrypt ed
host name pi xfirewal |

donmi n- nane ci sco.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

fixup protocol ngcp 2427

fixup protocol ngcp 2727

fixup protocol sip udp 5060

nanes

access-list 101 permit tcp any host 10.1.1.3 eq www

fixup protocol W

access-list 101 permt tcp any host 10.1.1.3 eq sntp

pager lines 24

nmtu outside 1500

ntu inside 1500

ntu intf2 1500

ip address outside 172.23.59.232 255.255.0.0
ip address inside 10.1.1.1 255.255.255.0

ip address intf2 127.0.0.1 255. 255. 255. 255
ip audit info action alarm

ip audit attack action alarm

pdm hi story enabl e

arp timeout 14400

global (outside) 1 interface

nat (inside) 1 0.0.0.0 0.0.0.00 0

routing interface inside

route outside 0.0.0.0 0.0.0.0 172.23.59.225 1
timeout xlate 3:00: 00

timeout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02: 00 rpc 0:10:00 h225 1:00:00
timeout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa- server RADI US protocol radius

aaa-server LOCAL protocol |oca

http server enable

http 10.1.1.2 255.255. 255. 255 i nsi de

no snnp-server |ocation

no snnp-server contact

snnp-server conmunity public

no snnp-server enable traps

fl oodguard enabl e

tel net timeout 5

ssh timeout 5

consol e timeout 0O

dhcprelay server 10.1.1.1 outside

termnal width 80

Crypt ochecksum 00000000000000000000000000000000
end
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The following example shows how to remove the MGCP fixup from your configuration:

pi xfirewal | (config)# show fixup protocol ngcp
fixup protocol ngcp 2427

fixup protocol ngcp 2727

pi xfirewal | (config)# no fixup protocol ngcp
pi xfirewal | (config)#

Related Commands

flashfs

debug Displays debug information for Media Gateway Control Protocol (MGCP)
traffic.

mgcp Configures additional support for the Media Gateway Control Protocol fixup
(packet application inspection) and is used with the fixup protocol mgcp
command.

show conn Displays all active connections. There isan MGCP show conn option and

connection flag, “g".

timeout Sets the maximum idle time duration. (There is an MGCP timeout option.)

Clear, display, or downgrade filesystem information.
flashfsdowngrade {4.x | 5.0 | 5.1}
clear flashfs

show flashfs

Syntax Description

Command Modes

Usage Guidelines

downgrade 4.x Clear the filesystem information from Flash memory before downgrading to
PIX Firewall software Version 4.0, 4.1, 4.2, 4.3, or 4.4.

downgrade5.0|  Write the filesystem to Flash memory before downgrading to the appropriate
5.1 PIX Firewall software Version 5.0 or higher.

Configuration mode.

The clear flashfs and the flashfs downgrade 4.x commands clear the filesystem part of Flash memory
in the PIX Firewall. Versions 4.n cannot use the information in the filesystem; it needs to be cleared to
let the earlier version operate correctly.

The flashfs downgrade 5.x command reorganizes the filesystem part of Flash memory so that
information stored in the filesystem can be accessed by the earlier version. The PIX Firewall maintains
afilesystem in Flash memory to store system information, | PSec private keys, certificates, and CRLs. It
iscrucial that you clear or reformat the filesystem before downgrading to a previous PIX Firewall
version. Otherwise, your filesystem will get out of sync with the actual contents of the Flash memory
and cause problems when the unit is later upgraded.
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flashfs W

When downgrading to PIX Firewall Versions 5.0 or 5.1, which support a maximum 4 MB of Flash
memory, configuration files larger than 4 MB will be truncated and some configuration information
will be lost.

You only need to use the flashfs downgrade 5.x command if your PIX Firewall has 16 MB of Flash
memory, if you have IPSec private keys, certificates, or CRLs stored in Flash memory, and you used the
ca save all command to save these items in Flash memory. The flashfs downgrade 5.x command fails
if the filesystem indicates that any part of the image, configuration, or private data in the Flash memory
device is unusable.

The clear flashfs and flashfs downgrade commands do not affect the configuration stored in Flash
memory.

The clear flashfs command is the same as the flashfs downgrade 4.x command.

The show flashfs command displays the size in bytes of each filesystem sector and the current state of
the filesystem. The datain each sector is as follows;

» file0—PIX Firewall binary image, where the .bin file is stored.

- file 1—PIX Firewall configuration data that you can view with the show config command.
- file2—PIX Firewall datafile that stores |PSec key and certificate information.

- file 3—flashfs downgrade information for the show flashfs command.

- file4—The compressed PIX Firewall image size in Flash memory.

The following is sample output from the show flashfs command:

pi xfirewal | (config)# show flashfs
flash file system version:2 nmagic:0x12345679
file 0: origin: 0 |l ength: 1511480
file 1: origin: 2883584 |ength: 3264
file 2: origin: 0 length:0
file 3: origin: 3014656 |ength: 4444164
file 4: origin: 8257536 |ength: 280

Use the following command to write the filesystem to Flash memory before downgrading to a lower
version of software:

pi xfirewal | (config)# flashfs downgrade 5.3

The following commands display the filesystem sector sizes:

pi xfirewal | (config)# show flashfs

flash file system version:1 nmmgic:0x12345679
file 0: origin: 0 I ength: 1794104
file 1: origin: 2095104 |ength: 1496
file 2: origin: 0 length: 0
file 3: origin: 2096640 | ength: 140
file 4: origin: 8257536 |ength: 280

pi xfirewal | (config)# flashfs downgrade 5.3
pi xfirewal | (config)# show flashfs
flash file system version:0 magic:0x0
file 0: origin: 0 length:0
file 1: origin: 0 length: 0
file 2: origin: 0 length: 0
file 3: origin: 0 length:0
file 4: origin: 8257536 |ength: 280
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The origin values are integer multiples of the underlying filesystem sector size.

floodguard

Enable or disable Flood Defender to protect against flood attacks.
floodguard enable
floodguard disable
clear floodguard

show floodguard

Syntax Description enable Enable Flood Defender.
disable Disable Flood Defender.

Command Modes Configuration mode.

Usage Guidelines The floodguard command lets you reclaim PI X Firewall resources if the user authentication (uauth)
subsystem runs out of resources. If an inbound or outbound uauth connection is being attacked or
overused, the PIX Firewall will actively reclaim TCP user resources.

When the resources deplete, the PIX Firewall lists messages about it being out of resources or out of
tcpusers.

If the PIX Firewall uauth subsystem is depleted, TCP user resources in different states are reclaimed
depending on urgency in the following order:

Timewait

LastAck

FinWait

Embryonic

Idle

The floodguard command is enabled by default.

o B~ w e

Examples The following example enables the floodguard command and lists the floodguar d command statement
in the configuration:
fl oodguard enabl e

show f | oodguard
fl oodguard enabl e

Cisco PIX Firewall Command Reference
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fragment
The fragment command provides additional management of packet fragmentation and improves
compatibility with NFS.
fragment size database-limit [interface]
fragment chain chain-limit [interface]
fragment timeout seconds [interface]
clear fragment
show fragment [interface]
Syntax Description chain Specifies the maximum number of packetsinto which afull IP packet can be
fragmented. The default is 24.
chain-limit The default is 24. The maximum is 8200.
clear Resets the fragment databases and defaults. All fragments currently waiting
for reassembly are discarded and the size, chain, and timeout options are
reset to their default values.
database-limit The default is 200. The maximum is 1,000,000 or the total number of blocks.
interface The PIX Firewall interface. If not specified, the command will apply to all
interfaces.
seconds The default is 5 seconds. The maximum is 30 seconds.
show - Displays the state of the fragment database:
« Size—Maximum packets set by the size option.
» Chain—Maximum fragments for a single packet set by the chain option.
« Timeout—M aximum seconds set by the timeout option.
« Queue—Number of packets currently awaiting reassembly.
» Assemble—Number of packets successfully reassembled.
« Fail—Number of packets which failed to be reassembled.
« Overflow—Number of packets which overflowed the fragment
database.
size Sets the maximum number of packets in the fragment database. The default
is 200.
timeout Specifies the maximum number of seconds that a packet fragment will wait
to be reassembl ed after the first fragment isreceived before being discarded.
The default is 5 seconds.
Command Modes Configuration mode.

Cisco PIX Firewall Command Reference
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Usage Guidelines

Examples

By default the PIX Firewall accepts up to 24 fragments to reconstruct afull IP packet. Based on your
network security policy, you should consider configuring the PI X Firewall to prevent fragmented packets
from traversing the firewall by entering the fragment chain 1 interface command on each interface.
Setting the limit to 1 means that all packets must be whole; that is, unfragmented.

If alarge percentage of the network traffic through the PIX Firewall is NFS, additional tuning may be
necessary to avoid database overflow. See system log message 209003 for additional information.

In an environment where the MTU between the NFS server and client is small, such asaWAN interface,
the chain option may require additional tuning. In this case, NFS over TCP is highly recommended to
improve efficiency.

Setting the database-limit of the size option to alarge value can make the PI X Firewall more vulnerable
to a DoS attack by fragment flooding. Do not set the database-limit equal to or greater than the total
number of blocks in the 1550 or 16384 pool. See the show block command for more details. The default
values will limit DoS due to fragment flooding to that interface only.

The show fragment [interface] command displays the states of the fragment databases. If the interface
name is specified, only displays information for the database residing at the specified interface.

For example, to prevent fragmented packets on the outside and inside interfaces enter the following
commands:

pi xfirewal | (config)# fragment chain 1 outside

pi xfirewal | (config)# fragment chain 1 inside

Continue entering the fragment chain 1 interface command for each additional interface on which you
want to prevent fragmented packets.

The following example configures the outside fragment database to limit a maximum size of 2000, a
maximum chain length of 45, and a wait time of 10 seconds:;

pi xfirewal | (config)#

pi xfirewal | (config)# fragnment outside size 2000
pi xfirewal | (config)# fragnent outside chain 45
pi xfirewal | (config)# fragment outside tineout 10
pi xfirewal | (config)#

The clear fragment command resets the fragment databases. Specifically, all fragments awaiting
re-assembly are discarded. In addition, the size is reset to 200; the chain limit is reset to 24; and the
timeout is reset to 5 seconds.

The show fragment command display the states of the fragment databases. If the interface name is
specified, only the database residing at the specified interface is displayed.

pi xfirewal | (config)# show fragnent outside

I nterface: outside

Si ze: 2000, Chain: 45, Ti meout: 10

Queue: 1060, Assenbl e: 809, Fail:0, Overflow O

The preceding example shows that the "outside" fragment database has the following:
» A database size limit of 2000 packets.
» The chain length limit of 45 fragments.
» A timeout of ten seconds.
» 1060 packets is currently awaiting re-assembly.
» 809 packets has been fully reassembled.

Cisco PIX Firewall Command Reference
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» Nofailure.
« No overflow.
This fragment database is under heavy usage.

The PIX Firewall also includes FragGuard for additional 1P fragmentation protection. For more
information refer to the Cisco PIX Firewall and VPN Configuration Guide.

Cisco PIX Firewall Command Reference
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CHAPTER 6

G through L Commands

Create or delete entries from a pool of global addresses.
[no] global [(if_name)] nat_id {global _ip [-global _ip] [netmask global mask]} | interface
clear global

show global

Syntax Description

Command Modes

clear Removes global command statements from the configuration.

global_ip One or more global 1P addresses that the PIX Firewall shares among its connections.
If the external network is connected to the Internet, each global 1P address must be
registered with the Network Information Center (NIC). You can specify arange of
| P addresses by separating the addresses with a dash (-).

You can create a Port Address Translation (PAT) global command statement by
specifying asingle IP address. You can have more than one PAT global command
statement per interface. A PAT can support up to 65,535 xlate objects.

global_mask The network mask for global ip. If subnetting isin effect, use the subnet mask; for
example, 255.255.255.128. If you specify an address range that overlaps subnets,
global will not use the broadcast or network addresses in the pool of global addresses.
For example, if you use 255.255.255.224 and an address range of
209.165.201.1-209.165.201.30, the 209.165.201.31 broadcast address and the
209.165.201.0 network address will not be included in the pool of global addresses.

if_name The external network where you use these global addresses.
interface Specifies PAT using the I P address at the interface.
nat_id A positive number shared with the nat command that groups the nat and global

command statements together. The valid ID numbers can be any positive number up to
2,147,483,647.

netmask Reserved word that prefaces the network global _mask variable.

Configuration mode.

[ 78-14890-01
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Usage Guidelines

The global command defines a pool of global addresses. The global addressesin the pool provide an IP
address for each outbound connection, and for those inbound connections resulting from outbound
connections. Ensure that associated nat and global command statements have the same nat_id.

Use caution with namesthat containa“-" (dash) character because the global command interprets the last
(or only) “-" character in the name as arange specifier instead of as part of the name. For example, the
global command treats the name “host - net 2” as arange from “host” to “net 2”. If the nameis

“host - net 2- sect i on3” then it isinterpreted as arange from “host - net 2” t0 “secti on3”.

The following command form is used for Port Address Translation (PAT) only:
global [(if_name)] nat_id {{global ip} [netmask global mask] | interface}

After changing or removing a global command statement, use the clear xlate command.

Usethe no global command to remove accessto anat_id, or to aPort Address Translation (PAT) address,
or address range within anat_id.

The show global command displays the global command statements in the configuration.

PAT

You can enabl e the Port Address Translation (PAT) feature by entering asingle | P address with the global
command. PAT lets multiple outbound sessions appear to originate from a single IP address. With PAT
enabled, the PIX Firewall chooses aunique port number from the PAT | P address for each outbound xlate
(translation slot). This feature is valuable when an Internet service provider cannot allocate enough
unique | P addresses for your outbound connections. An | P address you specify for a PAT cannot be used
in another global address pool.

When a PAT augments a pool of global addresses, first the addresses from the global pool are used, then
the next connection is taken from the PAT address. If a global pool address is available, the next
connection takes that address. The global pool addresses always comefirst, before a PAT addressis used.
Augment a pool of global addresses with a PAT by using the same nat_id in the global command
statements that create the global pools and the PAT.

For example:

gl obal (outside) 1 209.165.201.1-209.165.201.10 netmask 255. 255. 255. 224
gl obal (outside) 1 209.165.201.22 net mask 255. 255. 255. 224

PAT does not work with H.323 applications and caching nameservers. Do not use a PAT when
multimedia applications need to be run through the PIX Firewall. Multimedia applications can conflict
with port mappings provided by PAT.

The firewall does not PAT all ICMP message types; it only PATs ICMP echo and echo-reply packets
(types 8 and 0). Specifically, only ICMP echo or echo-reply packets create a PAT xlate. So, when the
other ICMP messages types are dropped, syslog message 305006 (on the PIX Firewall) is generated.

PAT does not work with the established command. PAT works with DNS, FTP and passive FTP, HTTR,
email, RPC, rshell, Telnet, URL filtering, and outbound traceroute.

However, for use with passive FTP, use the fixup protocol ftp strict command statement with an
access-list command statement to permit outbound FTP traffic, as shown in the following example:

fixup protocol ftp strict ftp

access-list acl_in pernmit tcp any any eq ftp
access-group acl _in in interface inside

nat (inside) 1 00

gl obal (outside) 1 209.165.201.5 netnmask 255.255. 255. 224

To specify PAT using the IP address of an interface, specify the interface keyword in the global
[(int_name)] nat_id address | interface command.

Cisco PIX Firewall Command Reference
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The following example enables PAT using the |P address at the outside interface in global configuration
mode:

ip address outside 192.150.49.1
nat (inside) 1 00
gl obal (outside) 1 interface

The interface IP address used for PAT isthe address associated with the interface when the xlate
(translation slot) is created. Thisisimportant for configuring DHCP, allowing for the DHCP retrieved
address to be used for PAT.

When PAT is enabled on an interface, there should be no loss of TCP, UDP, and ICMP services. These
services allow for termination at the PIX Firewall unit's outside interface.

To track usage among different subnets, you can specify multiple PATs using the following supported
configurations:

The following example maps hosts on theinternal network 10.1.0.0/24 to global address 192.168.1.1 and
hosts on the internal network 10.1.1.1/24 to global address 209.165.200.225 in global configuration
mode.

nat (inside) 1 10.1.0.0 255.255.255.0

nat (inside) 2 10.1.1.0 255.255.255.0

gl obal (outside) 1 192.168.1.1 netmask 255.255.255.0
gl obal (outside) 2 209.165.200. 225 netmask 255. 255. 255. 224

The following example configures two port addresses for setting up PAT on hosts from the internal
network 10.1.0.0/16 in global configuration mode.
nat (inside) 1 10.1.0.0 255.255.0.0

gl obal (outside) 1 209.165.200.225 netmask 255. 255. 255. 224
gl obal (outside) 1 192.168.1.1 netmask 255.255.255.0

With this configuration, address 192.168.1.1 will only be used when the port pool from address
209.165.200.225 is at maximum capacity.

PAT and DNS

IP addresses in the pool of global addresses specified with the global command require reverse DNS
entries to ensure that all external network addresses are accessible through the PIX Firewall. To create
reverse DNS mappings, use a DNS PTR record in the address-to-name mapping file for each global
address. For moreinformation on DNS, refer to DNSand BIND, by Paul Albitz and Cricket Liu, O’ Reilly
& Associates, Inc., ISBN 1-56592-010-4. Without the PTR entries, sites can experience slow or
intermittent Internet connectivity and FTP requests that consistently fail. For example, if aglobal IP
addressis 209.165.201.1 and the domain for the PIX Firewall is pix.example.com, the PTR record would
be as follows.

1.201. 165.209.in-addr.arpa. | N PTR pi x. exanpl e. com

A DNS server on a higher level security interface needing to get updates from aroot name server on the
outside interface cannot use PAT. Instead, a static command statement must be added to map the DNS
server to a global address on the outside interface.

For example, PAT is enabled with these commands:
nat (inside) 1 192.168.1.0 255.255.255.0
global (inside) 1 209.165.202.128 net mask 255. 255. 255. 224

However, a DNS server on the inside at |P address 192.168.1.5 cannot correctly reach the root name
server on the outside at | P address 209.165.202.130.

[ 78-14890-01
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To ensure that the inside DNS server can access the root name server, insert the following static
command statement:
static (inside,outside) 209.165.202.129 192.168.1.5
The global address 209.165.202.129 provides a translated address for the inside server at |P address
192.168.1.5.

Examples The following example declares two global pool ranges and a PAT address. Then the nat command

help

permits all inside users to start connections to the outside network:

gl obal (outside) 1 209.165.201.1-209.165.201.10 netmask 255. 255. 255. 224
gl obal (outside) 1 209.165.201.12 net mask 255. 255. 255. 224

d obal 209.165.201.12 will be Port Address Transl ated

nat (inside) 1 00

clear xlate

The next example creates a global pool from two contiguous pieces of a Class C address and gives the
perimeter hosts access to this pool of addresses to start connections on the outside interface:

gl obal (outside) 1000 209.165.201. 1- 209. 165. 201. 14 net mask 255. 255. 255. 240
gl obal (outside) 1000 209. 165.201. 17-209. 165. 201. 30 net mask 255. 255. 255. 240
nat (perimeter) 1000 0 O

Display help information.

help command

?
Syntax Description ? Displays all commands available in the current privilege level and mode.
command Specifies the PIX Firewall command for which to display the PIX Firewall
command-line interface (CLI) help.
help If no command name is specified, displays all commands available in the current

Command Modes

Usage Guidelines

privilege level and mode; otherwise, displays the PIX Firewall CLI help for the
command specified.

Unprivileged, privileged, and configuration modes.

The help or ? command displays help information about all commands. You can view help for an
individual command by entering the command name followed by a“?” (question mark).

If the pager command is enabled and when 24 lines display, the listing pauses, and the following prompt
appears:

<--- More --->

The More prompt uses syntax similar to the UNIX more command:

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter6 G through L Commands

Examples

hosthame

hostname W

- To view another screenful, press the Space bar.
- Toview the next line, press the Enter key.

» Toreturn to the command line, press the q key.

The following example shows how you can display help information by following the command name
with a question mark:

enabl e ?

usage: enabl e password <pw> [encrypted]

Help information is available on the core commands (not the show, no, or clear commands) by
entering ? at the command prompt:
?
aaa Enabl e, disable, or view TACACS+ or RADI US
user authentication, authorization and accounting

Change the host name in the PIX Firewall command-line prompt.

hostname newname

Syntax Description

Command Modes

Usage Guidelines

A

Note

newname Specifies a new host name for the firewall and is displayed in the firewall prompt. This
name can be up to 63 alphanumeric characters.

Configuration mode.

The hosthame command changes the host name label on prompts. The default host name is pixfirewall.

The change of the host name causes the change of the fully qualified domain name. Once the fully
gualified domain name is changed, del ete the RSA key pairswith the ca zer oize r sa command and del ete
related certificates with the no ca identity ca_nickname command.

Examples The following example shows how to change a host name:
pi xfirewal | (confi g)# hostnane spinner
spi nner (config)# hostnane pixfirewall
pi xfirewal | (config)#
Cisco PIX Firewall Command Reference
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http

Enables the PIX Firewall HTTP server and specifies the clients that are permitted to access it.
Additionally, for access, the Cisco PIX Device Manager (PDM) requires that the PIX Firewall have an

enabled HTTP server.

[no] http ip_address [netmask] [if_name]

[no] http server enable

clear http
show http
Syntax Description clear http Removes all HTTP hosts and disables the server.
http Relating to the Hypertext Transfer Protocol.

Defaults

Command Modes

Usage Guidelines

Examples

http server enable

Enables the HTTP server required to run PDM.

if _name PIX Firewall interface name on which the host or network initiating the
HTTP connection resides.

ip_address Specifies the host or network authorized to initiate an HTTP connection to
the PIX Firewall.

netmask Specifies the network mask for the http ip_address.

If you do not specify anetmask, the default is 255.255.255.255 regardl ess of the class of IP address. The

default if_nameisinside.

Configuration mode.

Access from any host will be allowed if 0.0.0.0 0.0.0.0 (or 0 0) is specified for ip_address and netmask.
The show http command displays the allowed hosts and whether or not the HTTP server is enabled.

The following http command example is used for one host:
http 16.152.1.11 255.255. 255. 255 out si de

The following http command example is used for any host:

http 0.0.0.0 0.0.0.0 inside

] Cisco PIX Firewall Command Reference

78-14890-01 |



| Chapter6 G through L Commands

icmp

icrp W

Configure access rules for Internet Control Message Protocol (ICMP) traffic that terminates at an
interface.

[no] icmp {permit | deny} ip_address net_mask [icmp_type] if_name

clear icmp
show icmp
Syntax Description deny Deny access if the conditions are matched.
icmp_type ICMP message type as described in Table 6-1.
if name The interface name.
ip_address The | P address of the host sending ICMP messages to the interface.
net_mask The mask to be applied to ip_address.
permit Permit access if the conditions are matched.

Command Modes

Usage Guidelines

Configuration mode.

By default, the PIX Firewall denies all inbound traffic through the outside interface. Based on your
network security policy, you should consider configuring the PIX Firewall to deny all ICMP traffic at
the outside interface, or any other interface you deem necessary, by using the icmp command.

Theicmp command controls ICMP traffic that received by the firewall. If no ICMP control listis
configured, then the PIX Firewall acceptsall ICMP traffic that terminates at any interface (including the
outside interface), except that the PIX Firewall does not respond to ICMP echo requests directed to a
broadcast address.

Theicmp deny command disables pinging to an interface, and the icmp per mit command enables
pinging to an interface. With pinging disabled, the PIX Firewall cannot be detected on the network. This
is also referred to as configurable proxy pinging.

For traffic that is routed through the PIX Firewall only, you can use the access-list or access-group
commands to control the ICMP traffic routed through the PIX Firewall.

We recommend that you grant permission for ICM P unreachable message type (type 3). Denying ICMP
unreachable messages disables ICMP Path MTU discovery, which can halt IPSec and PPTP traffic. See
RFC 1195 and RFC 1435 for details about Path MTU Discovery.

If an ICMP control list is configured, then the PIX Firewall uses a first match to the ICMP traffic
followed by an implicit deny all. That is, if the first matched entry is a permit entry, the ICMP packet
continues to be processed. If the first matched entry is a deny entry or an entry is not matched,

PIX Firewall discardsthe |CM P packet and generatesthe %PI X-3-313001 syslog message. An exception
iswhen an ICMP control list is not configured; in that case, a permit is assumed.

The syslog message is as follows:

%Pl X-3-313001: Denied |CMP type=type, code=code from source_address on interface
interface_number
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If this message appears, contact the peer’s administrator.

ICMP Message Types

Table 6-1 lists possible ICMP type values.

Table 6-1 ICMP Type Literals

ICMP Type Literal

0 echo-reply

3 unreachable

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-adverti sement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect
Examples 1. For example, to deny all ICMP traffic, including ping requests, to the outside interface enter the

following commands:
icnp deny any outside
Continue entering theicmp deny any interface command for each additional interface on which you
want to deny ICMP traffic.
2. Deny all ping requests and permit all unreachable messages at the outside interface:

icnp deny any echo-reply outside
icnp permit any unreachabl e outside
3. Permit host 172.16.2.15 or hosts on subnet 172.22.1.0/16 to ping the outside interface:

icnp permt host 172.16.2.15 echo-reply outside
icmp permt 209.165.201.1 255.255.255.0 echo-reply outside
icmp permt any unreachabl e outside

Cisco PIX Firewall Command Reference
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Interface

ignfp W

Refer to the multicast command for the igmp subcommands.

The Internet Group Management Protocol (IGMP) enables | P hosts to report their multicast group
memberships to an adjacent multicast router. On the PIX Firewall, IGMP support isimplemented as a
subcommand to the multicast command.

Sets network interface parameters and configures VLANS.

inter face hardware _id [hardware _speed [shutdown]]

[no] interface hardware_id vian_id [logical | physical] [shutdown]

inter face hardware_id change-vlan old vlan_id new_vlan id

clear interface

show inter face hardware_id [hardware_speed] [shutdown]

Syntax Description

change-vlan

Keyword to change the VLAN identifier for an interface.

hardware id

I dentifies the network interface type. Possible values are ethernet0, ethernetl to
ethernetn, or gb-ethernetn, depending on how many network interfaces arein the
PIX Firewall.

hardware_speed

Network interface speed (optional).

aui—Set 10 for Mbps Ethernet half-duplex communication with an AUl cable
interface.

auto—Negotiates Ethernet speed and duplex settings automatically. The auto
keyword can only be used with the Intel 10/100 automatic speed-sensing network
interface card.

bnc—Set for 10 Mbps Ethernet half-duplex communication with a BNC cable
interface.

Possible Ethernet values are:

10baseT—To set for 10 Mbps Ethernet half-duplex communication.
10full—To set for 10 Mbps Ethernet full-duplex communication.
100baseT X—To set for 100 Mbps Ethernet half-duplex communication.
100full—To set for 100 Mbps Ethernet full-duplex communication.
Possible Gigabit Ethernet (gh-ethernetX) values are:

1000auto—To auto negotiate speed and duplex.

1000full—To auto negotiate, advertising 1000 Mbps full duplex.
1000full nonegotiate—To force link to 1000 Mbps full duplex.

logical

Creates a logical interface and applies the VLAN.

[ 78-14890-01
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Command Modes

Defaults

Usage Guidelines

N

Note

new_vlian id The new VLAN indentifier.

old vlan id The current VLAN indentifier.

physical Apply VLAN to physical interface.

shutdown Disable an interface.

vlian_id The VLAN identifier. For example: vlan10, vlan20, and so on.

Configuration mode.

When configured, VLAN logical interfaces are enabled by default.

The interface command sets the speed and duplex settings of the network interface boards, and brings
up the interfaces specified. After changing an inter face command, use the clear xlate command.

For Stateful Failover to work properly, set the Stateful Failover dedicated interface to 100 Mbps full
duplex using the 100full option to the inter face command.

The 182542 Gigabit Ethernet interface currently used in the PIX Firewall does not support half duplex;
as aresult, 1000auto is equivalent to 1000full when using this interface.

VLAN interfaces

VLANS (virtual LANS) connect devices on one or more different physical LAN segments through
software so that they can act as if they are attached to the same physical LAN. VLANs make this
connection based on logical (software) connections instead of physical connections. This also makes
them extremely flexible and enables you to configure (or reconfigure) which segments belong to which
VLAN entirely through software.

The firewall only supports 802.1Q VLANS. Specifically, the firewall supports multiple 802.1Q VLANSs
on a physical interface and the ability to receive and send 802.1Q-tagged packets. VLANS are not
supported on the PIX 501 and PIX 506/PIX 506E.

The firewall does not currently support executable commands for LAN trunks (the physical and logical
connection between two switches) because the firewall does not negotiate or participate in any bridging
protocols. The firewall only displaysthe VLANs on the LAN trunk. The state of the LAN trunk is
considered the same as the state of the physical interface by the firewall, and if the link is up on the
physical Ethernet, then the firewall considers the trunk as up as soon as a VLAN has been assigned or
configured for it. Additionally, the VLAN is active as soon as you assign or configure avlian_id on the
physical ethernet interface of the firewall.

You assign VLANSs to physical interfaces on the PIX Firewall with the inter face hardware id vian_id
physical command. With the interface hardware_id vian_id logical command you can configure
multiple logical interfaces on a single physical interface and assign each logical interface to a specific
VLAN usingitsvlian_id. (It may be helpful to think of VLAN IDs as something you apply to interfaces.)

Physical interfaces are one per each NIC, in place at boot time, and non-removable. Logical interfaces
can be many-to-one for each NIC, are created at run time, and can be removed through software
reconfiguration. A minimum of two physical interfaces are required for all PIX Firewall platforms to
support VLANS.
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interface M

The number of logical interfaces that you can configure on the other platforms varies from platform to
platform. On the PIX 515/515E, from 4 to 8 logical interfaces are supported, on the PIX 525 from 4 to
10, and on the PIX 535 from 14 to 24, depending on the licensing for your platform.

A logical interface has only Layer 3 attributes. As a result, you can issue some commands, such as
failover, on a physical interface that you cannot also use with alogical interface. When you disable a
physical interface all the associated logical interfaces are also disabled. When you disable alogical
interface, it only affects the logical interface.

We recommend that you do not connect any firewall port to aVLAN switch unless you assign alogical
interface and VLAN to the physical interface. This ensures that no untagged packets will be forwarded
from the firewall to the switch, and this effectively prevents any attack on the native VLAN from
occurring on that interface.

To display information about the VLAN configuration, enter the show interface command.

To temporarily disable alogical interface, enter the interface hardware_id vlan_id logical shutdown
command.

Toreassign a VLAN, use the interface hardware_id change-vlan old_vlan_id new_vlan_id command.
To remove the VLAN configuration, use the no interface hardware_id vlan_id logical command.

no and clear commands

The clear interface command clears all interface statistics except the number of input bytes. This
command no longer shuts down all system interfaces. The clear interface command works with all
interface types except Gigabit Ethernet. The clear interface command al so clears the packet drop count
of Unicast RPF for all interfaces.

Use the no interface command to remove logical interfaces and VLAN definitions. (However, ano
inter face command does not negate an interface shutdown command.)

Using anointerface command on alogical interface (used for VLAN configuration) removesthelogical
interface from the system. Removing the logical interface also deletes all configuration rules applied to
that interface, so exercise caution when using no interface commands with logical interfaces.

The shutdown option letsyou disable an interface. When you first install PIX Firewall, all interfacesare
shut down by default. You must explicitly enable an interface by entering the command without the
shutdown option. If the shutdown option does not exist in the command, packets are passed by the
driver to and from the card.

If the shutdown option does exist, packets are dropped in either direction. Inserting a new card defaults
to the default interface command containing the shutdown option. (That is, if you add a new card and
then enter the write memory command, the shutdown option is saved into Flash memory for the
interface.) When upgrading from a previous version to the current version, interfaces are enabled.

The configuration of the interface affects buffer allocation (the PIX Firewall will allocate more buffers
for higher line speeds). Buffer allocation can be checked with the show blocks command.

Even though the default is to set automatic speed sensing for the interfaces with the

inter face hardware_id auto command, we recommend that you specify the speed of the network
interfaces; for example, 10baseT or 100baseT X. This lets PIX Firewall operate in network
environments that may include switches or other devices that do not handle auto sensing correctly.
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show interface

The show interface command lets you view network interface information for Ethernet. This is one of
the first commands you should use when establishing network connectivity after installing a
PIX Firewall.

Note  The PIX 501 switch interface always indicates 100000 Kbit full duplex (100,000 Kbps full duplex)
even though the switch ports have negotiated the speed and duplex settings. The PIX Firewall
automatically negotiates the inside interface setting at 100full and this is not configurable.

Gigabit interface cards do not provide information for the extended show interface command counters
introduced in Version 5.0(3). For Gigabit Ethernet interfaces, the current and maximum count for the
number of blocks on the input (receive) queue will always be the same (63).

The information in the show interface command is as follows in Table 6-2.

Table 6-2  show interface Description

Description

The Ethernet string indicates that you have used the inter face command to configure the interface.
The statement indicates either outside or inside, and whether the interface is available (“up”) or not
available (“down”).

“line protocol up” means aworking cableis plugged into the network interface. If the messageis*“line
protocol down,” either the cable isincorrect or not plugged into the interface connector. The show
interface command reports “line protocol down” for BNC cable connections and for 3Com cards.

Network interface type.

Interrupt vector. It is acceptable for interface cards to have the same interrupts.

MAC address. Intel cards start with “i” and 3Com cards with “3c.”

Maximum transmission unit (MTU). The size, in bytes, that data can best be sent over the network.
“nn packets input” Indicates that packets are being received in the PIX Firewall.

“nn packets output” Indicates that packets are being sent from the PIX Firewall.

Line duplex status: Half duplex indicates that the network interface switches back and forth between

sending and receiving information; full duplex indicates that the network interface can send or receive
information simultaneously.

Line speed: 10baseT islisted as 10,000 Kb; 100baseT X is listed as 100,000 Kb.

» The show interface command includes eight status counters (valid only for Ethernet interfaces).
The following example shows sample output:

show interface
interface ethernetO "outside" is up, line protocol is up
Hardware is i82559 ethernet, address is 00aa.0000.003b
| P address 209.165. 201. 7, subnet mask 255.255. 255. 224
MIU 1500 bytes, BW 100000 Kbit hal f dupl ex
1184342 packets input, 1222298001 bytes, 0 no buffer
Recei ved 26 broadcasts, 27 runts, 0 giants
4 input errors, 0 CRC, 4 frane, 0 overrun, 0 ignored, O abort
1310091 packets output, 547097270 bytes, 0 underruns, 0 unicast rpf drops
0 output errors, 28075 collisions, O interface resets
0 babbles, 0 late collisions, 117573 deferred
O lost carrier, O no carrier
i nput queue (curr/max bl ocks): hardware (128/128) software (0/1)
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out put queue (curr/max bl ocks): hardware (0/2) software (0/1)
The show interface counter descriptions are as follows in Table 6-3:
Table 6-3  show interface Counters
Counter Description
output errors The number of frames not transmitted because the configured maximum

number of collisions was exceeded. This counter should only increment
during heavy network traffic.

col I'i sions The number of messages retransmitted due to an Ethernet collision
(single and multiple collisions). This usually occurs on an overextended
LAN (Ethernet or transceiver cable too long, more than two repeaters
between stations, or too many cascaded multiport transceivers). A
packet that collides is counted only once by the output packets.

interface resets The number of times an interface has been reset. If an interfaceisunable
to transmit for three seconds, PIX Firewall resets the interface to restart
transmission. During this interval, connection state is maintained. An
interface reset can also happen when an interface islooped back or shut
down.

babbl es Unused. (“babble” means that the transmitter has been on the interface
longer than the time taken to transmit the largest frame.)

late collisions The number of frames that were not transmitted because a collision
occurred outside the normal collision window. A late collisionis a
collision that is detected latein the transmission of the packet. Normally,
these should never happen. When two Ethernet hoststry to talk at once,
they should collide early in the packet and both back off, or the second
host should see that the first one is talking and wait.

If you get alate collision, adeviceis jumping in and trying to send the
packet on the Ethernet while the PIX Firewall is partly finished sending
the packet. The PIX Firewall does not resend the packet, because it may
have freed the buffers that held the first part of the packet. Thisis not a
real problem because networking protocols are designed to cope with
collisions by resending packets. However, late collisions indicate a
problem exists in your network. Common problems are large repeated
networks and Ethernet networks running beyond the specification.

deferred The number of frames that were deferred before transmission due to
activity on the link.

| ost carrier The number of times the carrier signal was lost during transmission.

no carrier Unused.

Cisco PIX Firewall Command Reference
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Examples

Table 6-3 show interface Counters (continued)

Counter Description

input queue (curr/max Input queue—The input (receive) hardware and software queue.

blocks) e har dwar e—(current and maximum blocks). The number of blocks

currently present on the input hardware queue, and the maximum
number of blocks previously present on that queue. In the example,
there are currently 128 blocks on the input hardware queue, and the
maximum number of blocks ever present on this queue was 128.

e sof t war e—(current and maximum blocks). The number of blocks
currently present on the input software queue, and the maximum
number of blocks previously present on that queue. In the example,
there are currently 0 blocks on the input software queue, and the
maximum number of blocks ever present on this queue was 1.

output queue (curr/max Output queue—The output (transmit) hardware and software queue.

blocks) e har dwar e—(current and maximum blocks). The number of blocks

currently present on the output hardware queue, and the maximum
number of blocks previously present on that queue. In the example,
there are currently 0 blocks on the output hardware queue, and the
maximum number of blocks ever present on this queue was 2.

» sof t war e—(current and maximum blocks). The number of blocks
currently present on the output software queue, and the maximum
number of blocks previously present on that queue. In the example,
there are currently 0 blocks on the output software queue, and the
maximum number of blocks ever present on this queue was 1.

The following example shows interface activity on the interface ethernet0O, which has been named
outside:

show i nterface
interface ethernetO "outside" is up, line protocol is up
Hardware is i82559 ethernet, address is 0000.0001. 0001
| P address 209. 165.201. 17, subnet mask 255.255.255.0
MIU 1500 bytes, BW 10000 Kbit full duplex
4203 packets input, 376390 bytes, 0 no buffer
Recei ved 3894 broadcasts, O runts, 0 giants
0 input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort
1320 packets output, 123652 bytes, 0 underruns
0 output errors, O collisions, O interface resets
0 babbles, 0 late collisions, 0 deferred
O lost carrier, O no carrier
i nput queue (curr/max bl ocks): hardware (35/128) software (0/2)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)

The following example sets a Gigabit Ethernet interface named gb0 to 1000full nonegotiate:

pi xfirewal | (config)# interface gb0 1000full nonegotiate

Sample output from the subsequent show interface command is as follows:

pi xfirewal | (config)# show interface gb0

interface gb-ethernet0 "intf2" is up, line protocol is down

Hardware is i82543 rev02 gigabit ethernet, address is 0003.47df. lelc
MIU 1500 bytes, BW1 CGbit full duplex, Force |ink-up

] Cisco PIX Firewall Command Reference
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5133 packets input, 628176 bytes, 0 no buffer

Recei ved 4202 broadcasts, 2 runts, 8 giants

0 input errors, 0 CRC, O frame, O overrun, O ignored, O abort
1832 packets output, 124948 bytes, 0 underruns

i nput queue (curr/max bl ocks): hardware (41/128) software (0/2)
out put queue (curr/max bl ocks): hardware (0/2) software (0/4)

The "Force 1ink-up" keyword indicates that the link was forced and not negotiated.

The following is sample output from the show inter face command on a PIX 501. Notice that the
interface speed and settings are always displayed as 100000 Kbit hal f dupl ex.

pi xfirewal | (config)# show interface
interface ethernetO "outside" is up, line protocol is up
Hardware is i82559 ethernet, address is 0007.eb9b. 56aa
MIU 1500 bytes, BW 100000 Kbit hal f dupl ex
114 packets input, 6840 bytes, 0 no buffer
Recei ved 114 broadcasts, O runts, O giants
0 input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort
62982 packets output, 78915110 bytes, O underruns
0 output errors, O collisions, O interface resets
0 babbles, 0 late collisions, 0 deferred
1483 lost carrier, 0 no carrier
i nput queue (curr/max bl ocks): hardware (128/128) software (0/1)
out put queue (curr/max bl ocks): hardware (0/115) software (0/64)
interface ethernetl "inside" is up, line protocol is up
Hardware is i82559 ethernet, address is 0007.eb9b. 56ab
| P address 192.168.1.1, subnet mask 255.255.255.0
MIU 1500 bytes, BW 100000 Kbit full duplex
55005197 packets input, 903916376 bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, 0 giants
O input errors, 0 CRC, O frame, O overrun, O ignored, 0 abort
2 packets output, 120 bytes, 0 underruns
0 output errors, O collisions, O interface resets
0 babbles, 0 late collisions, O deferred
O lost carrier, O no carrier
i nput queue (curr/nmax bl ocks): hardware (128/128) software (0/59)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)

Related Commands

Ip address

nameif Assigns a name to an interface.
ip address Configuresthe | P address and mask for an interface, or definesalocal address
pool.

Identifies addresses for network interfaces, and enables you to set the number of times the PIX Firewall
will poll for DHCP information.

ip addressif _nameip_address [netmask]

ip address outside dhcp [setroute] [retry retry cnt]

ip address if_name pppoe [setroute]

ip addressif _nameip_address netmask pppoe [setroute]

clear ip

[ 78-14890-01
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show ip
show ip address if_name dhcp

show ip addressif _name pppoe

Syntax Description

clearip Clears all interface |P addresses. The clear ip command does not affect the ip
local pool or ip verify rever se-route commands.

dhcp Specifies PIX Firewall will use DHCPto poll for information. Enablesthe DHCP
client feature on the specified interface.

if _name Theinternal or external interface name designated by the nameif command.

ip_address PIX Firewall unit’s network interface | P address.

netmask Network mask of ip_address.

outside Interface from which the PIX Firewall will poll for information.

pppoe Specifies to use Point-to-Point Protocol over Ethernet (PPPOE) to assign an |P
address.

retry Enables PIX Firewall to retry a poll for DHCP information.

retry_cnt Specifies the number of times PIX Firewall will poll for DHCP information. The
values available are 4 to 16. If no value is specified, the default is 4.

setroute This option tells the PIX Firewall to set the default route using the default

gateway parameter the DHCP or PPPoE server returns.

Command Modes

Defaults

Usage Guidelines

Note

Configuration mode.

By default, the PIX Firewall will not retry to poll for DHCP information. The default value for retry_cnt
is4.

The ip address command lets you assign an | P address to each interface. Use the show ip command to
view which addresses are assigned to the network interfaces. If you make a mistake while entering this
command, reenter the command with the correct information. The clear ip command clearsall interface
IP addresses. The clear ip command does not affect the ip local pool or ip verify reverse-route
commands.

The clear ip command stops all traffic through the PIX Firewall unit.

After changing an ip address command, use the clear xlate command.

Always specify a network mask with theip address command. If you let PIX Firewall assign a network
mask based on the IP address, you may not be permitted to enter subsequent IP addresses if another
interface’s address is in the same range as the first address. For example, if you specify an inside
interface address of 10.1.1.1 without specifying a network mask and then try to specify 10.1.2.2 for a
perimeter interface mask, PIX Firewall displays the error message, “ Sorry, not allowed to enter IP
address on same network as interface n.” To fix this problem, reenter the first command specifying the
correct network mask.
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Do not set the netmask to all 255s, such as 255.255.255.255. This stops access on the interface. Instead,
use a network address of 255.255.255.0 for Class C addresses, 255.255.0.0 for Class B addresses, or
255.0.0.0 for Class A addresses.

PIX Firewall configurations using failover require a separate |P address for each network interface on
the standby unit. The system IP address is the address of the active unit. When the show ip command is
executed on the active unit, the current | P address is the same as the system | P address. When the show
ip command is executed on the standby unit, the system | P addressis the failover | P address configured
for the standby unit.

show ip address commands
The show ip command isplays | P addresses assigned to the network interfaces.

The show ip address if _name dhcp command displays detailed information about the DHCP |ease.

The show ip address if _name pppoe command displays detailed information about the PPPOE
connection.

DHCP client

Theip address dhcp command enablesthe DHCP client feature within the PIX Firewall. This command
allows the PIX Firewall to be a DHCP client to a DHCP server that provides configuration parameters
to the client. In this case, the configuration parameters the DHCP server providesis an | P address and a
subnet mask to the interface on which the DHCP client feature is enabled. The optional setroute
argument tells the PIX Firewall to set the default route using the default gateway parameter the DHCP
server returns. If the setroute argument is configured, the show route command output shows the default
route as being set by aDHCP server. To reset theinterface and del ete the DHCP lease from PIX Firewall,
configure a static |P address with the ip addressif nameip_address [netmask] or ip addressif_name
pppoe | dhep [setroute] command, or use the clear ip command.

Theip address dhcp and pppoe command options are mutually exclusive.

Do not configure the PIX Firewall with a default route when using the setr oute argument of theip
address dhcp or ip address pppoe command.

PPPoE client

The PPPoE client functionality is turned off by default, and you must first use the vpdn commands to
configure the PIX Firewall for PPPOE; the vpdn commands set the username, password, and
authentication protocol for PPPOE access.

PPPoE is only supported on the PIX Firewall outside interface in PIX Firewall software Version 6.2.

The ip address pppoe command enables the PPPoE client feature within the PIX Firewall. (You can
also use this command to clear and restart a PPPOE session; the current session shuts down and a new
one restarts after entering this command.) You must enter the PPPoE configuration using the vpdn
commands before enabling PPPoE with the ip address pppoe command.

You can also enable PPPoOE by manually entering the IP address, using the ip addressif_name
ip_address netmask pppoe command. This command sets the PIX Firewall to use the specified address
instead of negotiating with the PPPoE server to assign an address.

Theip address setroute command enables an access concentrator to set the default routes for the PPPoE
client.

The ip address pppoe and dhcp command options are mutually exclusive.
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For more information

See the Cisco PIX Firewall and VPN Configuration Guide for more information about the DHCP and
PPPOE client features.

Examples The following is sample output from the show ip command:

show i p
System | P Addr esses
ip address outside 209.165.201. 2 255. 255. 255. 224
ip address inside 192.168.2.1 255.255.255.0
ip address perineter 192.168.70.3 255.255.255.0
Current | P Addresses
i p address outside 209.165.201. 2 255. 255. 255. 224
ip address inside 192.168.2.1 255.255.255.0
ip address perineter 192.168.70.3 255.255.255.0

The Current | P Addresses are the same as the System |P Addresses on the failover active unit. When the
primary unit fails, the Current |P Addresses become those of the standby unit.

The following is sample output from the show ip address dhcp command:

show i p address outside dhcp

Tenp | P Addr: 209. 165. 201. 57 for peer on interface:outside
Tenp sub net mask: 255. 255. 255. 224

DHCP Lease server:209. 165. 200. 225, state: 3 Bound

DHCP Transaction id:0x4123

Lease: 259200 secs, Renewal : 129600 secs, Rebi nd: 226800 secs
Tenp defaul t-gateway addr:209. 165.201.1

Next timer fires after:111797 secs

Retry count: 0, Client-ID:cisco-0000.0000.0000-outside

i p address outside dhcp retry 10

Related Commands  dhcpd Configures the DHCP server.
vpdn Configures VPDN (PPTP, L2TP, PPPoE) policy.

Ip audit
Configures IDS signature use.
[no] ip audit attack [action [alarm] [drop] [reset]]
[no] ip audit info [action [alarm] [drop] [reset]]
[no] ip audit interface if name audit_name
[no] ip audit name audit_name attack [action [alarm] [drop] [reset]]
[no] ip audit name audit_name info [action [alarm] [drop] [reset]]
[no] ip audit signature signature_number disable

show ip audit count [global] [interface interface]
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show ip audit {info | attack}

show ip audit interface [if_name]

show ip audit name [audit_name [info|attack]]

show ip audit signature [signature_number]

clear ip audit [configuration]

clear ip audit count [global | interface interface]

Syntax Description

Command Modes

Usage Guidelines

action [alarm]
[drop] [reset]

The alarm option reportsto all configured syslog serversthat a signature matchis
detected in apacket. The drop option drops the offending packet. The reset option
drops the offending packet and closes the connection if it is part of an active
connection. The default is alarm. When no option is specified (you enter “i p
audit info action” only), all actions are disabled.

audit attack

Specify the default actions to be taken for attack signatures.

audit info

Specify the default actions to be taken for informational signatures or disable all
actions.

audit interface

Apply an audit specification or policy (viathe ip audit name command) to an
interface.

audit name

Specify informational signatures, except those disabled or excluded by theip audit
signature command, as part of the policy.

audit signature

Specify which messages to display, attach a global policy to a signature, and
disable or exclude a signature from auditing.

audit_name

Audit policy name viewed with the show ip audit name command.

clear

Resets name, signature, interface, attack, info to their default values.

configuration

The already configured ip audit commands.

count

The number of signature matches.

global

All firewall interfaces.

interface interface

The name of afirewall interface, defined by the nameif command.

signature_number

An IDS signature number.

Configuration mode.

Cisco Intrusion Detection System (Cisco IDS) provides the following for IP-based systems:

« Traffic auditing. Application-level signatures will only be audited as part of an active session.

« Appliesthe audit to an interface.

- Supports different audit policies. Traffic matching a signature triggers a range of configurable

actions.

- Disablesthe signature audit.

- Enables DS and still disables actions of a signature class (informational, attack).
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Auditing is performed by looking at the | P packets asthey arrive at an input interface, if a packet triggers
a signature and the configured action does not drop the packet, then the same packet can trigger other
signatures.

PIX Firewall supports both inbound and outbound auditing.

For a complete list of supported Cisco IDS signatures, their wording, and whether they are attack or
informational messages, refer to Cisco PIX Firewall System Log Messages.

Refer to the Cisco Secure I ntrusion Detection System Version 2.2.1 User Guide for detailed information
on each signature. You can view the “NSDB and Signatures’ chapter of this guide at the following
website:

http://www.cisco.com/univercd/cc/td/doc/product/iaabu/csids/csi dsl/csidsug/sigs.htm

The ip audit commands are described in the sections that follow.

ip audit attack

Theip audit attack [action [alarm] [drop] [reset]] command specifies the default actions to be taken
for attack signatures. An audit policy (audit rule) defines the attributes for all signatures that can be
applied to an interface along with a set of actions. Using an audit policy may limit the traffic that is
audited or specify actions to be taken when the signature matches. Each audit policy isidentified by a
name and can be defined for informational or attack signatures. Each interface can have two policies;
onefor informational signaturesand one for attack signatures. If apolicy is defined without actions, then
the configured default actions will take effect. Each policy requires a different name.

Theno ip audit attack command resets the action to be taken for attack signaturesto the default action.

ip audit info

Theip audit info [action [alarm] [drop] [reset]] command specifies the default action to be taken for
signatures classified asinformational signatures. Theip audit info action command disables all actions.
For example,

pixfirewal | (config)# ip audit info action
Warni ng: no actions specified. Al actions disabled.

The noip audit info command sets the action to be taken for signatures classified as informational and
reconnaissance to the default action.

ip audit interface

Theip audit interface if_name audit_name command applies an audit specification or policy (viathe
ip audit name command) to an interface. The noip audit inter face[if_name] command removesapolicy
from an interface.

ip audit name

Theip audit name audit_name info [action [alarm] [drop] [reset]] command specifies the
informational signatures except those disabled or excluded by the ip audit signature command that are
considered part of the policy. The no ip audit name audit_name [info] command removes the audit
policy audit_name.

ip audit signature

Theip audit signature signature_number disable command specifies which messages to display,
attaches a global policy to a signature, and disables or excludes a signature from auditing. The no ip
audit signature signature_number command removes the policy from asignature. It is used to reenable
asignature.
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show ip audit commands

The show ip audit attack command displays the default attack actions.

The show ip audit info command displays the default informational actions.

The show ip audit interface command displays the interface configuration.

The show ip audit name command displays all audit policies or specific policies referenced by name

and type where possible.

The show ip audit signature command displays disabled signatures.

Supported IDS Signatures

PIX Firewall lists the following single-packet IDS signature messages. 1000-1006, 1100, 1102, 1103,

2000-2012, 2150, 2151, 2154, 3040-3042, 4050-4052, 6050-6053, 6100-6103, 6150-6155, 6175, 6180,

and 6190. All signature messages are not supported by PIX Firewall in thisrelease. IDS syslog messages

all start with %Pl X-4-4000nn and have the following format:

9P| X- 4-4000nn IDS:sig_numsig_nsg fromfaddr to | addr on interface int_nane

where the options are as follows:

sig num  The signature number.

sig msg The signature message—approximately the same as the Cisco IDS signature message.

faddr The IP address of the foreign host initiating the attack. (“ Foreign” isrelative; attacks can be
perpetrated either from outside to an inside host, or from the inside to an outside host.)

laddr The I P address of the local host to which the attack is directed. (“Local” isrelative; attacks
can be perpetrated either from the outside to an inside host, or from theinside to an outside
host.)

int_name The name of the interface on which the signature originated.

For example:

%! X- 4- 400013 IDS: 2003 ICWP redirect from10.4.1.2 to 10.2.1.1 on interface dne

%! X- 4- 400032 | DS: 4051 UDP Snork attack from10.1.1.1 to 192.168.1.1 on interface outside

Examples The following example disables the signature 6102 globally:

ip audit signature 6102 disable

The following example specifies default informational actions:

ip audit nane attackl info

The following example specifies an attack policy:

ip audit nane attack2 attack action alarmdrop reset

The following example applies a policy to an interface:

ip audit interface outside attackl
ip audit interface inside attack2

Ip local pool

Identify addresses for alocal pool.
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[no] ip local pool pool_name pool_start-address[-pool_end-address]
clear ip local pool pool_name ip_address[-ip_address]

show ip local pool pool_nameip_address[-ip_address]

Syntax Description clear ip local pool Resets|P addressesin alocal pool to their default values.

ip local pool Creates a pool of local addresses to be used for assigning dynamic | P addresses
to remote VPN clients. The address range of this pool of local addresses must
not overlap with any command statement that lets you specify an | P address.

ip_address Specify asasingle |P address or use with -ip_address to specify alist of IP
addresses.

-ip_address Optional ending I P address.

no ip local pool Deletes alocal address pool.

pool_name Local pool hame.

pool_start_address Local pool IP address range.
pool _end address

Command Modes Configuration mode.

Usage Guidelines Theip local pool command lets you create a pool of local addresses to be used for assigning dynamic
IP addresses to remote VPN clients. The address range of this pool of local addresses must not overlap
with any command statement that lets you specify an IP address. To delete an address pool, use the no
ip local pool command.

When a pool of addresses set by the ip local pool command is empty, the following syslog message
appears:
%PIX-4-404101: ISAKMP: Failed to allocate address for client from pool poolname

To reference this pool of local addresses, use theisakmp client configuration address-pool command.
Refer to the Cisco PIX Firewall and VPN Configuration Guide for information on theisakmp command.

Examples The following example creates a pool of 1P addresses and then displays the pool contents:;

ip local pool nypool 10.0.0.10-10.0.0.20
show i p | ocal pool mypool

Pool Begi n End Free In use
nypool 10.0.0.10 10.0.0. 20 11 0
Avai | abl e Addresses:

10.0.0. 10

10.0.0.11

10.0.0.12

10.0.0.13

10.0.0. 14

10.0.0. 15

10.0.0. 16
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10.0.0.17
10.0.0.18
10.0.0.19
10.0.0. 20

ip verify reverse-path

Implements Unicast RPF IP spoofing protection.

ip verify reverse-path interface int_name

no ip verify reverse-path interface int_name

clear ip verify reverse-path interface int_name

clear ip verify

show ip verify [reverse-path [interface int_name]]

show ip verify statistics

Syntax Description

Command Modes

Usage Guidelines

clear ip verify

Removes ip verify commands from the configuration.

clear ip verify

Removesip verify rever se-path commands for an individual interface from the

reverse-path configuration.

interface

int_name Name of an interface you want to protect from a DoS attack.

ip verify Protects an individual interface against | P spoofing by enabling both ingress and

reverse-path egress filtering to verify addressing and route integrity. This command depends

interface upon a default route previously defined in the configuration. See RFC 2267 for
more information.

no ip verify Disables ip verify reverse-path filtering for an individual interface from the

reverse-path configuration.

interface

Configuration mode.

Theip verify reverse-path command is a security feature that does a route lookup based on the source
address. Usually, the route lookup is based on the destination address. Thisiswhy it iscalled reverse
path forwarding. With this command enabled, packets are dropped if there is no route found for the
packet or the route found does not match the interface on which the packet arrived.

Theip verify reverse-path command lets you specify which interfaces to protect from an | P spoofing
attack using network ingress and egress filtering, which is described in RFC 2267. This command is
disabled by default and provides Unicast Reverse Path Forwarding (Unicast RPF) functionality for the

PIX Firewall.

[ 78-14890-01
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The clear ip verify command removes ip verify commands from the configuration. Unicast RPF is a
unidirectional input function that screens inbound packets arriving on an interface. Outbound packets
are not screened.

Because of the danger of IP spoofing in the IP protocol, measures need to be taken to reduce this risk
when possible. Unicast RPF, or reverse route lookup, prevents such manipulation under certain
circumstances.

Note  Theip verify reverse-path command depends on the existence of a default route statement in the
configuration for the outside interface that has 0.0.0.0 0.0.0.0 in the route command statement for the
IP address and network mask.

Theip verify rever se-path command provides both ingress and egress filtering. I ngress filtering checks
inbound packets for | P source addressintegrity, and islimited to addresses for networksin the enforcing
entity'slocal routing table. If the incoming packet does not have a source address represented by aroute,
then it is impossible to know whether the packet has arrived on the best possible path back to its origin.
This is often the case when routing entities cannot maintain routes for every network.

Egress filtering verifies that packets destined for hosts outside the managed domain have I P source
addresses verifiable by routes in the enforcing entity's local routing table. If an exiting packet does not
arrive on the best return path back to the originator, then the packet is dropped and the activity islogged.
Egressfiltering prevents internal users from launching attacks using | P source addresses outside of the
local domain because most attacks use | P spoofing to hide the identity of the attacking host. Egress
filtering makes the task of tracing the origin of an attack much easier. When employed, egress filtering
enforces what | P source addresses are obtained from avalid pool of network addresses. Addresses are
kept local to the enforcing entity and are therefore easily traceable.

Unicast RPF isimplemented as follows:
« |CMP packets have no session, so each packet is checked.

- UDP and TCP have sessions, so the initial packet requires a reverse route lookup. Subsequent
packets arriving during the session are checked using an existing state maintained as part of the
session. Non-initial packets are checked to ensure they arrived on the same interface used by the
initial packet.

Note  Beforeusing thiscommand, add static r oute command statementsfor every network that can be accessed
on theinterfaces you wish to protect. Only enable thiscommand if routing is fully specified. Otherwise,
PIX Firewall will stop traffic on the interface you specify if routing is not in place.

Use the show interface command to view the number dropped packets, which appears in the “unicast
rpf drops” counter.

Examples The following example protects traffic between the inside and outside interfaces and provides route
command statements for two networks, 10.1.2.0 and 10.1.3.0, that connect to the inside interface viaa
hub:

ip address inside 10.1.1.1 255.255.0.0

route inside 10.1.2.0 255.255.0.0 10.1.1.1 1
route inside 10.1.3.0 255.255.0.0 10.1.1.1 1
ip verify reverse-path interface outside

ip verify reverse-path interface inside

Cisco PIX Firewall Command Reference
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Theip verify reverse-path interface outside command statement protects the outside interface from
network ingress attacks from the I nternet, whereastheip verify rever se-path interfaceinside command
statement protects the inside interface from network egress attacks from users on the internal network.

The following is sample output from the show ip verify statistics and clear ip verify statistics
commands:

pixfirewal | (config)# showip verify statistics
interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops

pixfirewal | (config)# clear ip verify statistics

pi xfirewal | (config)# show ip verify statistics
interface outside: 0 unicast rpf drops
interface inside: 0 unicast rpf drops
interface intf2: O unicast rpf drops

Configures the Internet Security Association Key Management Protocol (ISAKMP) for IPSec Internet
Key Exchange (IKE). See also the isakmp policy command.

[no] isakmp client configuration address-pool local pool-name [interface-name]

[no] isakmp enable interface-name

[no] isakmp identity {address | hostname | [key-id key_id_string]}

isakmp keepalive seconds [retry_seconds]

[no] isakmp key keystring addr ess peer-address [netmask mask] [no-xauth] [no-config-mode]
isakmp nat-traver sal [natkeepalive]

[no] isakmp peer fqdn fgdn no-xauth no-config-mode

clear [crypto] isakmp sa

clear isakmp

show isakmp identity

show isakmp sa [detail]

Syntax Description

address The IP address of the host exchanging ISAKMP identity information.

fgdn fqdn The fully qualified domain name of the peer. Thisis used to identify a peer that
is a security gateway.

hosthame The name of the host exchanging ISAKMP identity information.
interface-name The name of the interface on which to enable ISAKMP negotiation.

[ 78-14890-01
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keepalive seconds Thekeepaliveinterval can be between 10 and 3600 seconds. Theretry interval can

be between 2 and 10 seconds, with the default being 2 seconds. The retry interval
isthe interval between retries after a keepalive response has not been received.
You can specify the keepalive interval without specifying the retry interval, but
cannot specify the retry interval without specifying the keepalive interval.

key

Specifies the authentication pre-shared key. Use any combination of
alphanumeric characters up to 128 bytes. This pre-shared key must be identical at
both peers.

key-id
key id_string

String used by the remote peer to ook up the pre-shared key. (Thisisintended for
use with third-party VPN headend devicesthat do not support the Unity protocol.)

netmask mask

(Optional) The netmask of 0.0.0.0. can be entered asawildcard indicating the key
could be used for any peer that does not have a key associated with its specific IP
address.

natkeepalive

Sets the NAT keep alive interval, from 10 to 3600 seconds. The default is 20
seconds.

nat-tr aver sal

Turns on or off NAT traversal. (NAT traversal is off by default.)

no-config-mode

Thisisonly to be used if you enabled the IKE Mode Configuration feature, and
you have an | PSec peer that is a gateway. This option associates a given
pre-shared key with a gateway and allows an exception to the IKE Mode
Configuration feature enabled by the crypto map client configuration address
command.

no-xauth Thisisonly to be used if you enabled the Xauth feature, and you have an |PSec
peer that is a gateway. This option associates a given pre-shared key with a
gateway and allows an exception to the Xauth feature enabled by the crypto map
client authentication command.

peer-address Specifies the IPSec peer’s | P address for the pre-shared key.

pool-name Specify the name of alocal address pool to allocate the dynamic client IP.

retry _seconds

Specifies the time interval before a keepalive message is sent if a keepalive
response is not received from the previous request.

Command Modes

Defaults

Usage Guidelines

Configuration mode.

By default, NAT traversal (isakmp nat-traversal) is disabled.
The default ISAKMP identity isisakmp identity hostname.

The show isakmp identity command displays the current ISAKMP identity.

The show isakmp sa command displays all current IKE security associations between the PIX Firewall

and its peer.

The sections that follow describe each isakmp command.

isakmp client configuration address-pool local

Theisakmp client configuration address-pool local command is used to configure the | P address local
pool to reference IKE. Use the no cryptoisakmp client configuration address-pool local command to
restore to the default value.

] Cisco PIX Firewall Command Reference
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Before using this command, use the ip local pool command to define a pool of local addresses to be
assigned to aremote | PSec peer.
Examples
The following example references |P address local poolsto IKE with “mypool” as the pool-name:
i saknp client configuration address-pool |ocal mnmypool outside
isakmp enable
Theisakmp enable command is used to enable | SAKM P negotiation on the interface on which the |PSec
peer will communicatewith the PIX Firewall. ISAKMPisenabled by default. Usethenoisakmp enable
command to disable IKE.
The following example shows how to disable IKE on the inside interface:
no i saknp enabl e inside
isakmp identity
To define the ISAKMP identity the PIX Firewall uses when participating in the IKE protocol, use the
isakmp identity command. Use no isakmp identity command to reset the ISAKMP identity to the
default value of I1P address. The default ISAKMP identity is hostname.
When two peers use |KE to establish |PSec security associations, each peer sendsits ISAKMP identity
to the remote peer. It will send either its | P address or host name depending on how each hasits ISAKMP
identity set. By default, the PIX Firewall unit's ISAKMP identity is set to the IP address. As a general
rule, set the PIX Firewall and its peer’s identities in the same way to avoid an IKE negotiation failure.
This failure could be due to either the PIX Firewall or its peer not recognizing its peer’s identity.
Y
Note  If youareusing RSA signatures asyour authentication method in your IKE policies, we recommend that
you set each participating peer’s identity to hostname. Otherwise, the ISAKMP security association to
be established during Phase 1 of IKE may fail.
The following example uses pre-shared keys between the two PIX Firewall units (PIX Firewall 1 and
PIX Firewall 2) that are peers, and sets both their ISAKMP identities to host name.
At the PIX Firewall 1, the ISAKMP identity is set to hostname:
i saknmp identity hostnane
At the PIX Firewall 2, the ISAKMP identity is set to hostname:
i sakmp identity hostnane
isakmp identity key-id
The isakmp identity key-id key_id_string command sends the specified key id_string using aggressive
mode. Thisisintended to enable third-party VPN headend devicesthat do not support the Unity protocol
to interoperate with a DHCP-enabled firewall at a remote site.
N
Note  If the VPN client featureis enabled on the firewall, the vpnclient group name takes precedence over the
isakmp identity key-id setting, and the firewall sends vpnclient group name as the key-id.
Cisco PIX Firewall Command Reference
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Note

isakmp keepalive

Theisakmp keepalive seconds|[retry _seconds| command setsthe keepalive lifetimeinterval. The keepalive
interval can be between 10 and 3600 seconds. The retry interval can be between 2 and 10 seconds, with the
default being 2 seconds. The retry interval istheinterval between retries after a keepalive response has not
been received. You can specify the keepalive lifetime interval without specifying theretry interval, but cannot
specify the retry interval without specifying the keepalive lifetime interval.

isakmp key address

To configure a pre-shared authentication key and associate the key with an | PSec peer address or host
name, use the isakmp key address command. Use the no isakmp key address command to delete a
pre-shared authentication key and its associated | PSec peer address.

You would configure the pre-shared key at both peers whenever you specify pre-shared key in an IKE
policy. Otherwise, the policy cannot be used because it will not be submitted for matching by the IKE
process.

A netmask of 0.0.0.0. can be entered as a wildcard indicating that any IPSec peer with a given valid
pre-shared key is avalid peer.

The PIX Firewall or any IPSec peer can use the same authentication key with multiple peers, but thisis
not as secure as using a unique authentication key between each pair of peers.

Configure a pre-shared key associated with a given security gateway to be distinct from a wildcard,
pre-shared key (pre-shared key plus a netmask of 0.0.0.0) used to identify and authenticate the remote
VPN clients.

The no-xauth or no-config-mode command options areto be used only if the following criteriaare met:
» You are using the pre-shared key authentication method within your IKE policy.
» The security gateway and VPN client peers terminate on the same interface.
- The Xauth or IKE Mode Configuration feature is enabled for VPN client peers.

The isakmp key keystring address ip-address [no-xauth] [no-config-mode] command lets you
configure a pre-shared authentication key, associate the key with a given security gateway’s address, and
make an exception to the enabled Xauth feature, IKE Mode Configuration feature, or both (the most
common case) for this peer.

Both the Xauth and IKE Mode Configuration features are specifically designed for remote VPN clients.
The Xauth feature allows the PIX Firewall to challenge the peer for a username and password during
IKE negotiation. The IKE Mode Configuration enables the PIX Firewall to download an IP address to
the peer for dynamic I P address assignment. Most security gateways do not support the Xauth and IKE
Mode Configuration features.

You cannot enable Xauth or IKE Mode Configuration on a interface when terminating an L2TP/I PSec
tunnel using the Microsoft L2TP/IPSec client v1.0 (which is available on Windows NT, Windows XP,
Windows 98 and Windows ME OS). Instead, you can do either of the following:

« Use aWindows 2000 L2TP/IPSec client, or

» Usetheisakmp key keystring addr ess ip-address netmask mask no-xauth no-config-mode
command to exempt the L2TP client from Xauth and IKE Mode Configuration. However, if you
exempt the L2TP client from Xauth or IKE Mode Configuration, all the L2TP clients must be
grouped with the same ISAKMP pre-shared key or certificate and have the same fully qualified
domain name.

Cisco PIX Firewall Command Reference
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If you have the no-xauth command option configured, the PIX Firewall will not challenge the peer for
a username and password. Similarly, if you have the no-config-mode command option configured, the
PIX Firewall will not attempt to download an | P address to the peer for dynamic | P address assignment.

Usethe no key keystring addr essip-address [no-xauth] [no-config-mode] command to disable the key
keystring address ip-address [no-xauth] [no-config-mode] command that you previously enabled.

See the crypto map client authentication command within the crypto map command page for more
information about the Xauth feature. Seethe crypto map client configur ation address command within
the crypto map command page for more information about the IKE Mode Config feature.

The following example shows “ sharedkeystring” as the authentication key to share between the
PIX Firewall and its peer specified by an IP address of 10.1.0.0:

i saknp key sharedkeystring address 10.1.0.0

The following example shows use of awildcard, pre-shared key. The “sharedkeystring” is the
authentication key to share between the PIX Firewall and its peer (in this case a VPN client) specified
by an IP address of 0.0.0.0. and a netmask of 0.0.0.0.

i saknp key sharedkeystring address 0.0.0.0 netmask 0.0.0.0

The following exampl e shows use of the command options no-xauth and no-config-mode in relation to
three PIX Firewall peers that are security gateways. These security gateways terminate | PSec on the
same interface as the VPN clients. Both the Xauth and IKE Mode Config features are enabled. This
means there is a need to make an exception to these two features for each security gateway. The example
shows each security gateway peer has a unique pre-shared key to share with the PIX Firewall. The peers’
IP addresses are 10.1.1.1, 10.1.1.2, 10.1.1.3, and the netmask of 255.255.255.255 is specified.

i saknmp key secretkeyl234 address 10.1.1.1 netmask 255.255. 255. 255 no- xaut h no- confi g- node
i saknp key secretkey4567 address 10.1.1.2 netnmask 255.255. 255. 255 no- xaut h no-confi g- nnde
i saknmp key secretkey7890 address 10.1.1.3 netmask 255.255. 255. 255 no- xaut h no- confi g- node

isakmp nat-traversal

Network Address Translation (NAT), including Port Address Translation (PAT), is used in many
networkswhere | PSec isal so used, but there are anumber of incompatibilitiesthat prevent |PSec packets
from successfully traversing NAT devices. NAT traversal enables ESP packets to pass through one or
more NAT devices.

The firewall supports NAT traversal as described by Version 2 and Version 3 of the IETF “UDP
Encapsulation of 1Psec Packets” draft, available at http://www.ietf.org/html.charters/ipsec-charter.html,
and NAT traversal is supported for both dynamic and static crypto maps. NAT traversal is disabled by
default on the firewall.

To enable NAT traversal, check that ISAKMP is enabled (you can enable it with the isakmp enable

if _name command) and then use the isakmp nat-traver sal [natkeepalive] command. (This command
appears in the configuration if both ISAKMP is enabled and NAT traversal is enabled.) If you have
enabled NAT traversal, you can disableit with the no isakmp nat-traver sal command. Valid values for
natkeepalive are from 10 to 3600 seconds. The default is 20 seconds.

If needed, the show isakmp sa detail command assists in debugging NAT traversal.

isakmp peer fqdn no-xauth | no-config-mode

Theisakmp peer fgdn fqdn no-xauth | no-config-mode command is to be used only if the following
criteria are met:

« You are using the RSA signatures authentication method within your IKE policy.
» The security gateway and VPN client peers terminate on the same interface.
» The Xauth or IKE Mode Configuration feature is enabled for VPN client peers.

[ 78-14890-01
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The isakmp peer fgdn fqdn no-xauth | no-config-mode command lets you identify a peer that is a
security gateway and make an exception to the enabled Xauth feature, IKE Mode Configuration feature,
or both (the most common case) for this peer.

Both the Xauth and IKE Mode Configuration features are specifically designed for remote VPN clients.
The Xauth feature allows the PIX Firewall to challenge the peer for a username and password during
IKE negotiation. The IKE Mode Configuration feature enables the PIX Firewall to download an IP
addressto the peer for dynamic | P address assignment. M ost security gateways do not support the Xauth
and IKE Mode Configuration features.

If you have the no-xauth command option configured, the PIX Firewall will not challenge the peer for
a username and password. Similarly, if you have the no-config-mode command option configured, the
PIX Firewall will not attempt to download an | P address to the peer for dynamic | P address assignment.

Note  If youareusing RSA signatures asyour authentication method in your IKE policies, we recommend that
you set each participating peer’s identity to hosthame using the isakmp identity hostname command.
Otherwise, the ISAKMP security association to be established during Phase 1 of IKE may fail.

Use the no isakmp peer fqdn fgdn no-xauth | no-config-mode command to disable the isakmp peer
fgdn fgqdn no-xauth | no-config-mode command that you previously enabled.

See the crypto map client authentication within the crypto map command page for more information
about the Xauth feature. See the crypto map client configuration address command within the crypto
map command page for more information about the IKE Mode Config feature.

The following exampl e shows use of the command options no-xauth and no-config-mode in relation to
three PIX Firewall peers that are security gateways. These security gateways terminate | PSec on the
same interface as the VPN clients. Both the Xauth and IKE Mode Config features are enabled. This
meansthere isaneed to make an exception to these two features for each security gateway. Each security
gateway peer’s fully qualified domain name is specified.

i sakmp peer fqgdn host nanel. exanpl e. com no- xaut h no-confi g- node

i saknp peer fqgdn hostname2. exanpl e. com no- xaut h no-confi g- node
i saknp peer fqgdn host nanme3. exanpl e. com no- xaut h no-confi g- node

show isakmp sa

To view all current IKE security associations between the PIX Firewall and its peer, use the show
isakmp sa command.

The following is sample output from the show isakmp sa command after IKE negotiations were
successfully completed between the PIX Firewall and its peer:

pi xfirewal | # show i saknp sa
dst src state pendi ng created
16.132.40.2 16.132.30.2 QM | DLE 0 1

The following is sample output from the show isakmp sa detail command (used for debugging NAT

traversal):
pi xfirewal | # show i saknp sa detail
Tot al o1
Enbryonic : 0
Local Renot e Encr Hash Auth State Lifetine
192. 168. 10. 2: 4500 192. 168. 10. 5: 1178 3des sha psk QMW.IDLE 117
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Local istheIP address and port of the firewall on which the command is run (the format is
IP_Address:port); Renot e is the peer |P address and port; Encr is the encryption algorithm; Hash is the
hash algorithm; Aut h is the authorization method, preshared key, or rsa; st at e is the state of the
connection, and Li f eti me is either the time until re-key or until expiration and deletion.

clear isakmp
The clear isakmp command removes all isakmp command statements from the configuration.

clear [crypto] isakmp sa

The clear [crypto] isakmp sa command deletes active IKE security associations. The keyword crypto
is optional.

Isakmp policy

Configures specific Internet Key Exchange (IKE) algorithms and parameters, within the IPSec Internet
Security Association Key Management Protocol (ISAKMP) framework, for the Authentication Header
(AH) and Encapsulating Security Payload (ESP) |PSec protocols. See also the isakmp command.

[no] isakmp policy priority authentication pre-share | rsa-sig

[no] isakmp policy priority encryption aes | aes-192| aes-256 | des | 3des
[no] isakmp policy prioritygroup 1| 2|5

[no] isakmp policy priority hash md5 | sha

[no] isakmp policy priority lifetime seconds

show isakmp policy

Syntax Description 3des Specifiesthat the Triple DES encryption algorithm isto be used in the IKE policy.

aes Selecting this option means that encrypted | KE messages protected by this suite
are encrypted using AES with a 128-bit key.

aes-192 Selecting this option means that encrypted |KE messages protected by this suite
are encrypted using AES with a 192-bit key.

aes-256 Selecting this option means that encrypted | KE messages protected by this suite
are encrypted using AES with a 256-bit key.

des Specifies 56-bit DES-CBC as the encryption algorithm to be used in the IKE
policy.

group 1 Specify that the 768-bit Diffie-Hellman group isto be used in the IKE policy. This
is the default value.

group 2 Specifies that the 1024-bit Diffie-Hellman group 2 be used in the IKE policy.

group 5 Specifies that the 1536-bit Diffie-Hellman group 5 be used in the IKE policy.

lifetime seconds  Specify how many seconds each security association should exist before expiring.
Use an integer from 120 to 86,400 seconds (one day).

md5 Specify MD5 (HMAC variant) as the hash algorithm to be used in the IKE policy.
pre-share Specify pre-shared keys as the authentication method.

Cisco PIX Firewall Command Reference
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priority Uniquely identifiesthe Internet Key Exchange (IKE) policy and assignsapriority
to the policy. Use an integer from 1 to 65,534, with 1 being the highest priority
and 65,534 the lowest.

rsa-sig Specify RSA signatures as the authentication method.

RSA signatures provide non-repudiation for the IKE negotiation. This basically
means you can prove to athird party whether you had an | KE negotiation with the
peer.

sha Specify SHA-1 (HMAC variant) as the hash algorithm to be used in the IKE
policy. Thisis the default hash algorithm.

Command Modes

Defaults

Usage Guidelines

N

Note

Configuration mode.

The default ISAKMP policy encryptionis des.
The default hash algorithm is SHA-1 (HMAC variant).

The isakmp policy command lets you negotiate |PSec security associations and enable | PSec secure
communications.

The following is an example of the isakmp policy command:

i saknp policy 93 group 2

The Cisco VPN Client Version 3.x requiresisakmp policy to have DH group 2 configured. (If you have
DH group 1 configured, the Cisco VPN Client cannot connect.)

AES support is available on firewalls licensed for VPN-3DES only. Dueto the large key sizes provided
by AES, ISAKMP negotiation should use Diffie-Hellman (DH) group 5 instead of group 1 or group 2.
This is done with the isakmp policy priority group 5 command.

The show isakmp policy command displays parameters for each IKE policy, including defaults.

isakmp policy authentication

Theisakmp policy authentication command lets you specify the authentication method within an IKE
policy. IKE policies define a set of parameters to be used during IKE negotiation.

If you specify RSA signatures, you must configure the PIX Firewall and its peer to obtain certificates
from a CA. If you specify pre-shared keys, you must separately configure these pre-shared keys within
the PIX Firewall and its peer.

Use the no isakmp policy authentication command to reset the authentication method to the default
value of RSA signatures.

The following example shows use of the isakmp policy authentication command. This example sets
the authentication method of rsa-signatures to be used within the IKE policy with the priority number of
40.

i sakmp policy 40 authentication rsa-sig

Cisco PIX Firewall Command Reference
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isakmp policy encryption

To specify the encryption algorithm to be used within an IKE policy, use the isakmp policy encryption
command. AES with a 128-bit key (aes), AES with a 192-bit key (aes-192), AES with a 256-hit key
(aes-256), DES (des), and 3DES (3des) are the supported encryption algorithms. (IKE policies define
the set of parameters to be used during IKE negotiation.)

Use the no isakmp policy encryption command to reset the encryption algorithm to the default value,
which is des.

The following example shows use of the isakmp policy encryption command; it sets 128-hit key AES
encryption as the algorithm to be used within the IKE policy with the priority number of 25.

i sakmp policy 25 encryption aes
The following example sets the 3DES algorithm to be used within the IKE policy with the priority
number of 40.

i saknp policy 40 encryption 3des

isakmp policy group
Usetheisakmp policy group command to specify the Diffie-Hellman group to be used in an IKE policy.
IKE policies define a set of parameters to be used during IKE negotiation.

There are three group options: 768-bit (DH Group 1), 1024-bit (DH Group 2), or 1536-bit (DH Group
5). The 1024-bit and 1536-bit Diffie-Hellman Groups provide stronger security, but it require more CPU
time to execute.

Use the no isakmp policy group command to reset the Diffie-Hellman group identifier to the default
value of group 1 (768-bit Diffie Hellman).

The following exampl e shows use of theisakmp policy group command. This example setsgroup 2, the
1024-bit Diffie Hellman, to be used within the IKE policy with the priority number of 40.

i sakmp policy 40 group?2

Cisco VPN Client Version 3.x uses Diffie-Hellman group 2 and Cisco VPN Client 3000 Version 2.5/2.6
uses Diffie-Hellman group 1. If you are using Cisco VPN Client Version 3.x, configure Diffie-Hellman
group 2 by using the isakmp policy group 2 command.

isakmp policy hash

Use the isakmp policy hash command to specify the hash algorithm to be used in an IKE policy. IKE
policies define a set of parameters to be used during IKE negotiation.

There are two hash algorithm options: SHA-1 and MD5. MD5 has a smaller digest and is considered to
be gdlightly faster than SHA-1.

To reset the hash algorithm to the default value of SHA-1, use the no isakmp policy hash command.

Thefollowing example shows use of theisakmp policy hash command. Thisexample setsthe MD5 hash
algorithm to be used within the IKE policy with the priority number of 40.

i saknp policy 40 hash nd5

isakmp policy lifetime
To specify the lifetime of an IKE security association before it expires, use the isakmp policy lifetime

command. Use the no isakmp policy lifetime command to reset the security association lifetime to the
default value of 86,400 seconds (one day).

[ 78-14890-01
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When IKE begins negotiations, it looks to agree upon the security parameters for its own session. The
agreed-upon parameters are then referenced by a security association at each peer. The security
association is retained by each peer until the security association’s lifetime expires. Before a security
association expires, it can be reused by subsequent |KE negotiations, which can save time when setting
up new | PSec security associations. New security associations are negotiated before current security
associations expire.

To save setup time for 1PSec, configure alonger IKE security association lifetime. However, the shorter
the lifetime (up to a point), the more secure the IKE negotiation is likely to be.

Note ~ When PIX Firewall initiates an IKE negotiation between itself and an | PSec peer, an IKE policy can be
selected only if thelifetime of the peer’spolicy is shorter than or equal to the lifetime of itspolicy. Then,
if the lifetimes are not equal, the shorter lifetime will be selected.

The following example shows use of the isakmp policy lifetime command. This example sets the
lifetime of the IKE security association to 50,400 seconds (14 hours) within the IKE policy with the
priority number of 40.

i saknp policy 40 lifetime 50400

show isakmp policy

To view the parameters for each IKE policy including the default parameters, use the show isakmp
policy command.

The following is sample output from the show isakmp policy command after two IKE policies were
configured (with priorities 70 and 90 respectively):

show i saknp policy

Protection suite priority 70
encryption algorithm DES - Data Encryption Standard (56 bit keys)
hash al gorithm Message Digest 5
aut hentication nmethod: Rivest-Sham r-Adleman Signature
Di ffie-Hell man group: #2 (1024 bit)
lifetime: 5000 seconds, no volunme limt
Protection suite priority 90
encryption algorithm DES - Data Encryption Standard (56 bit keys)
hash al gorithm Secure Hash Standard
aut hentication nmethod: Pre-Shared Key
Di ffie-Hell man group: #1 (768 bit)
lifetime: 10000 seconds, no volume limt
Default protection suite
encryption algorithm DES - Data Encryption Standard (56 bit keys)
hash al gorithm Secure Hash Standard
aut hentication nmethod: Rivest-Sham r-Adl eman Signature
Di ffie-Hell man group: #1 (768 bit)
lifetime: 86400 seconds, no volume limt

Note  Although the output shows “no volume limit” for the lifetimes, you can currently only configure atime
lifetime (such as 86,400 seconds); volume limit lifetimes are not currently configurable.

Examples The following is sample output from the show isakmp and show isakmp policy commands for a
configuration using Diffie-Hellman group 5 in its ISAKMP policy:

pi xfirewal | (config)# show i saknp
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i saknmp enabl e out si de
i saknmp key ******** gddress 0.0.0.0 netrmask 0.0.0.0
i saknp policy 1 authentication pre-share
i sakmp policy 1 encryption 3des
i sakmp policy 1 hash nd5
i saknp policy 1 group 5
isakmp policy 1 lifetime 86400
pi xfirewal | (config)# show i saknp policy
Protection suite of priority 8
encryption algorithm Three key triple DES
hash al gorithm Message Digest 5
aut hentication nmethod: Rivest-Shamr-Adl eman Signature
Diffie-Hell man group: #5 (1536 bit)
lifetime: 86400 seconds, no volune |imt
Related Commands  ca For Certificate Enrollment Protocol (CEP), creates and enrolls RSA key pairs
into a Public Key Infrastructure (PKI1).
crypto Configures the | PSec crypto dynamic-map policy.
dynamic-map
cryptoipsec Configures the transform set and 1PSec security association (SA) lifetime.

crypto map Configures the | Psec crypto map policy.

kill
Terminate a Telnet session.

kill telnet_id

Syntax Description telnet_id Telnet session ID.

Command Modes Privileged mode.

Usage Guidelines The kill command terminates a Telnet session. Use the who command to view the Telnet session ID
value. When you kill a Telnet session, the PIX Firewall lets any active commands terminate and then
drops the connection without warning the user.

Examples The following is sample output from the show who command, which is used to list the active Telnet
sessions, and the use of the kill command to end Telnet session 2:
show who
2: From 10. 10.54.0
kill 2

Cisco PIX Firewall Command Reference
[ 78-14890-01 .m



Chapter 6 G through L Commands |

W logging

Related Commands who Shows the active administration sessions on the firewall.

telnet Adds Telnet access to the firewall console and sets the idle timeout.

logging
Enable or disable syslog and SNMP logging.
[no] logging on
[no] logging buffered level
[no] logging console level
logging device-id {hostname | ipaddress if _name | string text}
no logging device-id
[no] logging facility facility
[no] logging history level
[no] logging host [in_if _name] ip_address [protocol /port] [format emblem]
[no] logging message syslog_id [level level]
[no] logging monitor level
[no] logging queue queue_size
[no] logging standby
[no] logging timestamp
[no] logging trap level
clear logging [disable]
show logging [message { syslog_id | all} | level | disabled]

show logging queue

Syntax Description all All syslog message IDs.

buffered Send syslog messages to an internal buffer that can be viewed with the
show logging command. Use the clear logging command to clear the message
buffer. New messages append to the end of the buffer.

clear Clear the buffer for use with the logging buffered command.

console Specify that syslog messages appear on the PIX Firewall console as each message
occurs. You can limit the types of messages that appear on the console with level.
We recommend that you do not use this command in production mode because its
use degrades PIX Firewall performance.

device-id The device ID of the PIX Firewall to include in the syslog message.
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disabled Clear or display suppressed messages. You can suppress messages with the no
logging message command.
facility Specify the syslog facility. The default is 20.
facility Eight facilities LOCALO(16) through LOCAL 7(23); the default is LOCAL4(20).

Hosts file the messages based on the facility number in the message.

format emblem  This option enables EMBLEM format logging on a per-syslog-server basis.
EMBLEM format logging is available for UDP syslog messages only and is
disabled by default.

history Set the SNMP message level for sending syslog traps.

host Specify asyslog server that will receive the messages sent from the PIX Firewall.
You can use multiple logging host commands to specify additional servers that
would all receive the syslog messages. However, a server can only be specified to
receive either UDP or TCP, not both. PIX Firewall only sends TCP syslog
messages to the PIX Firewall Syslog Server (PFSS).

hosthame Specifies to use the host name of the PIX Firewall to uniquely identify the syslog
messages from the PIX Firewall.

if_name Specifies the name of the interface whose IP address is used to uniquely identify
the syslog messages from the PIX Firewall.

in_if_name Interface on which the syslog server resides.

ip_address Syslog server’s | P address.

ipaddress Specifiesto use the I P address of the specified PIX Firewall interface to uniquely
identify the syslog messages from the PIX Firewall.

level Specify the syslog message level as a number or string. The level you specify

means that you want that level and those less than the level. For example, if level
is 3, syslog displays 0, 1, 2, and 3 messages. Possible number and string level
values are;

» O—emergencies—System unusable messages

e l—alerts—Take immediate action

» 2—critical—Critical condition

e 3—errors—Error message

e 4—warnings—Warning message

« 5—natifications—Normal but significant condition
« 6—informational—Information message

» 7—debugging—Debug messages and log FTP commands and WWW URLs

message Specify a message to be allowed. Use the no logging message command to
suppress a syslog message. Use the clear logging disabled command to reset the
disallowed messagesto the original set. Usethe show message disabled command
to list the suppressed messages. All syslog messages are permitted unless
explicitly disallowed. The “PIX Startup begin” message cannot be blocked and
neither can more than one message per command statement.

monitor Specify that syslog messages appear on Telnet sessions to the PIX Firewall
console.
on Start sending syslog messagesto all output locations. Stop all logging with the no

logging on command.

Cisco PIX Firewall Command Reference
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port The port from which the PIX Firewall sends either UDP or TCP syslog messages.
This must be same port at which the syslog server listens. For the UDP port, the
default is 514 and the allowable range for changing the value is 1025 through
65535. For the TCP port, the default is 1470, and the allowable range is 1025
through 65535. TCP ports only work with the PIX Firewall Syslog Server.
protocol The protocol over which the syslog message is sent; either tcp or udp.
PIX Firewall only sends TCP syslog messages to the PIX Firewall Syslog Server.
You can only view the port and protocol values you previously entered by using
the write terminal command and finding the command in the listing—the TCP
protocol islisted as 6 and the UDP protocol islisted as 17.
queue Specifies the size of the queue for storing syslog messages. Use this parameter before
queue_size the syslog messages are processed. The queue parameter defaults to 512 messages,
0 (zero) indicates unlimited (subject to available block memory), and the
minimum is one message.
standby L et the failover standby unit also send syslog messages. Thisoptionisdisabled by
default. You can enable it to ensure that the standby unit’s syslog messages stay
synchronized should failover occur. However, this option causes twice as much
traffic on the syslog server. Disable with the no logging standby command.
syslog_id Specify a message number to disallow or allow. If amessageislisted in syslog
as %PIX-1-101001, use “101001” asthe syslog_id. Refer to Cisco PIX Firewall
System Log Messages for message numbers.
text Specifies the text string to uniquely identify the syslog messages from the PIX
Firewall. The maximum length is 16 characters with no whitespace (blanks)
allowed.
timestamp Specify that syslog messages sent to the syslog server should have a time stamp
value on each message.
trap Set logging level only for syslog messages.
Defaults EMBLEM format logging is disabled by default.
Thelogging device-id command is disabled by default.
Console logging (the logging console command) is disabled by default.
Command Modes Configuration mode.
Usage Guidelines The logging command lets you enable or disable sending informational messages to the console, to a

syslog server, or to an SNM P management station.

The PIX Firewall provides more information in messages sent to a syslog server than at the console, but
the console provides enough information to permit effective troubleshooting.

N,

Note Do not use the logging console command when the PIX Firewall isin production mode because it
degrades system performance. Instead, use the logging buffered command to start logging, the show
logging command to view the messages, and the clear logging command to clear the buffer to make
viewing the most current messages easier.
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The aaa accounting authentication enable console command causes syslog messages to be sent (at
syslog level 4) each time the configuration is changed from the serial console.

The show logging command displays which logging options are enabled. |If the logging buffered
command is in use, the show logging command lists the current message buffer. The show logging
disabled command displays suppressed syslog messages.

logging device-id
Thelogging device-id command displays aunique device ID in non-EMBLEM format syslog messages

that are sent to the syslog server. Thiscommand isavailablein PIX Firewall software Version 6.2.2.115
and higher.

If enabled, the PIX Firewall displaysthe device ID in all non-EMBLEM-formatted syslog messages.
However, it does not affect the syslog message text that isin EMBLEM format.

The device ID part of the syslog message is viewed through the syslog server only and not directly on
the firewall.

If the ipaddress option is used, the device ID becomes the specified PIX Firewall interface |P address,
regardless of the interface from which the message is sent. This provides a single consistent device ID
for all messages sent from the device.

logging history
Set the SNMP message level with the logging history command.

logging host

Thelogging host ip_address format emblem command enables EMBLEM format logging on a
per-syslog-server basis. EMBLEM format logging is available for UDP syslog messages only (because
the RME syslog analyzer only supports UDP syslog messages). If EMBLEM format logging is enabled
for a particular syslog host, then EMBLEM format messages are sent to that host. If the logging
timestamp option is also enabled, then EMBLEM format messages with a time stamp are sent.
EMBLEM format logging is disabled by default.

logging message

To change the level of a syslog message, use the logging message syslog_id level level command. The
no logging message command cannot block the“ %P1 X- 6- 199002: PI X startup conpl et ed. Begi nni ng

operation.” syslog message.

logging queue

The logging queue command lets you specify the size of the syslog message queue for the messages
waiting to be processed. When traffic is heavy, messages may be discarded.

The show logging queue command lists:
» Number of messages in the queue
» Highest number of messages recorded in the queue

» Number of messages discarded because block memory was not available to process them

[ 78-14890-01
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Step 1
Step 2

Examples

logging standby

The logging standby command lets the failover standby unit send syslog messages. This option is
disabled by default. You can enable it to ensure that the standby unit’s syslog messages stay
synchronized should failover occur. However, this option causes twice as much traffic on the syslog
server. Disable with the no logging standby command.

logging timestamp
The logging timestamp command requires that the clock command be set.

logging trap
Set the syslog message level with the logging trap command.

Troubleshooting

If you areusing TCP asthelogging transport protocol, the PIX Firewall stops passing traffic asasecurity
measure if any of the following error conditions occur: the PIX Firewall is unable to reach the syslog
server; the syslog server is misconfigured (such as with PFSS, for example); or the disk is full.
(UDP-based logging does not prevent the PIX Firewall from passing traffic if the syslog server fails.)

To enable the PIX Firewall to pass traffic again, do the following:

Identify and correct the syslog server connectivity, misconfiguration, or disk space error condition.
Enter the command 1 oggi ng host inside 10.1.1.1 tcp/ 1468 to enablethelogging again.

Alternately, you can change the logging to default logging on UDP/514 by issuing the command
I oggi ng host inside 10.1.1.1. UDP-based logging passes traffic even if the syslog server fails.

For more information

For more information on syslog and the use of the logging command, refer to Cisco PIX Firewall System
Log Messages. You can also use Cisco PIX Firewall System Log Messages to get the message numbers
that can be individually suppressed with the logging message command.

The following example shows how to start console logging and view the results:

pi xfirewal | (config)# |oggi ng buffered debuggi ng
pi xfirewal | (config)# show | oggi ng
Sysl og | oggi ng: enabl ed
Ti mest anp | oggi ng: di sabl ed
Consol e | oggi ng: di sabl ed
Moni t or | oggi ng: di sabl ed
Buf fer 1o0gging: |evel debugging, 37 nessages | ogged
Trap | oggi ng: disabl ed
305001: Portmapped translation built for gaddr 209.165.201.5/0 |addr 192.168. 1. 2/ 256

The line of output starting with 305001 shows a translation to a PAT global through global address
209.165.201.5 from ahost at 192.168.1.2. The “305001” identifies a syslog message for creating a
translation through a PAT global. Refer to Cisco PIX Firewall System Log Messages for more
information on syslog messages.

The following is sample output from the show logging command with the logging device-id hostname
command configured on a host named pixfirewall-1 (notice the last line):
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pi xfirewal | -1(config)# |oggi ng device-id hostnane
pi xfirewal | -1(config)# show | oggi ng

Sysl og | oggi ng: disabl ed

Facility: 20

Ti mestanp | oggi ng: di sabl ed

St andby | oggi ng: di sabl ed

Consol e | oggi ng: | evel debugging, O nessages | ogged
Moni tor | ogging: |evel debugging, 0 nmessages |ogged
Buf fer | oggi ng: disabl ed

Trap | oggi ng: disabl ed

Hi story | ogging: disabled

Device ID: hostnanme "pixfirewal | -1"

The next example lists the output of the logging queue and show logging queue commands:

pi xfirewal | (config)# |ogging queue 0

pi xfirewal | (config)# show | oggi ng queue

Loggi ng Queue length limt : Unlimted

Current 5 nsg on queue, 3513 nsgs nost on queue, 1 nsg discard

In this example, the logging queue command is set to 0, which means you want an unlimited number of
messages; in other words, all syslog messages, to be processed. The show logging queue command
shows that 5 messages are queued, 3513 messages was the greatest number of messages in the queue at
one time since the PIX Firewall was last booted, and that 1 message was discarded. Even though set for
unlimited, should the amount of block memory be exhausted, messages can still be discarded.

The following is sample output from the show logging command output when the TCP syslog server is
unreachable. Consequently, the PIX Firewall stops passing traffic and logging to the inside is set as
disabled:

pi xfirewal | (config)# show | oggi ng
Sysl og | oggi ng: enabl ed
Ti mest anp | oggi ng: enabl ed
St andby | oggi ng: di sabl ed
Consol e | oggi ng: di sabl ed
Moni t or | oggi ng: di sabl ed
Buf fer | ogging: |evel debugging, 827 nmessages | ogged
Trap | ogging: |evel debugging, facility 20, 840 nessages | ogged
Logging to inside 10.1.1.1 tcp/ 1468 di sabl ed

The following examples show how to change the level of a syslog message and display its current and
default level:

pi xfirewal | (config)# | oggi ng message 403503
pi xfirewal | (config)# show | oggi ng nessage 403503
sysl og 403503: default-level errors (enabl ed)

pi xfirewal | (config)# | oggi ng nessage 403503 | evel 1
pi xfirewal | (config)# show | oggi ng nmessage 403503
sysl og 403503: default-level errors, current-level alerts (enabled)

pi xfirewal | (config)# | oggi ng message 403503 | evel 6
pi xfirewal | (config)# show | oggi ng nmessage 403503
sysl og 403503: default-level errors, current-level informational (enabled)

pi xfirewal | (config)# | oggi ng message 403503 | evel 3
pi xfirewal | (config)# show | oggi ng nessage 403503
sysl og 403503: default-level errors (enabl ed)
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Related Commands

login

auto-update Configures auto update support.
telnet Adds Telnet access to the firewall console and sets the idle timeout.
terminal Sets terminal line parameters.

Initiates the log-in prompt on the PIX Firewall for starting a session, accessing another privilege level,
or command mode as a specific user.

login

Syntax Description

Command Modes

Usage Guidelines

login Specifiesto log in as a particular user.

Unprivileged mode.

Thelogin command logs the user into the PIX Firewall, another privilegelevel, or command mode using
the local user authentication database created with the username command. This command is available
in unprivileged mode.

A user who has logged in can use the logout, exit, or quit commands to go back to unprivileged mode.

Examples The following example shows the prompt after you enter the login command:
pi xfirewal | > | ogin
User name:

Related Commands  privilege Configures privilege levels for commands.
username Configures the local user authentication database.
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mac-list
Adds alist of MAC addresses using a first match search. This command is used by the firewall VPN
client in performing MAC-based authentication.
[no] mac-list id deny|per mit mac macmask
show mac-list [id]
clear mac-list [id]
Syntax Description deny Traffic matching deny isnot included in the MAC list and is subjected to both
authentication and authorization.
id MAC access list number.
mac Source MAC address in aabbcc.ddeeff.gghhii form.
macmask Appliesthe netmask to mac, which isastring of 1'sfollowed by 0'sintheform
aabbcc.ddeeff.gghhii, and allows the grouping of MAC addresses.
permit Traffic matching permit isincluded in the MAC list and is exempt from
authentication and authorization.
Defaults None.
Command Modes The mac-list command is available in configuration mode.
The show mac-list command is available in privileged mode.
Usage Guidelines The mac-list command, similar to the access-list command, can be entered multiple times with sameid

to group a set of MAC addresses.

Only AAA exemption is provided. Authorization is automatically exempted for MACs for which
authentication is exempted. Other types of AAA with mac-list are not supported.

The clear aaa command removes the mac-list command statements along with the rest of the AAA
configuration.
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The show aaa command displays mac-list command statements as part of the AAA configuration.

Examples The following example shows how to configure a MAC access list:

pi xfirewal | (config)# mac-1ist adc permt 00a0.c95d.0282 ffff.ffff.ffff
pi xfirewal | (config)# mac-1ist adc deny 00al.c95d.0282 ffff.ffff.ffff
pi xfirewal | (config)# mac-1ist ac permt 0050.54ff.0000 ffff.ffff.0000
pi xfirewal | (config)# mac-1ist ac deny 0061.54ff.b440 ffff.ffff.ffff
pi xfirewal | (config)# mac-1ist ac deny 0072.54ff.b440 ffff.ffff.ffff

pi xfirewal | (config)# show mac-1i st

mac-list adc permit 00a0.c95d.0282 ffff.ffff.ffff
mac- i st adc deny 00al.c95d.0282 ffff.ffff.ffff
mac-1ist ac permt 0050.54ff.0000 ffff.ffff.0000
mac-1ist ac deny 0061.54ff.b440 ffff.ffff.ffff
mac-1ist ac deny 0072.54ff.b440 ffff. ffff. ffff

Related Commands aaa authentication Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication
on a server designated by the aaa-server command, or PDM user
authentication.

aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.
aaa mac-exempt Exempts alist of MAC addresses from authentication and authorization.
access-list Create an access list, or use downloadable access lists. (Downloadable access

lists are supported for RADIUS servers only.)

management-access

Enables access to an internal management interface on the firewall.
[no] management-access mgmt_if

show man agement-access

Syntax Description mgmt_if The name of the firewall interface to be used as the internal management
interface.

Defaults None.

Command Modes The management-access mgmt_if command is available in configuration mode.

The show management-access is available in privileged mode.

Usage Guidelines The management-access mgmt_if command enables you to define an internal management interface
using the I P address of the firewall interface specified in mgmt_if. (The firewall interface names are
defined by the nameif command and displayed in quotes, “ ”, in the show interface output.)
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mgcp

mgcp I

In PIX Firewall software Version 6.3, this command is supported for the following through an 1PSec
VPN tunnel only, and only one management interface can be defined globally:

» SNMP pollsto the mgmt_if

» HTTPS requests to the mgmt_if
» PDM access to the mgmt_if

» Telnet access to the mgmt_if

e SSH access to the mgmt_if

» Ping to the mgmt_if

The show management-access command displays the firewall management access configuration.

The following example shows how to configure afirewall interface named “inside” as the management
acccess interface:

pi xfirewal | (config)# managenent - access inside
pi xfirewal | (config)# show managenent - access
managenent - access i nsi de

Configures additional support for the Media Gateway Control Protocol (MGCP) fixup (packet
application inspection) and is used with the fixup protocol mgep command.

[no] mgcp call-agent ip_address group_id
[no] mgcp command-queue limit
[no] mgcp gateway ip_address group_id

show mgcp {commands | sessions} [detail]

clear mgcp
Syntax Description commands The MGCP commands in the MGCP configuration on the firewall.
group_id The ID of the Call Agent group, from 0 to 4294967295.
ip_address The IP address of the gateway.
limit Maximum number of commands to queue, from 1 to 4294967295.
sessions The MGCP active sessions.

Defaults

Command Modes

The default for the MGCP command queue is 200.

The mgep command is available in configuration mode.

The show mgcp command is available in privileged mode.

[ 78-14890-01
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Usage Guidelines The mgcp commands are used to provide additional support for the MGCP fixup. The MGCP fixup itself
is enabled with the fixup protocol mgep command.

mgcp call-agent

The mgcp call-agent command is used to specify a group of Call Agents that can manage one or more
gateways. The Call Agent group information is used to open connectionsfor the Call Agentsinthe group
(other than the one a gateway sends a command to) so that any of the Call Agents can send the response.
Call Agents with the same group_id belong to the same group. A Call Agent may belong to more than
one group. The group_id option is a number from 0 to 4294967295. The ip_address option specifies the
IP address of the Call Agent.

mgcp command-queue

The mgcp command-queue command specifies the maximum number of MGCP commands that are
gueued while waiting for aresponse. The range of allowed valuesisfrom 1 to 4294967295. The default
is200. When the limit has been reached and a new command arrives, the command that has been in the
gueue for the longest time is removed.

mgcp gateway

The mgcp gateway command is used to specify which group of Call Agents are managing a particular
gateway. The |P address of the gateway is specified with the ip_address option. The group_id option is
anumber from 0 to 4294967295 that must correspond with the group_id of the Call Agentsthat are
managing the gateway. A gateway may only belong to one group.

clear mgcp and show mgcp

The clear mgep command removes the MGCP configuration and resets the command queue limit to the
default of 200.

The show mgcp commands command liststhe number of MGCP commandsin the command queue. The
show mgcp sessions command lists the number of existing MGCP sessions. The detail option includes
additional information about each command (or session) in the output.

Examples The following example limits the MGCP command queue to 150 commands, allows Call Agents 10.10.11.5
and 10.10.11.6 to control gateway 10.10.10.115, and allows Call Agents 10.10.11.7 and 10.10.11.8 to con-
trol both gateways 10.10.10.116 and 10.10.10.117:

pi xfirewal | (config)# ngcp call-agent 10.10.11.5 101
pi xfirewal | (config)# ngcp call-agent 10.10.11.6 101
pi xfirewal | (config)# ngcp call-agent 10.10.11.7 102
pi xfirewal | (config)# ngcp call-agent 10.10.11.8 102
pi xfirewal | (config)# ngcp command- queue 150

pi xfirewal | (config)# ngcp gateway 10.10.10.115 101
pi xfirewal | (config)# ngcp gateway 10.10.10.116 102
pi xfirewal | (config)# ngcp gateway 10.10.10.117 102

The following are examples of the show mgcp command options:

pi xfirewal | # show ngcp conmands
1 in use, 1 nost used, 200 maxi num al | owed
CRCX, gateway |P: host-pc-2, transaction |ID: 2052, idle: 0:00:07
pi xfirewal | # show ngcp conmands detai |
1 in use, 1 nost used, 200 maxi num al | owed
CRCX, idle: 0:00:10
Gateway | P host - pc- 2
Transaction | D 2052
Endpoi nt nane aal n/ 1
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Call ID 9876543210abcdef
Connection ID
Media | P 192.168.5.7
Medi a port 6058
pi xfirewal | # show ngcp sessi ons
1 in use, 1 nost used
Gateway | P host-pc-2, connection |ID 6789af54c9, active 0:00:11
pi xfirewal | # show ngcp sessions detail
1 in use, 1 nost used
Session active 0:00: 14
Gateway | P host - pc- 2
Call ID 9876543210abcdef
Connection ID 6789af 54c9
Endpoi nt nane aaln/1
Media I cl port 6166
Media rnt | P 192.168.5.7
Media rnmt port 6058
Related Commands  debug Displays debug information for Media Gateway Control Protocol (MGCP)
traffic.
fixup protocol Enables the Media Gateway Control Protocol (MGCP) fixup. Use with the
mgcp command to configure additional support for the MGCP fixup.
show conn Displays all active connections. Thereis an MGCP show conn option and
connection flag, “g”.
timeout Sets the maximum idle time duration. (There is an MGCP timeout option.)

mroute
Configures a static multicast route.
[no] mroute src smask in_if_name dst dmask out_if name
show mroute [dst [src]]
Syntax Description dmask The destination network address mask.
dst The Class D address of the multicast group.
in_if_name The input interface name to pass multicast traffic.
out_if name The output interface name to pass multicast traffic.
smask The multicast source network address mask.
src The IP address of the multicast source.
Command Modes Configuration mode.

Usage Guidelines The mroute command supports routing multicast traffic through the PIX Firewall.

Cisco PIX Firewall Command Reference
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The show mroute command displays the current multicast route table.

In the following example, the multicast sources are the inside interface and DMZ with no internal
receivers:

nmul ticast interface outside
nmul ticast interface inside
multicast interface dne

nroute 1.1.1.1 255.255.255.255 inside 230.1.1.2 255. 255. 255. 255 out si de
nroute 2.2.2.2 255.255.255. 255 dne 230.1.1.2 255.255. 255. 255 out si de

Specify the maximum transmission unit (MTU) for an interface.

[no] mtu if_name bytes

show mtu
Syntax Description bytes The number of bytesin the MTU, in the range of 64 to 65,535 bytes. The value
specified depends on the type of network connected to the interface.
if name Theinternal or external network interface name.

Command Modes

Usage Guidelines

Configuration mode.

The mtu command setsthe size of data sent on aconnection. Datalarger than the maximum transmission
unit (MTU) value is fragmented before being sent. The minimum value for bytes is 64 and the maximum
is 65,535 bytes.

For PIX Firewall software Version 6.2, MTU size must be greater than or equal to 1500 for the Stateful
Failover link and greater than or equal to 576 for the LAN-based failover link.

For PIX Firewall software Versions 5.2 through 6.1, MTU size must be greater than or equal to 256 bytes
for the Stateful Failover link.

PIX Firewall supports the IP Path MTU Discovery mechanism, as defined in RFC 1191. IP Path MTU

Discovery allows a host to dynamically discover and cope with differences in the maximum allowable
maximum transmission unit (MTU) size of the various links along the path. Sometimes a PIX Firewall
isunableto forward a datagram because it requires fragmentation (the packet islarger thanthe MTU you
set for the interface), but the “don't fragment” (DF) bit is set. The network software sends a message to
the sending host, alerting it to the problem. The host will have to fragment packets for the destination so
that they fit the smallest packet size of all the links along the path.

For Ethernet interfaces, the default MTU is 1500 bytesin ablock, which is also the maximum. Thisvalue
is sufficient for most applications, but you can pick alower number if network conditions warrant it.

The no mtu command resets the MTU block size to 1500 for Ethernet interfaces. The show mtu
command displays the current block size. The show interface command also shows the MTU value.

Cisco PIX Firewall Command Reference
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multicast

For the MTU fragmentation to work properly when using L2TP, we recommend that the MTU size be
set to 1380, in order to account for the L2TP header and IPSec header length.

The following example shows the use of the mtu command with Ethernet:

interface ethernetl auto
mu inside 8192

show ntu
nmtu outside 1500
mu inside 8192

Enables multicast traffic to pass through the PIX Firewall. Includes an igmp subcommand mode for
multicast support.

[no] multicast interface interface_name
clear multicast
show igmp [group | inter face interface_name] [detail]

show multicast [interface interface_name]

Subcommands to the multicast command:

igmp forward interface interface_name
igmp access-group id

igmp version {1 | 2}

igmp join-group group

igmp max-groups number

igmp query-interval seconds

igmp query-max-r esponse-time seconds
no igmp

clear igmp [group | interface interface_name]

Syntax Description

detail Displays al information in the IGMP table.
id Access control list ID.

group The address of the multicast group.

igmp Internet Group Management Protocol.

[ 78-14890-01
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interface name  The name of the interface on which to enable multicast traffic.

join-group The multicast group to join.

max-groups Specifies the maximum number of groups, from 0 to 2000. The default valueis
500.

number The maximum number of groups that can be joined.

query-interval The query response time interval.

query-max- The maxium query response time interval.

response-time

seconds Specifies the number of seconds to wait.

Command Modes

Usage Guidelines

N

Note

Examples

Configuration mode.

The multicast command supports routing multicast traffic through the PIX Firewall.
The PIX Firewall igmp commands are subcommands of the multicast command.
The clear igmp [group | interface interface_name] command clears IGMP entries.

The PIX Firewall acts as an IGMP proxy but is not a multicast router.

The show igmp [group | interface interface_name] [detail] command displays the IGMP information
for a multicast group, whether statically configured or dynamically created.

Theshow multicast [interfaceinterface_name] command displaysall or per-interface multicast settings.
Also displays the IGMP configuration for any interface that is specified.

The following example shows use of the multicast command with corresponding igmp subcommands:

nmul ticast interface outside

mul ticast interface inside
ignp forward interface outside
igmp join-group 224.1.1.1

The following is sample output from the show igmp command:

pi xfirewal | (config)# show i gnp

IGW is enabled on interface inside

Current | GW version is 2

| GWP query interval is 60 seconds

| GW querier timeout is 125 seconds

| GWP max query response tinme is 10 seconds

Last nmenber query response interval is 1 seconds
I nbound | GWP access group is

IGWP activity: 0 joins, O |eaves

| GWP querying router is 10.1.3.1 (this system

| GWP Connected Group Menbership
Group Address Interface Upti ne Expires Last Reported

Cisco PIX Firewall Command Reference
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name/names

Associate a name with an |P address.
[no] name ip_address name
[no] names
clear names

show names

Syntax Description

Command Modes

Usage Guidelines

Note

ip_address The IP address of the host being named.

name The name assigned to the IP address. Allowable charactersareatoz, AtoZ,0t09, a
dash, and an underscore. The name cannot start with a number. If the name is over 16
characters long, the name command fails.

Configuration mode.

Use the name command to identify ahost by atext name. The names you define become like a host table
local to the PIX Firewall. Because there is no connection to DNS or /etc/hosts on UNIX servers, use of
this command is a mixed blessing—it makes configurations much more readabl e but introduces another
level of abstraction to administer; not only do you have to add and delete | P addresses to your
configuration as you do now, but with this command, you must ensure that the host names either match
existing names or you have a map to list the differences.

The name command maps text strings to | P addresses. The clear hames command clears the list of
names from the PI X Firewall configuration. The no names command disablesthe use of the text names,
but does not remove them from the configuration. The show names command lists the name command
statements in the configuration.

Usage Notes
1. You must first use the names command before using the name command. Use the name command
immediately after the names command and before you use the write memory command.

To disable displaying name values, use the no names command.
Only one name can be associated with an IP address.
Both the name and names command statements are saved in the configuration.

o~ w >

While the name command will let you assign a name to a network mask, no other PIX Firewall
command requiring a mask will let you use the name as a mask value. For example, the following
command is accepted.

nane 255. 255. 255. 0 cl ass- C- mask

None of the commands in which a mask is required can process the “class-C-mask” as an accepted
network mask.

[ 78-14890-01
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Examples In the example that follows, the names command enables use of the name command. The name
command substitutes pix_insidefor referencesto 192.168.42.3, and pix_outsidefor 209.165.201.3. The
ip address commands use these names while assigning | P addresses to the network interfaces. The no
names command disables the name command values from displaying. Subsequent use of the names
command restores their display.

pi xfirewal | (config)# nanes

pi xfirewal | (config)# name 192. 168. 42. 3 pi x_i nsi de

pi xfirewal | (config)# nanme 209. 165. 201. 3 pi x_out si de
pixfirewal | (config)# ip address inside pix_inside 255.255.255.0
pixfirewal | (config)# ip address outside pix_outside 255.255. 255. 224

pi xfirewal | (config)# show i p address

System | P Addr esses
inside ip address pix_inside mask 255.255.255.0
outside ip address pix_outside mask 255.255. 255. 224

pi xfirewal | (config)# no nanes

pi xfirewal | (config)# show i p address

System | P Addr esses
inside ip address 192.168.42.3 nmask 255.255.255.0
outside ip address 209. 165.201. 3 mask 255. 255. 255. 224

pi xfirewal | (config)# nanes
pi xfirewal | (config)# show i p address
System | P Addr esses
inside ip address pix_inside mask 255.255.255.0
outside ip address pix_outside mask 255.255. 255. 224
pi xfirewal | (config)# show nanes
System | P Addr esses

nane 192.168.42. 3 pi x_i nsi de
nane 209. 165. 201. 3 pi x_out si de

nameif

Name interfaces and assign security level.
nameif { hardware _id | vian_id} if_name security level
clear nameif

show nameif

Syntax Description hardware id The hardware name for the network interface that specifies the interface’s slot
location on the PIX Firewall motherboard. For more information on PIX Firewall
hardware configuration, refer to the Cisco PIX Firewall Hardware Installation
Guide.

A logical choice for an Ethernet interface is ethernetn. These names can also be
abbreviated with any leading characters in the name, for example, ether1 or e2.

if_name A namefor theinternal or external network interface of up to 48 charactersin length.
By default, PIX Firewall names the inside interface “inside,” the outside interface
“outside,” and any perimeter interface “intfn” where n is 2 through 5.

Cisco PIX Firewall Command Reference
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Command Modes

Usage Guidelines

nameif W

security level  Enter O for the outside network or 100 for the inside network. Perimeter interfaces
can use any number between 1 and 99. By default, PIX Firewall sets the security
level for the inside interface to security100 and the outside interface to securityO.
Thefirst perimeter interfaceisinitially set to security10, the second to securityl15,
the third to security20, and the fourth perimeter interface to security25 (atotal of 6
interfaces are permitted, with atotal of 4 perimeter interfaces permitted). The word
security in this command can also be abbreviated as sec, for example sec10.

For accessfrom a higher security to alower security level, nat and global commands
or static commands must be present. For access from alower security level to a
higher security level, static and access-list commands must be present.

Interfaces with the same security level cannot communicate with each other. We
recommend that every interface have a unique security level.

vlian_id The VLAN identifier. For example: vlanl0, vlan20, etc. (vlan_id is configured with
the interface command.)

Configuration mode.

The nameif command lets you assign a hame to an interface. You can use this command to assign
interface names if you have more than two network interface circuit boardsin your PIX Firewall. The
first two interfaces have the default namesinside and outside. Theinside interface has adefault security
level of 100, the outside interface has a default security level of 0. The clear nameif command reverts
nameif command statements to default interface names and security levels.

Use nameif hardware _id if_name security level to set name of a physical interface and use the nameif
vlan_id if_name security level command to set the name of alogical interface. Physical interfaces are
one per each NIC, in place at boot time, and non-removable. Logical interfaces can be many-to-one for
each NIC, are created at run time, and can be removed through software reconfiguration.

Usage Notes

1. If you change the hardware_id of the outside interface; for example, from ethernetO to ethernetl,
PIX Firewall changes every reference to the outside interface in your configuration to inside, which
can cause problems with route, ip, and other command statements that affect the flow of traffic
through the PIX Firewall.

2. After changing a nameif command, use the clear xlate command.

3. Theinsideinterface cannot be renamed or given a different security level. The outside interface can
be renamed, but not given a different security level.

4. Aninterfaceis always “external” with respect to another interface that has a higher security level.

Examples The following example shows how to use the nameif hardware_id if _name security level command:
namei f ethernet2 perinmeterl sec50
nanei f ethernet3 perineter2 sec20
The fol | owi ng exanpl e shows how to use the naneif vlan_idif_name security level command:
nanei f vl anl0 perineter3 seclO
The following exanple is a configuration that uses both physical and VLAN interfaces:
nanei f ethernetO outside security0
Cisco PIX Firewall Command Reference
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nanei f ethernetl intf6 security90
nanei f ethernet2 dne security50
narmei f vlan4 intf4 securityl0
nanei f vlan5 intf5 securityl0
nanei f vlanl0 intf5 securityl0

Related Commands  interface Sets network interface paremeters and configures VLANS.

nat

Associate a network with a pool of global IP addresses.

[no] nat [(if_name)] nat_id local_ip [mask [dns] [outside] [max_conns [emb_limit
[norandomseq]]]]

[no] nat [(if_name)] O [access-list acl_id [outside]]

clear nat
show nat
Syntax Description access-list Associates access-list command statements to the nat 0 command and exempts

traffic that matches the access list from NAT processing.

acl_id The access list name.

clear nat Removes nat command statements from the configuration.

dns Specifies to use the created translation to rewrite the DNS address record.

emb_limit The maximum number of embryonic connections per host. (An embryonic
connection is a connection request that has not finished the necessary handshake
between source and destination.) Set a small value for slower systems, and a higher
value for faster systems. The default is 0, which means unlimited embryonic
connections.

if_name The name of the network interface, as specified by the nameif command, through
which the hosts or network designated by local_ip are accessed.

local_ip The internal network IP address to be translated. Additionally, local_ip determines
the group of hosts or networksreferred to by nat_id. You can use 0.0.0.0 to allow all
hosts to start outbound connections. The 0.0.0.0 local_ip can be abbreviated as 0.

mask The IP netmask to apply to local _ip.

max_conns The maximum number of simultaneous connections the local_ip hosts are to allow.
(Idle connections are closed after the idle timeout specified by the timeout conn
command.)

Cisco PIX Firewall Command Reference
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nat_id The ID of the group of host or networks. This ID will be referenced by the global
command to associate a global pool with the local _ip.

nat_id values can be 0, 0 access list acl_id, or any number from 1 to 2147483647.
A nat_id of 0 indicates that no address translation takes place for local _ip.

A nat_id of 0 accesslist acl_id specifiesthe traffic to exempt from NAT processing,
based on the access|ist specified by acl_id. Thisisuseful in Virtual Private Network
(VPN) configuration where traffic between private networks should be exempted
from NAT.

A nat_id that is a number from 1 to 2147483647 specifies the inside hosts for
dynamic address translation. The dynamic addresses are chosen from a global
address pool created with the global command, so the nat_id number must match the
global_id number of the global address pool you want to use for dynamic address
translation.

netmask Network mask for local_ip. You can use 0.0.0.0 to allow all outbound connections
to translate with IP addresses from the global pool. The netmask 0.0.0.0 can be
abbreviated as 0.

norandomseq Disables TCP Initial Sequence Number (ISN) randomization protection. Only use
this option if another in-line firewall is also randomizing sequence numbers and the
result is scrambling the data. Without this protection, inside hosts with weak
self-1SN protection become more vulnerable to TCP connection hijacking.

outside Enables outside NAT, which address transl ates the source address of a connection
coming from alower security interfaceto higher interface. Thisfeatureisalso called
Bi-Directional NAT.

Configuration mode.

The nat command lets you enable or disable address translation for one or more internal addresses.
Address translation means that when a host starts an outbound connection, the IP addresses in the
internal network are translated into global addresses. Network Address Translation (NAT) allows your
network to have any | P addressing scheme and the PIX Firewall protects these addresses from visibility
on the external network.

If not explicitly included in the nat command, the PIX Firewall derivesthe network mask from the class
of the IP address. For example, the command nat 0 10.130.36.0 causes all addresses in the 10.0.0.0
network to be translated and not only those in the 10.130.36.0 network. For this reason, you should
specify the network mask when configuring an 1P address that is not classful.

For NAT, you must use the global command statement to provide the pool of addresses through which
translated connections pass. You must also specify an | P address range (for dynamic NAT), or asingle
IP address (for PAT), in the global command statement, using the same nat_id in both the global and nat
command statements. The nat_id must be the same in the nat and global command configuration for
address translation to occur. The IP address(es) in the global command are used as the translated
addresses for the network you specified in the nat command.

In summary, you use the nat command statement to specify the firewall interface from behind which
connections can originate and you use the global command statement to determine through which
interfaces connections can occur.

[ 78-14890-01
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Note  Thefirewall does not support NAT for a Call Manager (CM) inside the firewall with IP phones outside
the firewall (that need to register with it). This is because when the IP phone needs to register with the
CM it does so through TFTR, but the firewall does not NAT TFTP messages.

The PIX Firewall does not support outside NAT for non-H.323 multimedia applications or between
overlapping network addresses.

After changing or removing a hat command statement, use the clear xlate command.

The connection limit, max_conns, lets you set the maximum number of outbound connections that can
be started with the IP address criteria you specify. The embryonic connection limit lets you prevent a
type of attack where processes are started without being completed. An embryonic connection is a
connection that someone attempted but has not completed and has not yet seen data. Every connection
is embryonic until it sets up.

You can use the no nat command to remove a nat command statement.

Table 7-1 helps you decide when to use the nat or static commands for access between the various
interfaces in the PIX Firewall. For this table, assume that the security levels are 40 for dmz1 and 60 for

dmz2.

Table 7-1  Interface Access Commands by Interface

From This To This Use This From This To This Use This
Interface Interface Command |Interface Interface Command
inside outside nat dmz2 outside nat
inside dmzl nat dmz2 dmzl nat
inside dmz2 nat dmz2 inside static
dmzl outside nat outside dmzl static
dmz1 dmz2 static outside dmz2 static
dmz1 inside static outside inside static

The rule of thumb is that for access from a higher security level interface to alower security level
interface, use the nat command. From lower security level interface to a higher security level interface,
use the static command.

nat 0

The nat 0 command enables identity NAT. Use this command when you have | P addresses that are the
same as those used on more than one interface. Adaptive Security remains in effect with the nat 0

command. Both the nat 0 command and the nat 0 access-list command may be configured concurrently
in PIX Firewall software Version 5.3 and higher.

It is important to understand the difference between the nat 0 and the nat if _name 0 access-list acl_id
commands. With nat 0, you can accept the inbound traffic only when the traffic isinitiated from the
inside and after the xlate is created. The nat if_name 0 access-list acl_id command allows traffic
whenever it matches the referenced ACL, regardless of whether or not there is already an xlate.

The nat 0 10.2.3.0 command means let those | P addresses in the 10.2.3.0 net appear on the outside
without translation. All other hosts are translated depending on how their nat or static command
statements appear in the configuration.

] Cisco PIX Firewall Command Reference
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nat 0 access-list

The nat if_name 0 access-list acl_id command disables NAT, specifically proxy ARPing, for the IP
addresses specified by the ACL referenced by acl_id. (The acl_id is the name you use to identify the
access-list command statement.) Thenat if _name 0 access-list acl_id command is not backward
compatible with PIX Firewall software Version 5.2 or earlier versions.

While the nat if_name 0 access-list acl_id command lets you exempt traffic that is matched by the
access-list command statement from NAT services, Adaptive Security remains in effect. The extent to
which the inside hosts are accessible from the outside depends on the access-list command statements
that permit inbound access; the nat if name 0 access-list acl_id command allows both inbound and
outbound traffic no matter which side initiates, aslong as it is permitted by the referenced ACL. The
if_namein thiscontext is name of the interface with the higher level of security assigned to it (the higher
security level interface).

The nat 0 access-list command ignores any port setting in your ACL command statement and so the nat
0 access-list command cannot be used to permit or deny traffic on a per-port basis.

nat [(if_name)] nat_id

A nat_id that is anumber from 1 to 2147483647 specifies the inside hosts for dynamic address
translation. The dynamic addresses are chosen from a global address pool created with the global
command, so the nat_id number must match the nat_id number in the global command you want to use
for the dynamic address translation.

For example, the nat 1 0 0 command means that all outbound connections from a host within the
specified interface can pass through the PIX Firewall (with address translation). If you use the nat
(inside) 1 0 0 command, users can start connections on any interface with alower security level, such as
the perimeter interfaces or the outside interface.

The nat 1 10.2.3.0 command means that only outbound connections originating from the inside host
10.2.3.0 can pass through the PIX Firewall to go to their destinations.

nat outside

The nat outside option lets you enable or disable outside NAT, which address translates the source
address of a connection coming from alower security interface to higher interface. This feature is also
called Bi-Directional NAT. By default, address translation occurs only for host addresses on the higher
security or "inside" interface.

If outside dynamic NAT is enabled on an interface, explicit NAT policy must be configured for all hosts
on the interface.

Use a natid of 0 with the outside option to disable address translation for host addresses on the lower
security interface. Use this option only if outside dynamic NAT is configured on the interface. By
default, address translation is automatically disabled for hosts connected to the lower security interface.

Enabling outside PAT can make the firewall more susceptible to flood DoS attack. To mitigate this, we
recommend that the address range selected with the nat nat_id local _ip mask outside command be as
restrictive as possible. In addition, the connection limit should be set to a value that takes into
consideration the memory capacity of the firewall. In general, aPAT session iscomposed of a PAT xlate
and an UDP or TCP connection. A PAT xlate consumes about 120 bytes and a TCP or UDP connection
consumes about 250 bytes.
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Examples The nat 0 command requires that traffic initiates from an inside host.
If you want the addresses to be visible from the outside network, use the static command as follows:
nat (inside) 0 209.165.201.0 255. 255. 255, 224
static (inside, outside) 209.165.201.0 209. 165. 201. 0 net mask 255. 255. 255. 224
access-list acl_out permt host 10.0.0.1 209.165.201. 0 255. 255. 255. 224 eq ftp
access-group acl_out in interface outside
nat (inside) 0 209.165.202.128 255.255. 255. 224
static (inside, outside) 209.165.202.128 209. 165. 202. 128 net mask 255. 255. 255. 255
access-list acl_out permt tcp host 10.0.0.1 209. 165.202. 128 255. 255. 255. 224 eq ftp
access-group acl _out in interface outside
The following example shows use of the nat 0 access-list command to permit internal host 10.1.1.15,
accessible through the inside interface, “inside,” to bypass NAT when connecting to outside host
10.2.1.3.
access-list no-nat permt ip host 10.1.1.15 host 10.2.1.3
nat (inside) 0 access-list no-nat
The following commands will disable all NAT on aPIX Firewall with three interfaces:
access-list all-ip-packet pernit ip 0000
nat (dnz) O access-list all-ip-packet
nat (inside) O access-list all-ip-packet
In the following example, for the nat command statements with anat_id of 1, all of the hosts on the
10.1.1.0 network are translated to the range of 209.165.201.25-209.165.201.27, and after all the three
addresses have been used, the translation rule starts using 209.165.201.30 as the PAT address. For the
nat command statements with anat_id of 3, all of the hosts on the 10.1.3.0 network are translated to the
outside | P address of the PIX Firewall using PAT.
nat (inside) 1 10.1.1.0 255.255.255.0
gl obal (outside) 1 209.165.201.25-209.165.201.27 net mask 255. 255. 255. 224
gl obal (outside) 1 209.165.201.30
nat (inside) 3 10.1.3.0 255.255.255.0
gl obal (outside) 3 interface

Related Commands  access-list Configures access control.
global Configures global address pools, or designates a PAT (Port Address

Translation) address.

interface Sets network interface paremeters and configures VLANS.
nameif Assigns a name to an interface.
static Configures a one-to-one address translation rule.

ntp
Synchronizes the PIX Firewall with a network time server using the Network Time Protocol (NTP).
[no] ntp authenticate

[no] ntp authentication-key number md5 value

ntp server ip_address [key number] sourceif _name [prefer]
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no ntp server ip_address
[no] ntp trusted-key number
clear ntp
show ntp
show ntp associations [detail]
show ntp status
Syntax Description associations The network time server associations.
authenticate Enables NTP authentication. If enabled, the PIX Firewall requires authentication
before synchronizing with an NTP server.
authentication-key Defines the authentication keys for use with other NTP commands.
detail Provides additional detail on the network time servers.
if_name Specifies the interface to use to send packets to the network time server.
ip_address The I P address of the network time server with which to synchronize.
key Specifies the authentication key.
md5 The encryption algorithm.
number The authentication key number (1 to 4294967295).
prefer Designates the network time server specified as the preferred server with which
to synchronize time.
server The network time server.
source Specifies the network time source.
status Displays NTP clock information.
trusted-key Specifies the trusted key against which to authenticate.
value The key value, an arbitrary string of up to 32 characters. The key valueis

Command Modes

Usage Guidelines

displayed as “***********" \when the configuration is viewed by the write
terminal or show tech-support commands.

Configuration mode.

The ntp command synchronizes the PIX Firewall with the network time server that is specified and
authenticates according to the authentication options that are set.

The authentication keys for the ntp commands are defined in the ntp authentication-key command. If
authentication is used, the PIX Firewall and NTP server must be configured with the same key.

If authentication is enabled, use the ntp trusted-key command to define one or more key numbers that
the NTP server needs to provide in its NTP packets for the PIX Firewall to accept synchronization with
the NTP server.

The PIX Firewall listens for NTP packets (port 123) only on interfaces that have an NTP server
configured through the ntp server command. NTP packets that are not responses from a request by the
PIX Firewall are dropped.

[ 78-14890-01
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The ntp authenticate command enables NTP authentication.

The clear ntp command removes the NTP configuration, including disabling authentication and
removing all authentication keys and NTP server designations.

show ntp commands

To view information about the NTP configuration and status, use the show ntp, show ntp associations
[detail], or show ntp status commands.

The show ntp command displays the current NTP configuration.
The show ntp associations[detail] command displays the configured network time server associations.
The show ntp status command displays the NTP clock information.

The following is sample output from the show ntp associations command:

pi xfirewal | > show ntp associ ati ons

addr ess ref clock st when poll reach delay offset di sp
~172.31.32.2 172.31.32.1 5 29 1024 377 4.2 -8.59 1.6
+~192. 168. 13. 33 192.168.1. 111 3 69 128 377 4.1 3.48 2.3
*~192.168. 13. 57 192.168.1. 111 3 32 128 377 7.9 11.18 3.6
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

Table 7-2 describes the values in the show ntp associations command output:

Table 7-2  Output Description from ntp association Command

Output Description

* Synchronized to this peer

# Almost synchronized to this peer

+ Peer selected for possible synchronization

Peer is a candidate for selection

~ Peer is statically configured

addr ess Address of peer.

ref clock Address of reference clock of peer.

st Stratum of peer.

when Time since last NTP packet was received from peer.

pol | Polling interval (in seconds).

reach Peer reachability (bit string, in octal).

del ay Round-trip delay to peer (in milliseconds).

of f set Relative time of peer clock to local clock (in milliseconds).
di sp Dispersion.
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The following is sample output from the show ntp association detail command:

pi xfirewal | (config)# show ntp associati ons detail

172. 23.56. 249 configured,
ref ID 172.23.56.225

2002)

our node client,
root delay 38.04 nsec,
del ay 4.47 nsec,
precision 2**19,

our_naster, sane, valid, stratum4
time c0212639. 2ecfc9e0 (20: 19:05.182 UTC Fri Feb 22
nmode server, our poll intvl 128, peer poll intvl 128
root disp 9.55, reach 177, sync dist 156.021

-0. 2403 nsec, dispersion 125.21

version 3

org time c02128a9. 731f 127b (20: 29: 29. 449 UTC Fri Feb 22 2002)
rcv time c02128a9. 73¢c1954b (20: 29: 29. 452 UTC Fri Feb 22 2002)
xmt time c02128a9. 6b3f 729e (20: 29: 29. 418 UTC Fri Feb 22 2002)
filtdelay =

0. 00
filtoffset
0. 00

filterror =

16000. 0

4.58 4.97 5. 63 4.79 5.52 5.87
-0.36 -0.37 0.30 -0.17 0. 57 -0.74
0.99 1.71 2.69 3.66 4.64 5.62

Table 7-3 describes the values in the show ntp association detail command output:

Table 7-3  Output Description from ntp association detail Command

Output

Description

configured

Peer was statically configured.

dynani ¢ Peer was dynamically discovered.

our_mast er Local machine is synchronized to this peer.

sel ected Peer is selected for possible synchronization.

candi dat e Peer is a candidate for selection.

sane Peer passes basic sanity checks.

i nsane Peer fails basic sanity checks.

valid Peer time is believed to be valid.

invalid Peer time is believed to be invalid.

| eap_add Peer is signalling that a leap second will be added.

| eap-sub Peer is signalling that a leap second will be subtracted.
unsynced Peer is not synchronized to any other machine.

ref 1D Address of machine peer is synchronized to.

time Last time stamp peer received from its master.

our node Our mode relative to peer (active/passive/client/server/bdcast/bdcast client).
peer node Peer's mode relative to us.

our poll intvl Our poll interval to peer.

peer poll intvl Peer's poll interval to us.

root del ay

Delay along path to root (ultimate stratum 1 time source).

root disp Dispersion of path to root.

reach Peer reachability (bit string in octal).
sync di st Peer synchronization distance.

del ay Round-trip delay to peer.

[ 78-14890-01
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Table 7-3  Output Description from ntp association detail Command (continued)

Output

Description

of f set

Offset of peer clock relative to our clock.

di spersion

Dispersion of peer clock.

preci si on Precision of peer clock in hertz.

versi on NTP version number that peer is using.

org time Originate time stamp.

rcv tinme Receive time stamp.

xnt tine Transmit time stamp.

filtdelay Round-trip delay (in milliseconds) of each sample.
filtoffset

Clock offset (in milliseconds) of each sample.

filterror

Approximate error of each sample.

The following is sample output from the show ntp status command:

pi xfirewal | (config)#
Clock is synchronized

show ntp status

stratum 5, reference is 172.23.56. 249

nomnal freq is 99.9984 Hz, actual freq is 100.0266 Hz, precision is 2**6
reference tine is c02128a9. 73¢c1954b (20: 29: 29. 452 UTC Fri Feb 22 2002)
clock offset is -0.2403 nsec, root delay is 42.51 nsec

root dispersion is 135.01 nsec, peer dispersion is 125.21 nsec

Table 7-4 describes the values in the show ntp status command output:

Table 7-4  Output Description from ntp status Command

Output

Description

synchroni zed

System is synchronized to an NTP peer.

unsynchroni zed

System is not synchronized to any NTP peer.

stratum

NTP stratum of this system.

reference

Address of peer to which the system is synchronized.

nom nal freq

Nominal frequency of system hardware clock.

actual freq

Measured frequency of system hardware clock.

preci sion

Precision of the clock of this system (in hertz).

reference tine

Reference time stamp.

clock of fset

Offset of the system clock to synchronized peer.

root del ay

Total delay along path to root clock.

root dispersion

Dispersion of root path.

peer dispersion

Dispersion of synchronized peer.

The following is sample output from the show ntp command:

pi xfirewal | (config)# show ntp
ntp aut hentication-key 1234 nd5 ****x***

] Cisco PIX Firewall Command Reference
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ntp authenticate

ntp trusted-key 1234

ntp server 10.10.1.2 key 1234 source inside prefer
pi xfirewal | (config)#

The following is sample output from the show ntp associations command:

pi xfirewal | (config)# show ntp associ ations

addr ess ref clock st when poll reach delay offset disp
*~172. 23. 56. 249 172. 23. 56. 225 4 113 128 177 4.5 -0.24 125.2
* master (synced), # master (unsynced), + selected, - candidate, ~ configured

The following is sample output from the show ntp associations detail command:

pi xfirewal | (config)# show ntp associ ati ons detai

172. 23.56. 249 configured, our_naster, sane, valid, stratum 4

ref 1D 172.23.56.225, tine c0212639. 2ecfc9e0 (20:19:05.182 UTC Fri Feb 22 2002)
our node client, peer node server, our poll intvl 128, peer poll intvl 128

root delay 38.04 nmsec, root disp 9.55, reach 177, sync dist 156.021

del ay 4.47 nsec, offset -0.2403 nsec, dispersion 125.21

precision 2**19, version 3

org time c02128a9. 731f127b (20: 29: 29. 449 UTC Fri Feb 22 2002)

rcv time c02128a9. 73¢c1954b (20: 29: 29. 452 UTC Fri Feb 22 2002)

xmt time c02128a9. 6b3f 729e (20: 29: 29. 418 UTC Fri Feb 22 2002)

filtdelay = 4. 47 4.58 4.97 5.63 4.79 5.52 5.87 0. 00
filtoffset = -0.24 -0.36 -0.37 0. 30 -0.17 0.57 -0.74 0.00
filterror = 0. 02 0.99 1.71 2.69 3. 66 4.64 5. 62 16000. 0

The following is sample output from the show ntp status command:

pi xfirewal | (config)# show ntp status

Clock is synchronized, stratumb5, reference is 172.23.56.249

nomnal freq is 99.9984 Hz, actual freq is 100.0266 Hz, precision is 2**6
reference tine is c02128a9. 73¢c1954b (20: 29: 29.452 UTC Fri Feb 22 2002)
clock offset is -0.2403 nsec, root delay is 42.51 nsec

root dispersion is 135.01 nsec, peer dispersion is 125.21 nsec

Related Commands

clock Sets the date and time of firewall.

object-group

Defines object groupsthat you can use to optimize your configuration. Objects such as hosts, protocols,
or services can be grouped, and then you can issue a single command using the group name to apply to
every item in the group.

[no] object-group icmp-type grp_id

ICMP type group subcommands:
description description_text
icmp-object icmp_type

[no] object-group network grp_id

network group subcommands:
description description_text
networ k-object host host_addr
networ k-object host_addr netmask

[ 78-14890-01
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[no] object-group protocol grp_id

protocol group subcommands:
description description_text
protocol-object protocol

[no] object-group servicegrp_id {tcp | udp | tcp-udp}

service group subcommands:
description description_text
port-object range begin_service end_service
port-object eq service

clear object-group [grp_type]

show object-group [id grp_id | grp_type]

Syntax Description begin_service

Used with the range keyword, the decimal number or name of a TCP or UDP port
that is the beginning value for arange of services.

description
description_text

A subcommand of the object-group command that enables usersto add a description
of up to 200 characters to an object-group. The starting position of the description
text is the character right after the whitespace (a blank or atab) following the
description keyword.

end_service

Used with the range keyword, the decimal number or name of a TCP or UDP port
that is the ending value for arange of services.

eg service

Specifies the decimal number or name of a TCP or UDP port for a particular service
object.

group-object

The group-object subcommand is used to add a group of objects that are themselves
members of another object group.

grp_id

Required parameter that identifies the object group (one to 64 characters). Can be
any combination of letters, digits, and the®_", “-", “.” characters.

grp_type

The type of group, either ICMP type, network, protocol, or service.

host

Keyword used with the host_addr parameter to define a host object.

host_addr

The host 1P address or host name (if the host name is already defined using the name
command).

icmp-object

The object-group icmp-type subcommand used to add ICMP objects to an
| CMP-type object group.

icmp-type

Defines agroup of ICMP types such as echo and echo-reply. After entering the main
object-group icmp-type command, add ICMP objects to the ICMP type group with
the icmp-object and the group-object subcommand.

icmp_type

The decimal nhumber or name of an ICMP type.

net_addr

The network address. Used with netmask to define a subnet object.

netmask

The netmask. Used with net_addr to define a subnet object.

network

Defines a group of hosts or subnet |P addresses. After entering the main
object-group networ k command, add network objectsto the network group with the
networ k-obj ect and the group-object subcommand.

networ k-obj ect

The object-group network subcommand used to add network objects to a network
object group.

Cisco PIX Firewall Command Reference
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obj_grp_id The name of a previously defined object group. For object groups to be grouped
together, they must be of the same type. For example, you can group two or more
network object groupstogether, but you cannot group a protocol group and anetwork
group together.

object-group The main object grouping command. The keyword after it specifies the type of
object group that is being defined. After entering this main command with the type
indicator keyword, you are in subcommand mode where you explicitly define
individual group members using the object-group subcommands.

port-object The object-group service subcommand used to add port objects to a service object
group.
protocol Defines a group of protocols such as TCP and UDP. After entering the main

object-group protocol command, add protocol objects to the protocol group with
the protocol-object and the gr oup-object subcommand.

protocol The protocol name or number. (For example, UDPis17 and TCPis®6.)

protocol-object  The object-group protocol subcommand used to add protocol objects to a protocol
object group.

range Keyword indicating that the range parameters follow.

service Defines a group of TCP/UDP port specifications such as “eq smtp” and “range 2000
2010." After entering the main obj ect-group service command, add port objectsto
the service group with the port-object and the group-object subcommand.

tep Specifies that service group is used for TCP.
tcp-udp Specifies that service group can be used for TCP and UDP.
udp Specifies that service group isused for UDP.

Configuration mode.

When agroup isdefined with the obj ect-group command and then used in aPI X Firewall command, the
command applies to every item in that group. This can significantly reduce your configuration size.

Once an object group is defined, the keyword object-group must be used before the group name in all
applicable PIX Firewall commands, for example:

show obj ect - group group_hame

where group_name is the name of the group.

The following are two examples of the use of an object group once it is defined:

conduit permit tcp object-group group_name any
access-list acl_id pernmt tcp any object-group group_nane

Additionally, the access-list and conduit command parameters can be grouped as follows in Table 7-5.

Table 7-5  Object Groups to Replace Individual Parameters

Instead of using individual parameters... ...use the following object group:
protocol obj ect-group protocol
host and subnet obj ect-group network

[ 78-14890-01
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Table 7-5  Object Groups to Replace Individual Parameters

Instead of using individual parameters... ...use the following object group:
service object-group service
icmp_type object-group icmp_type

You can group commands hierarchically; an object group can be a member of another object group.
To use object groups, you must do the following:
» The keyword object-group must be used before the object group name in all commands.
For example:

access-list acl permt tcp object-group renotes object-group |ocals object-group
eng_svc

where remotes and locals are sample object group names.
» The object group must be non-empty.
« An object group cannot be removed or emptied if it is currently being used in a command.

After amain object-group command is entered, the command mode changes to its corresponding
subcommand mode. The object group is then defined in the subcommand mode. The active modeis
indicated in the command prompt format. For example, the prompt in the configuration terminal mode
appears as follows:

pi x_name (config)#

where pix_name is the name of the PIX Firewall.

However, when the object-group command is entered, the prompt appears as follows:
pi x_name (config-type)#

where pix_name is the name of the PIX Firewall and type is the object-group type.

Use exit, quit, or any valid config-mode command such as the access-list command to close an
obj ect-group subcommand mode and exit the object-group main command.

object groupingUse the no object-group command form to remove a group of previously defined
object-group commands. The clear object-group command form can also be used.

The show object-group command displays all defined object groups by their grp_id when the show
object-group id grp_id command form is entered, and by their group type when the show object-group
grp_type command form is entered. When you enter the show object-group command without a
parameter, all defined object groups are shown.

When entered without a parameter, the clear object-group command removes all defined object groups
that are not being used in acommand. Using grp_type parameter removes all defined object groups that
that are not being used in a command for that group type only.

For use in the object-group icmp-type command, Table 7-6 lists ICMP type numbers and names:

Table 7-6  object groupingICMP Types

Number  |Name of ICMP Type

0 echo-reply

3 unreachable
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Table 7-6  object groupingICMP Types (continued)

Number  |Name of ICMP Type

4 source-quench

5 redirect

6 alternate-address

8 echo

9 router-adverti sement

10 router-solicitation

11 time-exceeded

12 parameter-problem

13 timestamp-request

14 timestamp-reply

15 information-request

16 information-reply

17 mask-request

18 mask-reply

31 conversion-error

32 mobile-redirect

Usage Notes

1. You can use all other PIX Firewall commands in subcommand mode, including the show and clear
commands.

2. Subcommands appear indented when displayed or saved by the show config, write, or config
commands.

3. Subcommands have the same command privilege level as the main command.

4. When more than one object group is used in an access-list or conduit command, the elements of all
object groups used in the command are cross-concatenated together, starting with the first group’s
elements concatenated the second group’s elements, then the first and second group’s elements
concatentated together with the third group’s elements, and so on.

Examples The following example shows how to use the object-group icmp-type subcommand mode to create a
new icmp-type object group:

pi xfirewal | (config)# object-group icnp-type icnp-all owed
pi xfirewal | (config-icnp-type)#i cnp-object echo
pi xfirewal | (config-icnp-type)#i cnp-object tinme-exceeded
pi xfirewal | (config-icnp-type)#exit

The following example shows how to use the object-group network subcommand to create a new
network object group:

pi xfirewal | (config)# object-group network sjc_eng_ftp_servers
pi xfirewal | (config-network)#networ k- obj ect host sjc.eng.ftp.servcers
pi xfirewal | (confi g-network) #net wor k- obj ect host 172.23.56. 194
pi xfirewal | (confi g-network) #net wor k- obj ect 192.1.1.0 255.255. 255. 224

Cisco PIX Firewall Command Reference
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pi xfirewal | (confi g-network) #exit

The following example shows how to use the object-group network subcommand to create a new
network object group and map it to a existing object-group:

pi xfirewal | (config)# object-group network sjc_ftp_servers
pi xfirewal | (confi g-network) #net wor k- obj ect host sjc.ftp.servers
pi xfirewal | (configpixfirewall (config-network)#network-object host 172.23.56.195
pi xfirewal | (confi g-network)#networ k-object 193.1.1.0 255.255. 255. 224
pi xfirewal | (confi g-network)#group-obj ect sjc_eng_ftp_servers
pi xfirewal | (confi g-network) #exit

The following example shows how to use the object-group protocol subcommand mode to create a new
protocol object group:

pi xfirewal | (config)# object-group protocol proto_grp_1
pi xfirewal | (config-protocol)#protocol -object udp
pi xfirewal | (confi g-protocol)#protocol -obj ect ipsec
pi xfirewal | (config-protocol)#exit

pi xfirewal | (config)# object-group protocol proto_grp_2
pi xfirewal | (confi g- protocol)#protocol -object tcp
pi xfirewal | (config-protocol)#group-object proto_grp_1
pi xfirewal | (confi g-protocol)#exit

The following example shows how to use the object-group service subcommand mode to create a new
port (service) object group:

pi xfirewal | (config)# object-group service eng_service tcp
pi xfirewal | (confi g-service)#group-obj ect eng_ww_service
pi xfirewal | (config-service)#port-object eq ftp
pi xfirewal | (config-service)#port-object range 2000 2005
pi xfirewal | (config-service)#exit

The following example shows how to add and remove a text description to an object group:

pi xfirewal | (config)# object-group protocol protosl
pi xfirewal | (confi g-protocol )# description This group of protocols is for our interna
net wor k

pi xfirewal | (confi g-protocol )# show object-group id protosl
obj ect-group protocol protosl
description: This group of protocols is for our internal network

pi xdoci psecl(config-protocol )# no description
pi xdoci psecl(config-protocol )# show object-group id protosl
obj ect-group protocol protosl

The following example shows how to use the object groupinggroup-object subcommand mode to
create a new object group that consists of previously defined objects:

pi xfirewal | (config)# object-group network host_grp_1
pi xfirewal | (config-network)# network-object host 192.168.1.1
pi xfirewal | (config-network)# network-object host 192.168.1.2
pi xfirewal | (config-network)# exit

pi xfirewal | (config)# object-group network host_grp_2
pi xfirewal | (confi g-network)# network-object host 172.23.56.1
pi xfirewal | (confi g-network)# network-object host 172.23.56.2
pi xfirewal | (config-network)# exit

pi xfirewal | (config)# object-group network all_hosts
pi xfirewal | (config-network)# group-object host_grp_1
pi xfirewal | (confi g-network)# group-object host_grp_2

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter7

M through R Commands

Note

outbound/apply

pi xfirewal | (config-network)# exit

pi xfirewal | (config)# access-list grp_1 permt tcp object-group host_grp_1 any eq ftp
pi xfirewal | (config)# access-list grp_2 pernmit tcp object-group host_grp_2 any eq sntp
pi xfirewal | (config)# access-list all permt tcp object-group all_hosts any eq wwww

As shown in this example, without the group-object command the all _hosts group has to be defined to
include all the I P addresses that have already defined in host_grp_1 and host_grp_2, but with the
group-object command, the duplicated definitions of the hosts are eliminated.

The following example illustrates how use object groups to simplify access list configuration:

obj ect-group network renote
net wor k- obj ect host kgk. suu. dri.ixx
net wor k- obj ect host kqgk. suu. pyl . gnl

obj ect-group network | ocals
net wor k- obj ect host 172.23.56. 10
net wor k- obj ect host 172.23.56. 20
net wor k- obj ect host 172.23.56.194
net wor k- obj ect host 172.23.56. 195

obj ect-group service eng_svc ftp
port-object eq ww
port-object eq sntp
port-object range 25000 25100

This grouping then enables the access list to be configured in one line instead of 24 lines, which would
be needed if no grouping is used. Instead, with the grouping, the access list configuration is as follows:

access-list acl permt tcp object-group renpte object-group |ocals object-group eng_svc

The show config and write commands display the access|ist as configured with the object group names.
However, the show access-list command displays the access list entries expanded out into individual
statements without their object groupings.

outbound/apply

Create an access list for controlling Internet use.
[no] apply [(if_name)] list_ID outgoing_src | outgoing_dest
clear apply
[no] outbound list_ID permit | deny ip_address [netmask [port[-port]] [protocol]
[no] outbound list_ID except ip_address [netmask [port[-port]] [protocol]
clear outbound
show apply [(if_name)] [list_ID outgoing_src | outgoing_dest]

show outbound
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Syntax Description apply Specifies whether the access control list applies to inside users' ability to start
outbound connections with apply command’s outgoing_src option, or whether the
access list appliesto inside users’ ability to access servers on the outside network
with the apply command’s outgoing_dest option.

clear apply Removes all the apply command statements from the configuration.

clear Removes all outbound command statements from the configuration.

outbound

deny Deny the access list access to the specified |P address and port.

except Create an exception to a previous outbound command. An except command
statement appliesto per mit or deny command statements only with the same access
list ID.

When used with apply outgoing_src, the IP address of an except command
statement applies to the destination address.

When used with apply outgoing_dest, the |P address of an except command
statement applies to the source address.

See “Outbound List Rules’ for more information.

if_name The network interface originating the connection.

ip_address The IP address for this access list entry. Do not specify arange of addresses. The
0.0.0.0 ip_address can be abbreviated as 0.

list_ID A tag number for the access list. The access list number you use must be the same

for the apply and outbound commands. This value must be a positive number from
1 to 1599. This number can be the same as what you use with the nat and global
commands. This number isjust an arbitrary number that groups outbound command
statements to an apply command statement. List_|Ds are processed sequentially in
descending order.

For more information, see “Outbound List Rules.”

netmask The network mask for comparing with the |P address; 255.255.255.0 causes the
access list to apply to an entire Class C address. 0.0.0.0 indicates all access. The
0.0.0.0 netmask can be abbreviated as 0.

no outbound  Removes a single outbound command statement from the configuration.

no apply Removes a single apply command statement from the configuration.

outbound The outbound command, in conjunction with the apply command, uses access lists
to control afiltering function on outgoing packets from the PIX Firewall. Thefilters

can be based on the source | P address, the destination | P address, and the destination
port/protocol as specified by the rules.

The use of an outbound command requires use of the apply command. The apply
command lets you specify whether the access control list applies to inside users’
ability to start outbound connections with the apply command’s outgoing_src
option, or whether the access list appliesto inside users' ability to access serverson
the outside network with the apply command’s outgoing_dest option.

For moreinformation, see “Outbound List Rules” and the access-list command. The
outbound command has been superseded by the access-list command.

outgoing_dest Deny or permit access to an external |P address using the service(s) specified in the
outbound command.

outgoing_src  Deny or permit an internal | P addressthe ability to start outbound connections using
the service(s) specified in the outbound command.
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outbound/apply

permit Allow the access list to access the specified IP address and port.

port A port or range of ports that the access list is permitted or denied access to. See the
“Ports” section in Chapter 2, “Using PIX Firewall Commands” for alist of valid port
literal names.

protocol Limit outbound accessto udp, tcp, or icmp protocols. If aprotocol is not specified,

the default istcp.

Configuration mode.

The outbound command creates an access list that |ets you specify the following:
- Whether inside users can create outbound connections
« Whether inside users can access specific outside servers
» What services inside users can use for outbound connections and for accessing outside servers
» Whether outbound connections can execute Java applets on the inside network

Outbound lists are filters on outgoing packets from the PIX Firewall. The filter can be based on the
source |P address, the destination | P address, and the destination port/protocol as specified by the rules.
The use of an outbound command requires use of the apply command. The apply command enables
you to specify whether the access control list applies to inside users’ ability to start outbound
connections with apply command’s outgoing_src option, or whether the access list applies to inside
users’ ability to access servers on the outside network with the apply command’s outgoing_dest option.

The outbound command has been superseded by the access-list command. We recommend that you
migrate your outbound command statements to access-list command statements to maintain future
compatibility.

The java option has been replaced by the filter java command.

After adding, removing, or changing outbound command statements, use the clear xlate command.

Use the no outbound command to remove a single outbound command statement from the
configuration. Usethe clear outbound command to remove all outbound command statementsfrom the
configuration. The show outbound command displays the outbound command statementsin the
configuration.

Use the no apply command to remove a single apply command statement from the configuration. Use
the clear apply command statement to remove all the apply command statements from the
configuration. The show apply command displays the apply command statements in the configuration.

Outbound List Rules

Rules, written as outbound list_ID command statements are global to the PIX Firewall; they are
activated by apply list_ID outgoing_src | outgoing_dest command statements. When applied to
outgoing_src, the source | P address, the destination port, and protocol are filtered. When applied to
outgoing_dest, the destination | P address, port, and protocol are filtered.
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The outgoing_src option and outgoing_dest outbound lists are filtered independently. If any one of the
filters contain the deny option, the outbound packet is denied. When multiple rules are used to filter the
same packet, the best matched rule takes effect. The best match is based on the I P address mask and the
port range check. More strict | P address masks and smaller port ranges are considered a better match. If
thereis atie, apermit option overrides a deny option.

Rules are grouped by alist_ID. Within each list_ID, except rules (that is, outbound n except ...) can
be set. The except option reverses the best matched rule of deny or permit. In addition, PIX Firewall
filtersthe specified | P address and mask in the rule for the destination | P address of the outbound packet
if thelist is applied to the outbound_src. Alternatively, PIX Firewall filters the source IP addressiif the
list is applied to the outgoing_dest. Furthermore, the except rules only apply to rules with the same
list_ID. A single except rule within alist_ID without another per mit or deny rule has no effect. If
multiple except rules are set, the best match is checked for which except to apply.

The outbound command rules are now sorted by the best match checking. Use the show outbound
command to see how the best match isjudged by the PIX Firewall.

Usage Notes

1. If outbound commands are not specified, the default behavior is to permit all outbound traffic and
services from inside hosts.

2. After adding, changing, or removing an outbound and apply command statement group, use the
clear xlate command to make the | P addresses available in the translation table.

3. Theoutbound commands are processed linearly withinalist_ID. In addition, list_IDs are processed
sequentially in descending order. For example, the first command statement you specify in an
outbound list is processed first, then the next outbound command statement in that list, and so on.
Similarly, list_ID 10 is processed before list_ID 20, and so on.

4. When using outbound commands, it is often helpful to deny or permit access to the many before
you deny or permit access to the specific. Start with an interface-wide specification such as the
following command that denies all hosts from starting connections.

outbound 1 deny 0 0 O
apply (inside) 1 outgoing_src

Then add command statements that permit or deny hosts access to specific ports.

For example;

out bound 1 deny 0 0 O

outbound 1 permt 10.1.1.1 255.255.255.255 23 tcp
outbound 1 permt 10.1.1.1 255.255.255.255 80 tcp
apply (inside) 1 outgoing_src

You could state this same example as follows with the except option:

out bound 1 deny 0 0 O

out bound 1 except 209.165.201. 11 255. 255. 255. 255 23 tcp
out bound 1 except 209.165.201. 11 255. 255. 255. 255 80 tcp
apply (inside) 1 outgoing_src

Inthe preceding outbound except command statement, | P address 209.165.201.11 isthe destination
| P address, not the source address. This meansthat everyoneis denied outbound access, except those
users going to 209.165.201.11 via Telnet (port 23) or HTTP (port 80).

5. If you permit access to port 80 (http), this also permits Java applets to be downloaded.
You must have a specific deny command statement to block Java applets.

6. The maximum number of outbound list entries in a configuration is 1599.
7. Outbound lists have no effect on access-list command statement groups.
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8. The use of the access-group command statement overrides the conduit and outbound command
statements for the specified interface name.

In the following example, the first outbound group setsinside hosts so that they can only see and Telnet
to perimeter hosts, and do DNS lookups. The perimeter network address is 209.165.201.0 and the
network mask is 255.255.255.224.

out bound 9 deny 0.0.0.0 0.0.0.0 0 O
out bound 9 except 209. 165.201.0 255. 255. 255. 224 23 tcp
out bound 9 except 0.0.0.0 0.0.0.0 53 udp

The next outbound group lets hosts 10.1.1.11 and 10.1.1.12 go anywhere;

out bound 11 deny 0.0.0.0 0.0.0.0 0 O

outbound 11 permt 10.1.1.11 255.255.255.255 0 0
out bound 11 permit 10.1.1.12 255.255.255.255 0 0
out bound 11 pernit 0.0.0.0 0.0.0.0 21 tcp

outbound 11 permt 10.3.3.3 255.255.255. 255 143 tcp

This last outbound group lets hosts on the perimeter only access TCP ports 389 and 30303 and UDP
port 53 (DNS).

The PIX Firewall drops DNS packets sent to UDP port 53 that have a packet size larger than 512 bytes.

Finally, the apply command statements set the outbound groups so that the permit and deny rules affect
access to all external addresses.

out bound 13 deny 0.0.0.00.0.0.000

out bound 13 permit 0.0.0.0 0.0.0.0 389 tcp
outbound 13 permt 0.0.0.0 0.0.0.0 30303 tcp
out bound 13 permit 0.0.0.0 0.0.0.0 53 udp

apply (inside) 9 outgoing_src
apply (inside) 11 outgoing_src
apply (perim 13 outgoing_src

Controlling Outbound Connections

The following example prevents all inside hosts from starting outbound connections:
out bound 1 deny 0 0 O

apply (inside) 1 outgoing_src

The 00 0 at the end of the command means all 1P addresses (0 is the same as 0.0.0.0), with a
0.0.0.0 subnet mask and for all services (port value is zero).

Conversely, the following example permits all inside hosts to start connections to the outside (thisisthe
default if an access list is not created):

outbound 1 permit 0 0 O
apply (inside) 1 outgoing_src

Controlling Inside Hosts’ Access to Outbound Services

The following example prevents inside host 192.168.1.49 from accessing the World Wide Web
(port 80):

out bound 11 deny 192.168.1.49 255. 255. 255. 255 80 tcp
apply (inside) 11 outgoing_src
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Controlling Inside Hosts’ Access to Outside Servers

If your employees are spending too much time examining GIF images on a particular website with two
web servers, you can use the following example to restrict this access:

out bound 12 deny 192. 168. 146. 201 255. 255. 255. 255 80 tcp
out bound 12 deny 192. 168. 146. 202 255. 255. 255. 255 80 tcp
apply (inside) 12 outgoing_dest

Using except Command Statements

An except command statement only provides exception to items with the samelist_ID, as shown in the
following example:

out bound 9 deny 0.0.0.0 0.0.0.0 0 O

out bound 9 except 10.100.0.0 255.255.0.0 23 tcp

out bound 9 except 0.0.0.0 0.0.0.0 53 udp

out bound 11 deny 0.0.0.0 0.0.0.0 0 O

out bound 11 permit 10.1.1.11 255.255.255.255 0 0
outbound 11 permt 10.1.1.12 255.255.255.255 0 0
out bound 11 permt 0.0.0.0 0.0.0.0 21 tcp

out bound 11 permit 10.3. 3.3 255.255.255.255 143 tcp

out bound 13 deny 0.0.0.0 0.0.0.0 0 O
outbound 13 permit 0.0.0.0 0.0.0.0 389 tcp
out bound 13 permit 0.0.0.0 0.0.0.0 30303 tcp
out bound 13 permit 0.0.0.0 0.0.0.0 53 udp

In the preceding examples, the following two command statements work against other command
statementsin list 9 but not in lists 11 and 13:

out bound 9 except 10.100.0.0 255.255.0.0 23 tcp
out bound 9 except 0.0.0.0 0.0.0.0 53 udp

In the following example, the set of deny, permit, and except option command statements denies
everybody from connecting to external hosts except for DNS queries and Telnet connections to hosts on
10.100.0.0. The host with IP address 10.1.1.11 is permitted outbound access, and has access to
everywhere except to 10.100.0.0 via Telnet and anywhere to use DNS.

out bound 1 deny 0.0.0.0 0.0.0.0 O tcp

out bound 1 permt 10.1.1.11 255.255.255.255 0 tcp

out bound 1 except 10.100.0.0 255.255.0.0 23 tcp

out bound 1 except 0.0.0.0 0.0.0.0 53 udp
apply (inside) outgoing_src

Enable or disable screen paging.

[no] pager [lines number]

clear pager
show pager
Syntax Description number The number of lines before the “---more---" prompt appears. The minimumis1. Use 0
to disable paging.
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Command Modes

Usage Guidelines

Examples

password

password W

Privileged mode.

The pager lines command let you specify the number of linesin a page before the “---more---" prompt
appears. The pager command enables display paging, and the no pager command disables paging and
lets output display completely without interruption. If you set the pager lines command to some value
and want to revert back to the default, enter the pager command without options. The clear pager
command resets the number of linesin a page to 24.

When paging is enabled, the following prompt appears:

<--- nore --->

The “---more---" prompt uses syntax similar to the UNIX more command:
- To view another screenful, press the Space bar.
- Toview the next line, press the Enter key.
» Toreturn to the command line, press the q key.

Use the pager 0 command to disable paging.

The following example shows use of the pager command:

pi xfirewal | # pager lines 2
pi xfirewal | # ping inside 10.0.0. 42
10. 0.0.42 NO response received -- 1010ns
10.0.0.42 NO response received -- 1000ns
<--- nore --->

Set password for Telnet access to the PIX Firewall console.
{password | passwd} password [encrypted]
clear {password | passwd}

show {password | passwd}

Syntax Description

Command Modes

encrypted Specifies that the password you entered is already encrypted. The password you
specify with the encrypted option must be 16 charactersin length.

password A case-sensitive password of up to 16 alphanumeric and special characters. Any
character can be used in the password except a question mark and a space.

Privileged and configuration modes.
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Note

Examples

The password command sets a password for Telnet access to the PIX Firewall console. The keyword
passwd is also accepted as a shortened form of password. Additionally, the firewall configuration
displays the password using the short form, passwd.

An empty password is changed into an encrypted string. However, any use of awrite command displays
or writes the passwords in encrypted form. Once passwords are encrypted, they are not reversible back
to plain text. The clear password command resets the password to “cisco.”

Write down the new password and store it in a manner consistent with your site's security policy. Once
you change this password, you cannot view it again.

The show password command displays the Telnet password.

The following example shows use of the password command:

pi xfirwall (config)# password wat ag0Oslam
pi xfirwall (config)# show passwd
passwd j Mor NbKO514f adBh encrypt ed

Related Commands

pdm

enable Configures enable passwords.
telnet Adds Telnet access to the firewall console and sets the idle timeout.

These commands support communication between the PIX Firewall and a browser running the Cisco
PIX Device Manager (PDM).

show pdm sessions
pdm disconnect session_id
pdm history enable

pdm history [view {all | 12h | 5d | 60m | 10m}] [snapshot] [feature {all | blocks | cpu | failover |
ids| interface if_name | memory | perfmon | xlates}] [pdmclient]

pdm group real_group_name associated_intf_name

pdm group ref_group_nameref_intf_name reference real_group_name
pdm location ip_address netmask if _name

pdm logging [level [messages]]

show pdm history

show pdm logging

show pdm sessions
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clear pdm

pam

Syntax Description

12h | 5d | 60m | 10m |

all

Specifies the PDM history view to display: 12 hours (12h), 5 days (5d),
60 minutes (60m),10 minutes (10m), or all history contents in the PDM
history buffer.

associated _intf_name

The name of theinterface to which the specified object group is associated.
This name must have been defined by the nameif command.

blocks History for system buffers. Similar to output from the show blocks
command.

clear pdm Removesall locations, disables|ogging, and clearsthe PDM buffer. Internal
PDM command.

cpu History for CPU usage. Similar to output from the show cpu usage
command.

failover History for failover. Similar to output from the show failover command.

feature This specifies to display history for a single feature (selected with one of

the following). Otherwise, all of them are displayed.

history enable

Internal PDM command. Take a data sample and store the sample data to
the PDM history buffer. The no version of thiscommand disables PDM data
sampling.

ids History for IDS (Intrusion Detection System).

if_name Specifies the interface name on which PDM resides.

ip_address Specifies the host or network on which PDM resides.

level Specifiesthe priority level of syslog messages displayed inthe PDM syslog
option.

location Internal PDM command. Associates an interface with an |P address on
which PDM resides.

logging Internal PDM command. Specifiesthe type and number of syslog messages
displayed through the PDM syslog option.

memory History for memory. Similar to output from the show memory command.

messages Specifiesthe number of messages stored in the PDM buffer. Once the buffer
is full, old messages will be discarded.

netmask Specifies the network mask for the pdm location ip_address.

pdm Specifies the Cisco PIX Device Manager.

pdm disconnect

Disconnects the specified PDM session from the PIX Firewall.

pdmclient Displays the PDM history in PDM-display format.

perfmon History for performance. Similar to output from the show perfmon
command.

session _id PDM session ID number available from the show pdm sessions command.

shapshot Displays only the last PDM history data point.

real_group_name

The name of a PDM object group that contains real 1P addresses.

ref_group_name

The name of an object group which contains network address translated
(NATed) 1P addresses of the object group specified by real_group_name.
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ref_intf_name The name of the interface from which the destination IP address of inbound
traffic is network address translated (NATed). This name must have been
defined by the nameif command.
xlates History for translation slot information. Similar to output from the show
xlate command.
Defaults Default PDM syslog level is 0. Default logging messages is 100 and the maximum is 512.

Command Modes

Usage Guidelines

Examples

Configuration mode.

The pdm disconnect command and the show pdm sessions commands are accessible through the
PIX Firewall command-line interface (CLI). The show pdm sessions command lists all the active PDM
sessions connected to the PIX Firewall by a unique session_id, beginning with session number 0. The
pdm disconnect command lets you disconnect a specific PDM session using its session_id.

The show pdm history command displays the contents of the PDM history buffer.

The show pdm logging command displays the contents of the PDM logging buffer (located within
PDM). PDM syslog messages are stored separately from the PIX Firewall syslog messages. The clear
pdm logging command clears the PDM log without disabling PDM logging.

The clear pdm, pdm group, pdm history, pdm location, and pdm logging commands may appear in
your configuration, but they are designed to work as internal PDM-to-PIX Firewall commands
accessible only to PDM.

The pdm location command can only associate oneinterface to an ip_address/netmask pair. Specifying
anew pair replaces the old definition. The clear pdm location command removes all of the PDM
locations.

The following example shows how to report the last data point in PDM-display format:

pi x(config)# pdm history enable

pi x(config)# show pdm history view 10m snapshot pdntlient

| NTERFACE| out si de| up| | BC| 0] OBC| 1088| | PC| 0| OPC| 0] | BR| 17| OBR| 0| | PR| 0| OPR| 0| | ERR| 1| NB| 0| RB| 0|

RNT| 0] GNT| 0] CRC| 0| FRM 0] OR| 0] UR|] O] CERR| 0] COLL| O] LCOLL| O] RST| 0| DEF| O] LCR] 0: PI Xout si del NTERF
ACE: METRI C_HI STORY| SNAP| | BR| VI EW 10| 1952| METRI C_HI STORY| SNAP| OBR| VI EW 10| 64| METRI C_HI STORY
| SNAP| | PR| VI EW 10| 17| METRI C_HI STORY| SNAP| OPR| VI EW 10| 1| METRI C_HI STORY| SNAP| | ERR] VI EW 10| 0|

METRI C_HI STORY| SNAP| CERR| VI EW 10| O] : PI Xi nsi del NTERFACE: METRI C_HI STORY| SNAP| | BR| VI EW 10| 0| M
ETRI C_HI STORY| SNAP| OBR| VI EW 10| 64| METRI C_HI STORY| SNAP| | PR| VI EW 10| O] METRI C_HI STORY| SNAP| OP
Rl VI EW 10| 1| METRI C_HI STORY| SNAP| | ERR| VI EW 10| 0| METRI C_HI STORY| SNAP| CERR| VI EW 10] 0| : Pi xSYS:

METRI C_HI STORY| SNAP| MEM VI EW 10| 52662272| METRI C_HI STORY| SNAP| BLK4| VI EW 10| 1600| METRI C_HI ST
ORY| SNAP| BLK80| VI EW 10| 400| METRI C_HI STORY| SNAP| BLK256]| VI EW 10| 998| METRI C_HI STORY| SNAP| BLK1
550| VI EW 10| 676] METRI C_HI STORY| SNAP| XLATES| VI EW 10| 0] METRI C_HI STORY| SNAP| CONNS| VI EW 10| 0| M
ETRI C_HI STORY| SNAP| TCPCONNS| VI EW 10| 0] METRI C_HI STORY| SNAP| UDPCONNS| VI EW 10| O] METRI C_HI STOR
Y| SNAP| URLS| VI EW 10| 0] METRI C_HI STORY| SNAP| WEBSNS]| VI EW 10| 0] METRI C_HI STORY| SNAP| TCPFI XUPS| V
| EW 10| O] METRI C_HI STORY| SNAP| TCPI NTERCEPTS| VI EW 10| 0| METRI C_HI STORY| SNAP| HTTPFI XUPS| VI EW 1
0| 0] METRI C_HI STORY| SNAP| FTPFI XUPS| VI EW 10| 0| METRI C_HI STORY| SNAP| AAAAUTHENUPS| VI EW 10| O] MET
RI C_HI STORY| SNAP| AAAAUTHORUPS| VI EW 10| 0| METRI C_HI STORY| SNAP| AAAACCOUNTS] VI EW 10| 0|

The following example shows how to report the data, formatted for the PIX Firewall CLI:

pi x(config)# pdm history enable
pi x(config)# show pdm hi story view 10m snapshot
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Avail able 4 byte Blocks: [ 10s] : 1600
Used 4 byte Blocks: [ 10s] : O

Avail abl e 80 byte Blocks: [ 10s] : 400
Used 80 byte Blocks: [ 10s] : O

Avai |l abl e 256 byte Blocks: [ 10s] : 500
Used 256 byte Blocks: [ 10s] : O

Avai |l abl e 1550 byte Blocks: [ 10s] : 931
Used 1550 byte Blocks: [ 10s] : 385
Avail abl e 1552 byte Blocks: [ 10s] : O
Used 1552 byte Blocks: [ 10s] : O

Avai |l abl e 2560 byte Blocks: [ 10s] : O
Used 2560 byte Blocks: [ 10s] : O

Avai |l abl e 4096 byte Blocks: [ 10s] : O
Used 4096 byte Blocks: [ 10s] : O
Avail abl e 8192 byte Blocks: [ 10s] : O
Used 8192 byte Blocks: [ 10s] : O

Avai |l abl e 16384 byte Blocks: [ 10s] : O
Used 16384 byte Blocks: [ 10s] : O
Avai |l abl e 65536 byte Blocks: [ 10s] : O
Used 65536 byte Blocks: [ 10s] : O
CPU Utilization: [ 10s] : O

IP Options Bad: [ 10s] : O

Record Packet Route: [ 10s] : O

IP Options Tinestanmp: [ 10s] : O
Provide s,c,h,tcc: [ 10s] : O

Loose Source Route: [ 10s] : O

SATNET ID: [ 10s] : O

Strict Source Route: [ 10s] : O

I P Fragment Attack: [ 10s] : O
Inpossible IP Attack: [ 10s] : O

I P Teardrop: [ 10s] : O

| CMP Echo Reply: [ 10s] : O

| CWP Unreachable: [ 10s] : O

| CMP Source Quench: [ 10s] : O

ICWP Redirect: [ 10s] : O

| CMP Echo Request: [ 10s] : O

|CWP Time Exceeded: [ 10s] : O

| CMP Paraneter Problem [ 10s] : O
ICWP Tine Request: [ 10s] : O

ICMP Time Reply: [ 10s] : O

ICWP Info Request: [ 10s] : O

ICWP Info Reply: [ 10s] : O

| CMP Mask Request: [ 10s] : O

|CVP Mask Reply: [ 10s] : O

Fragmented ICMP: [ 10s] : O

Large 1CvP: [ 10s] : O

Ping of Death: [ 10s] : O

No Flags: [ 10s] : O

SYN & FIN Only: [ 10s] : O

FINOnly: [ 10s] : O

FTP | nproper Address: [ 10s] : O

FTP I nmproper Port: [ 10s] : O

Bomb: [ 10s] : O
Snork: [ 10s] : O
Chargen: [ 10s] : O

DNS Host Info: [ 10s] : O

DNS Zone Transfer: [ 10s] : O

DNS Zone Transfer High Port: [ 10s] : O
DNS All Records: [ 10s] : O

Port Registration: [ 10s] : O

Port Unregistration: [ 10s] : O

RPC Dunp: [ 10s] : O
Proxied RPC. [ 10s] : O
ypserv Portmap Request: [ 10s] : O
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ypbind Portrmap Request: [ 10s] : O
yppasswd Portmap Request: [ 10s] : O
ypupdat ed Portnmap Request: [ 10s] : O
ypxfrd Portrmap Request: [ 10s] : O
mountd Portmap Request: [ 10s] : O
rexd Portmap Request: [ 10s] : O
rexd Attenpt: [ 10s] : O

statd Buffer Overflow [ 10s] : O

I nput KByte Count: [ 10s] : 41804
Qut put KByte Count: [ 10s] : 526456
I nput KPacket Count: [ 10s] : 364
Qut put KPacket Count: [ 10s] : 450
Input Bit Rate: [ 10s] : O

Qutput Bit Rate: [ 10s] : O

I nput Packet Rate: [ 10s] : O

Qut put Packet Rate: [ 10s] : O

I nput Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Recei ved Broadcasts: [ 10s] : 90076
Runts: [ 10s] : O

Gants: [ 10s] : O

CRC. [ 10s] : O

Frames: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Qut put Error Packet Count: [ 10s] : O
Collisions: [ 10s] : 8895

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : 3138

Lost Carrier: [ 10s] : O

Hardware | nput Queue: [ 10s] : 128
Sof tware I nput Queue: [ 10s] : O
Har dware Qutput Queue: [ 10s] : O
Software Qutput Queue: [ 10s] : O

I nput KByte Count: [ 10s] : 61835
Qut put KByte Count: [ 10s] : 26722

I nput KPacket Count: [ 10s] : 442
Qut put KPacket Count: [ 10s] : 418
Input Bit Rate: [ 10s] : O

Qutput Bit Rate: [ 10s] : O

I nput Packet Rate: [ 10s] : O

Qut put Packet Rate: [ 10s] : O

I nput Error Packet Count: [ 10s] : O
No Buffer: [ 10s] : O

Recei ved Broadcasts: [ 10s] : 308607
Runts: [ 10s] : O

Gants: [ 10s] : O

CRC. [ 10s] : O

Franmes: [ 10s] : O

Overruns: [ 10s] : O

Underruns: [ 10s] : O

Qut put Error Packet Count: [ 10s] : O
Collisions: [ 10s] : O

LCOLL: [ 10s] : O

Reset: [ 10s] : O

Deferred: [ 10s] : 2

Lost Carrier: [ 10s] : 707

Hardware | nput Queue: [ 10s] : 128
Sof tware I nput Queue: [ 10s] : O
Har dwar e Qutput Queue: [ 10s] : O
Software Qutput Queue: [ 10s] : O
Avail able Menory: [ 10s] : 45293568
Used Menory: [ 10s] : 21815296
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Xlate Count: [ 10s] : O

Connection Count: [ 10s] : O

TCP Connection Count: [ 10s] : O

UDP Connection Count: [ 10s] : O

URL Filtering Count: [ 10s] : O

URL Server Filtering Count: [ 10s] : O
TCP Fi xup Count: [ 10s] : O

TCP Intercept Count: [ 10s] : O

HTTP Fi xup Count: [ 10s] : O

FTP Fixup Count: [ 10s] : O

AAA Aut hentication Count: [ 10s] : O
AAA Aut horzation Count: [ 10s] : O
AAA Accounting Count: [ 10s] : O
Current Xlates: [ 10s] : O

Max Xl ates: [ 10s] : O
| SAKMP SAs: [ 10s] : O
IPSec SAs: [ 10s] : O

L2TP Sessions: [ 10s] : O
L2TP Tunnels: [ 10s] : O
PPTP Sessions: [ 10s] : O
PPTP Tunnels: [ 10s] : O
Related Commands  setup Preconfigures the firewall through interactive prompts.

perfmon

View performance information.
perfmon verbose
perfmon interval seconds
perfmon quiet
perfmon settings

show perfmon

Syntax Description interval seconds Specify the number of seconds the performance display is refreshed on the
console. The default is 120 seconds.

quiet Disable performance monitor displays.
settings Displays the interval and whether it is quiet or verbose.
verbose Enable displaying performance monitor information at the PIX Firewall console.

Command Modes Privileged mode.

Cisco PIX Firewall Command Reference
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W ying

Usage Guidelines

Examples

ping

The perfmon command lets you monitor the PIX Firewall unit’s performance. Use the show perfmon
command to view the information immediately. Use the perfmon ver bose command to display the
information every two minutes continuously. Use the perfmon interval seconds command with the
per fmon ver bose command to display the information continuously every number of seconds you
specify.

Use the perfmon quiet command to disable the display.

The show perfmon command displaysPIX Firewall performanceinformation. (However, thiscommand
output does not display in a Telnet console session.)

An example of the performance information follows:

PERFMON STATS: Current Average

Xlates 33/s 20/s
Connections 110/s 10/s
TCP Conns 50/s 42/s
WebSnhs Req 4/s 2/s
TCP Fixup 20/s 15/s
HTTP Fixup 5/s 5/s
FTP Fixup 7ls 4/s
AAA Authen 10/s 5/s
AAA Author 9/s 5/s
AAA Account 3/s 3/s

This information lists the number of translations, connections, Websense requests, address translations
(called “fixups’), and AAA transactions that occur each second.

The following commands display the performance monitor statistics every 30 seconds on the
PIX Firewall console:

perfnon interval 30
perfnon verbose

Determine if other IP addresses are visible from the PIX Firewall.

ping [if_name] ip_address

Syntax Description

Command Modes

if_name Theinternal or external network interface name. The address of the specified interface
is used as the source address of the ping.

ip_address  The IP address of a host on the inside or outside networks.

Privileged mode.

Cisco PIX Firewall Command Reference
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Usage Guidelines

Examples

prefix-list

prefix-list

The ping command determines if the PIX Firewall has connectivity or if a host is available on the
network. The command output shows if the response was received; that is, that a host is participating on
the network. If a host is not responding, ping displays “NO response received.” Use the show interface
command to ensure that the PIX Firewall is connected to the network and is passing traffic.

If you want internal hosts to be able to ping external hosts, you must create an ICMP access-list
command statement for echo reply; for example, to give ping access to all hosts, use the access-list
acl_grp permit icmp any any command and bind the access-list command statement to the interface
you want to test using an access-group command statement.

If you are pinging through PIX Firewall between hosts or routers, but the pings are not successful, use
the debug icmp trace command to monitor the success of the ping. If pings are both inbound and
outbound, they are successful.

The PIX Firewall ping command no longer requires an interface name. If an interface name is not
specified, PIX Firewall checks the routing table to find the address you specify. You can specify an
interface name to indicate through which interface the ICMP echo requests are sent.

An example of the usage follows:
ping 10.0.0.1

10.0.0.1 response received -- 10ns
10.0.0.1 response received -- 10nms
10.0.0.1 response received -- Ons

Or you can still enter the command specifying the interface:

ping outside 10.0.0.1
10.0.0.1 response received -- 10ns
10.0.0.1 response received -- 10ns

10.0.0.1 response received -- Oms

In the following example, the ping command makes three attempts to reach an IP address:

pi ng 192. 168. 42. 54
192. 168. 42. 54 response received -- OMs
192. 168. 42. 54 response received -- OMs
192. 168. 42. 54 response received -- OMs

Configures a prefix list for Area Border Router (ABR) type 3 link-state advertisement (LSA) filtering
(to be used in OSPF routing areas).

[no] prefix-list list_name [seq seq_number] { permit | deny prefix / len} [ge min_value] [le
max_value]

[no] prefix-list sequence-number

prefix-list list_name description text

Syntax Description

/ A required separator between the prefix and len values.
deny Denies access for a matching condition.
ge Applies the min_value to the range specified.

[ 78-14890-01
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W prefix-list
le Applies the max_value to the range specified.
len The network length (in bits) of the network mask, from 0 to 32.
list_ name The name of the prefix list. The list_name and seq_number together must be
less than 64 characters combined.
max_value Specifies the greater value of arange (the “to” portion of the range
description). Ranges values can be from 0 to 32.
min_value Specifies the lesser value of arange (the “from” portion of the range
description). Ranges values can be from 0 to 32.
permit Permits access for a matching condition.
prefix The network number.
seq seq_number Specifiesthe sequence number for the prefix list entry, from 1 to 4294967295.
However, the list_name and seq_number together must be less than 64
characters combined.
sequence-number Enables the generation of sequence numbersfor entriesin an OSPF prefix list.
text The text of the description, with a maximum of 80 characters.
Defaults None.

Command Modes

Usage Guidelines

Examples

Configuration mode.

The prefix-list commands are Area Border Router (ABR) type 3 link-state advertisement (LSA) filtering
commands. ABR type 3 LSA filtering extends the capability of an ABR that is running OSPF to filter

type 3 LSAs between different OSPF areas. Thisfiltering is based on a prefix list defined by you, using
the prefix-list commands. Once configured, only the specified prefixes are sent from one areato another
area, and all other prefixes arerestricted to their OSPF area. Thistype of areafiltering can be applied to
traffic going into or coming out of an OSPF area, or to both the incoming and outgoing traffic for that
area.

To create an entry in aprefix list, use the prefix-list list_name command. To delete the entry, use the no
prefix-list list_name command.

Usethe prefix-list list_name description text command to add atext description to the prefix list name.
To remove the text description, use the no prefix-list list_name description text command.

Theprefix-list list_name seq seq_number command designates sequence numbers for entriesin a prefix
list.

Use the prefix-list sequence-number command to enable the generation of sequence numbers for
entries in a OSPF prefix list.

The following example shows how to configure a prefix list:

pixfirewal | (config)# prefix-list t-prelist permt 5/0001
pi xfirewal | (config)# show prefix-Iist
prefix-list t-prelist seq 5 pernmit 0.0.0.0/1

Cisco PIX Firewall Command Reference
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privilege
Related Commands  areafilter-list A subcommand to the router ospf command that uses the prefix list that you

configure with the prefix-list command.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.

privilege
Configures or displays command privilege levels.
[no] privilege[show | clear | configure] level level [mode enable | configure] command command
show curpriv

show privilege [all | command command | level level]

Syntax Description clear Sets the privilege level for the clear command corresponding to the

command specified.

command The command to allow. (Use the no command form to disallow.)

command The command on which to set the privilege level.

configure Sets the privilege level for the configure command corresponding to the
command specified.

configure For commands with both enable and configure modes, thisindicatesthat the
level isfor the configure mode of the command.

curpriv Displays the current privilege level.

detail Displays privilege debugging information.

enable For commands with both enable and configure modes, thisindicatesthat the
level isfor the enable mode of the command.

level The privilege level, from 0 to 15. (Lower numbers are lower privilege
levels.)

level Specifies the privilege level.

show Sets the privilege level for the show command corresponding to the

command specified.

Command Modes Configuration mode.

Usage Guidelines The privilege command sets user-defined privilege levels for PIX Firewall commands. Thisis
especially useful for setting different privilege levels for related configuration, show, and clear
commands. However, be sureto verify privilege level changesin your commands with your security
policies before implementing the new privilege levels.

Cisco PIX Firewall Command Reference
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M privilege
When commands have privilege levels set, and users have privilege level s set, then the two are compared
to determine if a given user can execute a given command. If the user's privilege level is lower than the
privilege level of the command, the user is prevented from executing the command. Thisis modeled
after Cisco 10S software.
To change between privilege levels, use the login command to access another privilege level and the
appropriate logout, exit, or quit command to exit that level.
N
Note  Your aaaauthentication and aaa authorization commands need to include any new privilegelevelsyou
define before you can use them in your AAA server configuration.
The show curpriv command displays the current privileges for a user.
The show privilege [all | command command | level level] command displays the privileges for a
command or set of commands.
Examples You can set the privilege level “5” for an individual user as follows:

usernanme i nternl password passl privilege 5

You can also define a set of show commands with the privilege level “5” as follows:

| evel :

command al i as
command apply
conmand arp
command aut h- pr onpt
comand bl ocks

privil ege show | evel
privil ege show | evel
privilege show | evel
privilege show | evel
privil ege show | evel

oo oo a

The following examples show output from the show curpriv command when a user named enabl e_15
isat different privilege levels. user nane indicates the name the user entered when he or she logged in,
P_PRI V indicates that the user has entered the enable command, and P_conF indicates the user has
entered the config terminal command.

pi xfirewal | (config)# show curpriv
Username : enable_15

Current privilege level : 15
Current Mode/s : P_PRIV P_CONF
pixfirewal | (config)# exit

pi xfirewal | # show curpriv
Username : enable_15

Current privilege level : 15
Current Mode/s : P_PRV
pixfirewal | # exit

pi xfirewal | > show curpriv
Username : enable_1

Current privilege level : 1
Current Mode/s : P_UNPR

pi xfirewal | >

The following is an example of applying a privilege level of 11 to acomplete AAA authorization
configuration:
privilege configure level 11 conmand aaa

privilege configure level 11 conmand aaa-server
privilege configure level 11 conmand access-group

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter7 M through R Commands

quit

privilege configure level 11 conmand access-1i st
privilege configure level 11 conmand activati on-key
privilege configure level 11 conmand age

privilege configure level 11 conmand ali as
privilege configure level 11 conmand apply

Related Commands

quit

aaa authentication Enable, disable, or view LOCAL, TACACS+, or RADIUS user authentication,
on a server designated by the aaa-server command, or PDM user
authentication

login Logsinto anew privilege level.

object-group Create an object group for use in other commands, such as access-list
statements.

username Configures local user authentication database.

Exit configuration or privileged mode.

quit

Syntax Description

Command Modes

Usage Guidelines

Examples

reload

quit Exits the current privilege level or mode.

All modes.

Use the quit command to exit configuration or privileged mode.

The following example shows use of the quit command:

pixfirewal | (config)# quit
pixfirewal | # quit
pi xfirewal | >

Reboot and reload the configuration.

reload [noconfirm]

Syntax Description

noconfirm Permits the PIX Firewall to reload without user confirmation.

reload Reboot and reload configuration.

[ 78-14890-01
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Command Modes Privileged mode.

Usage Guidelines The reload command reboots the PIX Firewall and reloads the configuration from a bootable floppy
disk or, if adiskette is not present, from Flash memory.

The PIX Firewall does not accept abbreviations to the keyword noconfirm.

You are prompted for confirmation before starting with “Proceed with reload?”.
Any response other than n causes the reboot to occur.

Note  Configuration changes not written to Flash memory are lost after reload. Before rebooting, store the
current configuration in Flash memory with the write memory command.

Examples The following example shows use of the reload command:

rel oad
Proceed with reload? [confirn] y

Rebooting. . .

PI X Bios V2.7

rp
Change Routing Information Protocol (RIP) settings.
[no] rip if_name default | passive [version [1 | 2]] [authentication [text | md5 key (key_id)]]
debug rip [if_name]
clear rip

show rip [if_name]

Syntax Description authentication Enable RIP Version 2 authentication.
default Broadcast a default route on the interface.
if name Theinternal or external network interface name.
key Key to encrypt RIP updates. This value must be the same on the routers and any

other device that provides RIP Version 2 updates. The key is atext string of up
to 16 charactersin length.

key id Key identification value. The key_id can be a number from 1 to 255. Use the
same key id that isin use on the routers and any other device that provides RIP
Version 2 updates.

md5 Send RIP updates using MD5 encryption.

passive Enable passive RIP on the interface. The PIX Firewall listens for RIP routing
broadcasts and uses that information to populate its routing tables.

Cisco PIX Firewall Command Reference
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Command Modes

Usage Guidelines

rip M

text Send RIP updates as clear text (not recommended).

version RIP version. Use version 2 for RIP update encryption. Use version 1 to provide
backward compatibility with the older version.

Configuration mode.

Therip command enables | P routing table updates from received Routing Information Protocol (RIP)
broadcasts. Use the no rip command to disable the PIX Firewall |P routing table updates. The default
isto enable IP routing table updates. If you specify RIP Version 2, you can encrypt RIP updates using
MD5 encryption.

The clear rip command removes all the rip commands from the configuration.

Ensure that the key and key_id values are the same as in use on any other device in your network that
makes RIP Version 2 updates.

The PIX Firewall cannot pass RIP updates between interfaces.

When RIP Version 2 is configured in passive mode with PIX Firewall software Version 5.3 and higher,
the PIX Firewall accepts RIP Version 2 multicast updates with an | P destination of 224.0.0.9. For RIP
Version 2 default mode, the PIX Firewall will transmit default route updates using an | P destination of
224.0.0.9. Configuring RIP Version 2 registers the multicast address 224.0.0.9 on therespective interface
to be able to accept multicast RIP Version 2 updates.

Only Intel 10/100 and Gigabit interfaces support multicasting.

When the RIP Version 2 commands for an interface are removed, the multicast address is unregistered
from the interface card.

Examples The following is sample output from the Version 1 show rip and rip inside default commands:
show rip
rip outside passive
no rip outside default
rip inside passive
no rip inside default
rip inside default
show rip
ri p outside passive
no rip outside default
rip inside passive
rip inside default
The next example combines Version 1 and Version 2 commands and shows listing the information with
the show rip command after entering the RIP commands that do the following:
- Enable Version 2 passive RIP using MD5 authentication on the outside interface to encrypt the key
used by the PIX Firewall and other RIP peers, such as routers.
- Enable Version 1 passive RIP listening on the inside interface of the PIX Firewall.
- Enable Version 2 passive RIP listening on the dmz interface of the PIX Firewall.
rip outside passive version 2 authentication nd5 thisisakey 2
rip outside default version 2 authentication nd5 thisisakey 2
rip inside passive
Cisco PIX Firewall Command Reference
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W route

route

rip dnz passive version 2

show rip

rip outside passive version 2 authentication nd5 thisisakey 2
rip outside default version 2 authentication nd5 thisisakey 2
rip inside passive version 1

rip dnz passive version 2

The next example shows how use of the clear rip command clears all the previous rip commands from
the current configuration:

clear rip
show rip

The following example shows use of the Version 2 feature that passes the encryption key in text form:

rip out default version 2 authentication text thisisakey 3
show rip
rip outside default version 2 authentication text thisisakey 3

Enter a static or default route for the specified interface.
[no] route if nameip_address netmask gateway ip [metric]
clear route[if_nameip_address [netmask gateway ip]]

show route

Syntax Description

Command Modes

Usage Guidelines

gateway _ip Specify the | P address of the gateway router (the next hop address for this route).

if name Theinternal or external network interface name.

ip_address Theinternal or external network IP address. Use 0.0.0.0 to specify a default route.
The 0.0.0.0 IP address can be abbreviated as 0.

metric Specify the number of hopsto gateway _ip. If you are not sure, enter 1. Your network

administrator can supply thisinformation or you can use a tr aceroute command to
obtain the number of hops. The default is 1 if a metric is not specified.

netmask Specify a network mask to apply to ip_address. Use 0.0.0.0 to specify a default
route. The 0.0.0.0 netmask can be abbreviated as 0.

Configuration mode.

Use the route command to enter a default or static route for an interface. To enter a default route, set
ip_address and netmask to 0.0.0.0, or the shortened form of 0. All routes entered using the route
command are stored in the configuration when it is saved. The clear route command removes route
command statements from the configuration that do not contain the CONNECT keyword.

Cisco PIX Firewall Command Reference
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Step 1
Step 2
Step 3

Step 4
Step 5

route W

Create static routes to access networks connected outside arouter on any interface. The effect of a static
route is like stating “to send a packet to the specified network, give it to this router.” For example,

PIX Firewall sends all packets destined to the 192.168.42.0 network through the 192.168.1.5 router with
this static route command statement.

route dnz 192.168.42.0 255.255.255.0 192.168.1.5 1

The routing table automatically specifies the IP address of a PIX Firewall interface in the route
command. Once you enter the P address for each interface, PIX Firewall creates aroute statement entry
that is not deleted when you use the clear route command.

If the route command statement uses the | P address from one of the PIX Firewall unit’s interfaces as the
gateway |P address, PIX Firewall will ARP for the destination | P address in the packet instead of
ARPing for the gateway |P address.

The following steps show how PIX Firewall handles routing:

PIX Firewall receives a packet from the inside interface destined to | P address X.
Because a default route is set to itself, PIX Firewall sends out an ARP for address X.

Any Cisco router on the outside interface LAN which has a route to address X (Cisco |OS software has
proxy ARP enabled by default) replies back to the PIX Firewall with its own MAC address as the next
hop.

PIX Firewall sends the packet to router (just like a default gateway).

PIX Firewall adds the entry to its ARP cache for IP address X with the MAC address being that of the
router.

« The CONNECT route entry is supported. (This identifier appears when you use the show route
command.) The CONNECT identifier is assigned to an interface’s local network and the interface
IP address, which isin the IP local subnet. PIX Firewall will ARP for the destination address. The
CONNECT identifier cannot be removed, but changes when you change the IP address on the
interface.

- If you enter duplicate routes with different metrics for the same gateway, PIX Firewall changes the
metric for that route and updates the metric for the route.

For example, if the following command statement is in the configuration:
route inside 10.0.0.0 255.0.0.0 10.0.0.2 2 OTHER

If you enter the following statement:
route inside 10.0.0.0 255.0.0.0 10.0.0.2 3

PIX Firewall converts the command statement to the following:
route inside 10.0.0.0 255.0.0.0 10.0.0.2 3 OTHER

Examples Specify one default route command statement for the outside interface, which in this exampleisfor the
router on the outside interface that has an | P address of 209.165.201.1:
route outside 0 0 209.165.201.1 1
For static routes, if two networks, 10.1.2.0 and 10.1.3.0 connect via a hub to the dmz1 interface router
at 10.1.1.4, add these static route command statements to provide access to the networks:
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W route-map

route dnezl 10.1.2.0 255.0.0.0 10.1.1.4

1
route dnel 10.1.3.0 255.0.0.0 10.1.1.4 1

route-map

Defines the conditions for redistributing routes from one routing protocol into another. (Used in
configuring OSPF routing on the firewall.) OSPF routing is not supported on the PIX 501.

[no] route-map map_tag [per mit | deny] [seq_num]

show route-map [map_tag]
Subcommands to the route-map command:

[no] match [interfaceinterface name| metric metric_value|ip addressacl_id| route-type{local
| internal | [external [type-1 | type-2]]}| nssa-external [type-1 | type-2] | ip next-hop acl_id
| ip route-source acl_id ]

[no] set metric value

[no] set metric-type {type-1 | type-2 | internal | external}

[no] set ip next-hop ip-address [ip-address]

Syntax Description acl_id The name of an ACL. The match ip next-hop and match ip route-source

commands can accept morethan oneacl_id. That is, they accept acl_id[...acl_id].

deny If the match criteriaare met for the route map and the deny option is specified, the
route is not redistributed.

external The OSPF metric routes external to a specified autonomous system.

interface name  The name of the interface.

internal Routes that are internal to a specified autonomous system.

ip next-hop Indicates where to output packets that pass a match clause of the route map.

ip-address

[ip-address]

ip route-source  Redistributes routes that have been advertised by routers and access servers at the
address specified by the acl _id.

local Specifies a preference value for the autonomous system path.

map_tag The text for the route map tag, meant to define a meaningful name for the route
map, up to 58 characters in length. Multiple route maps may share the same map
tag name.

metric_value A metric value, from 0 to 2147483647.

nssa-external The OSPF metric type for routes that are external to a not-so-stubby area (NSSA),

[type-1|type-2] either type 1l or 2. The default istype 2.

Cisco PIX Firewall Command Reference
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route-map M

Defaults

Command Modes

Usage Guidelines

Examples

permit If the match criteriaare met for thisroute map, and the per mit optionis specified,
the route is redistributed as controlled by the set actions. If the match criteriaare
not met, and the per mit keyword is specified, the next route map with the same
map_tag is tested. If aroute passes none of the match criteria for the set of route
maps sharing the same name, it is not redistributed by that set. The per mit option
is the default.

seq_num If there are any route maps with the same map_tag, then you must also specify a
seq_num for the route-maps to differentiate between them. The seq_num can be
any number from 0 to 65535. Otherwise, no seq_num needs to be specified. A
default value of 10 is assigned to the first route map if no seq_numis specified.

If given in the no route-map map_tag seq_num command, seq_num is the route
map to be deleted.

type-1 | type-2 The OSPF metric routes external to a specified autonomous system, either type 1
or 2. The default is type 2.

The permit option is the default for the route-map command.

The route-map command is available in configuration mode.
The show route-map command is available in privileged mode.

To define the conditions for redistributing routes from one routing protocol into another, use the
route-map map_tag command and the match and set route-map configuration commands. To delete an
entry, use the no route-map map_tag command.

set metric value

To set the metric value for a routing protocol, use the set metric value subcommand. To return to the
default metric value, use the no set metric value subcommand. In this context, the value is an integer
from -2147483647 to 2147483647.

set metric-type { type-1 | type-2}
To set the metric type for the destination routing protocol, use the set metric-type {type-1 | type-2}
subcommand. To return to the default, use the no set metric-type {type-1 | type-2} subcommand.

set ip next-hop ip-address

To indicate where to output packets that pass a match clause of a route map, use the set ip next-hop
ip_address subcommand. To delete an entry, use the no set ip next-hop ip-address subcommand. In this
context, ip_addressis the IP address of the next hop to which to output packets. It must be the address
of an adjacent router.

The following example show how to configure a route map for use in OSPF routing:

pi xfirewal | (config)# route-map naptagl permt 8

pi xfirewal | (config-route-map)# set nmetric 5

pi xfirewal | (config-route-map)# match netric 5

pi xfirewal | (config-route-nmap)# set nmetric-type type-2
pi xfirewal | (confi g-route-nmap)# show rout e-map
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M router ospf

route-map maptagl pernmit 8

set nmetric 5

set metric-type type-2

match netric 5
pi xfirewal | (config-route-map)# exit
pi xfirewal | (config)#

Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.
router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.
routing interface Configures interface-specific OSPF routing parameters.

router ospf

Configures global parameters for the OSPF routing processes on the firewall, and enables or disables
OSPF routing through the firewall. (Use the routing interface command for interface-specific OSPF
configration.) OSPF routing is not supported on the PIX 501.

[no] router ospf pid
show router ospf pid
Subcommands to the router ospf command:
[no] area area_id
[no] area area_id authentication [message-digest]
[no] area area_id default-cost cost
[no] area area_id filter-list prefix { prefix_list_namein | out}

[no] area area_id nssa [no-redistribution] [default-information-originate [metric-type 1 | 2]
[metric metric_value]]

[no] area area_id range ip_address netmask [advertise | not-advertise]
area area_id stub [no-summary]

[no] area area_id virtual-link router_id [authentication [message-digest | null]] [hello-interval
seconds] [retransmit-interval seconds] [transmit-delay seconds] [dead-interval seconds]
[authentication-key password] [message-digest-key id md5 password]

[no] compatible rfc1583

default-information originate [always] [metric metric_value] [metric-type {1 | 2}] [route-map
map_name]

[no] distance ospf [intra-area d1][inter-area d2][external d3]
[no] ignore Isa mospf

[no] log-adj-changes [detail]
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router ospf Il

[no] network prefix ip_address netmask area area _id

[no] redistribute {static | connected} [metric metric_value] [metric-type metric_type]
[route-map map_name] [tag tag_value] [subnets]

[no] redistribute ospf pid [match {internal | external [1|2] | nssa-external [1]2]}] [metric
metric_value ] [metric-type metric_type] [route-map map_name] [tag tag_value] [subnets]

[no] router-id ip_address

[no] summary-address addr netmask [not-advertise] [tag tag value]

[no] timers { spf spf_delay spf_holdtime | Isa-group-pacing seconds}

Syntax Description

addr The value of the summary address designated for a range of addresses.

advertise Sets the address range status to advertise and generates a Type 3 summary
link-state advertisements (LSA).

areaarea_id Configures a regular OSPF area.

area id For all contexts, area_id can be specified as either a decimal value or asan IP

address.

The ID of the areathat is to be associated with the OSPF address range. If you
intend to associate areas with | P subnets, you can specify a subnet address as
the area id.

When used in the context of authentication, area_id istheidentifier of the area
on which authentication is to be enabled.

When using a cost context, area_id is the identifier for the stub or NSSA.

When used in the context of aprefix list, area_id istheidentifier of the areaon
which filtering is configured.

When used in a stub area or not-so-stubby area (NSSA) context, area_id isthe
identifier for the stub or NSSA area.

When used in the context of an arearange, area_id is the identifier of the area
at whose boundary to summarize routes.

authentication

(Optional) Specifies the authentication type.

compatible Runs OSPF in RFC 1583 compatible mode.

cost The cost for the default summary route used for a stub or NSSA, from 0 to
65535. The default value for cost is 1.

di, d2, and d3 Thedistancefor different arearoutetypes. The default for d1, d2, and d3is110.

default-information

Distributes a default route according to the parameters specified.

default-information
-originate

Used to generate a Type 7 default in the NSSA area. This keyword only takes
effect on an NSSA ABR or an NSSA Autonomous System Boundary Router
(ASBR).

distance

Configures administrative distances for the OSPF process.

external

Sets the distance for routes from other routing domains, |earned by
redistribution.

external 1|2

The OSPF metric routes external to a specified autonomous system, either type
1 or 2. The default is type 2.
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ignore

Supresses syslog for receipt of type 6 Multicast OSPF L SAs.

in

Appliesthe configured prefix list to prefixes advertised inbound to the specified
area.

inter-area

Sets the distance for all routes from one area to another area.

internal

Routes that are internal to a specified autonomous system.

ip_address

The router ID in |P address format.

log-adj-changes

L ogs OSPF adjacency changes.

Isa-group-pacing
seconds

Theinterval at which OSPF link-state advertisements (L SAs) are collected into
a group and refreshed, checksummed, or aged, from 10 to 1800 seconds. The
default value is 240 seconds.

map_name

The name of the route map to apply.

message-digest

(Optional) Enables Message Digest 5 (MD5) authentication on the area
specified by the area _id.

metric metric_value

Specifies the OSPF default metric value, from 0 to 16777214.

netmask

An IP address mask, or 1P subnet mask used for a summary route.

network

Adds/removes interfaces to/from the OSPF routing process.

no-redistribution

When the OSPF router is an NSSA Area Border Router (ABR) and you want
theredistribute command to import routes only into the normal areas, and not
into the NSSA area, use this option.

no-summary

Prevents an Area Border Router (ABR) from sending summary link-state
advertisements into the stub area.

not-advertise

Sets the address range status to DoNotAdvertise. The Type 3 summary LSA is
suppressed, and the component networks remain hidden from other networks.

In the summary-address command, not-adver tise suppresses routes that
match the specified prefix/mask pair.

nssa-external 1|2

The OSPF metric type for routes that are external to a not-so-stubby area
(NSSA), either type 1 or 2. The default is type 2.

null

(Optional) Specifies that no authentication is used. Overrides password or
message digest authentication if configured for the OSPF area.

out

Applies the configured prefix list to prefixes advertised outbound from the
specified area.

pid

Internally used identification parameter for an OSPF routing process. You
assign it locally on the firewall, and it can be from 1 to 65535. A unique value
must be assigned for each OSPF routing process. PIX Firewall software Version
6.3 supports a maximum of two (2) OSPF processes.

prefix

Indicates that a prefix list is used. (Prefix lists are configured with the
prefix-list command.)

prefix

An IP address.

prefix_list_name

Name of a prefix list.

redistribute

Configures redistribution between OSPF processes according to the parameters
specified.

router-id

Configures the router ID for an OSPF process.

seconds

Theinterval at which OSPF link-state advertisements (L SAS) are collected into
a group and refreshed, checksummed, or aged, from 10 to 1800 seconds. The
default is 240 seconds.
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spf_delay The delay time between when OSPF receives a topology change and when it
starts a shortest path first (SPF) calculation in seconds, from 0 to 65535. The
default is 5 seconds.

Defaults

Command Modes

Usage Guidelines

S

Note

spf_holdtime The hold time between two consecutive SPF calculations in seconds, from 0 to
65535. The default is 10 seconds.
stub An OSPF area that carries a default route and intra- and inter-area routes but

does not carry external routes. Virtual links cannot be configured across a stub
area, and they cannot contain an autonomous system boundary router (ASBR).

subnets (Optional) For redistributing routes into OSPF, scopes the redistribution for the
specified protocol.

summary-address  Configures the summary address for OSPF redistribution.
tag_value The value to match (for controlling redistribution with route maps).
timers Configures timers for the OSPF process.

The default is for OSPF routing to be disabled on the firewall.

The default value for cost is 1.

The default authentication type for an area is 0, which means no authentication.
By default, OSPF routing through the firewall is compatible with RFC 1583.

The default for the area area_id range ip_address netmask [advertise | not-advertise] command is
advertise.

The default for d1, d2, and d3 in the distance ospf [intra-area d1][inter-area d2][external d3]
subcommand isis 110.

By default, the log-adj-changes subcommand is enabled.
The default for spf_delay is 5 seconds, and the default for spf_holdtime is 10 seconds.
The default for the timer s |sa-group-pacing seconds subcommand is 240 seconds.

No areais defined by default for the area area_id nssa no-redistribution or area area_id
default-infor mation-originate subcommands.

Therouter ospf command is available in configuration mode.

The show router ospf command is available in privileged mode.

Therouter ospf command isthe global configuration command for OSPF routing processes running on
the firewall. Thisisthe main command for all of the OSPF configuration commands.

Open Shortest Path First (OSPF) is used instead of Routing Information Protocol (RIP). Do not attempt
to configure the firewall for both OSPF and RIP simeltaneously.

When using the no form of a router ospf command, optional arguments need not be specified unless
they provide necessary information. The no router ospf command terminates the OSPF routing process
specified by its pid.

PIX Firewall software Version 6.3 supports a maximum of two (2) OSPF processes.
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The show ospf command displays the configured router ospf subcommands.

OSPF areas

Theareaarea_id subcommand creates aregular OSPF area. The no area area_id command removesthe
OSPF area, whether it is regular, stubby, or not-so-stubby.

area area_id authentication message-digest

The default authentication typefor an areais 0, which means no authentication. To enable authentication
for an OSPF area, use the area area_id authentication message-digest subcommand. To remove an
authentication configuration from an area, use the no area area_id authentication message-digest
subcommand.

area area_id default-cost cost

To specify a cost for the default summary route sent into a stub or not-so-stubby area (NSSA), use the
area area_id default-cost cost subcommand. To remove the assigned default route cost, use the no area
area_id default-cost subcommand. The default value for cost is 1.

area area_id filter-list prefix prefix_list_name[in | out]

Tofilter prefixes advertised in type 3 link-state advertisements (L SAs) between Open Shortest Path First
(OSPF) areas of an Area Border Router (ABR), usethe area area_id filter-list prefix prefix_list_name
[in | out] subcommand. To change or cancel the filter, use the no area area_id filter-list prefix
prefix_list_name [in | out] subcommand.

area area_id nssa [no-redistribution] [default-information-originate [metric-type 1 | 2] [metric
metric_value]]

Routes that originate from other routing protocols (or different OSPF processes) and that are injected
into OSPF through redistribution are called external routes. There are two forms of external metrics: type
1 andtype 2. Theseroutes are represented by o E2 (for type 2) or o E1 (for type 1) in the IP routing table,
and they are examined after the firewall is done building its internal routing table. After they are
examined, they are flooded throughout the autonomous systems (A S), unaltered. (Autonomous systems
are a collection of networks, subdivided by areas, under a common administration sharing a common
routing strategy.)

OSPF type 1 metrics result in routes adding the internal OSPF metric to the external route metric; they
are also expressed in the same terms as an OSPF link-state metric. The internal OSPF metric is the total
cost of reaching the external destination, including whatever internal OSPF network costs are incurred
to get there. (These costs are cal culated by the device wanting to reach the external route.) Becauseit is
calculated this way, the OSPF type 1 metric is generally preferred.

OSPF type 2 metrics do not add the internal OSPF metric to the cost of external routes and are the default
type used by OSPF. The use of OSPF type 2 metrics assumes that you are routing between autonomous
systems (AS); therefore, the cost is considered greater than any internal metrics. This eliminatesthe need
to add the internal OSPF metrics.

To configure an area as a hot-so-stubby area (NSSA), use the area area_id nssa [no-redistribution]
[default-information-originate [metric-type 1 | 2] [metric metric_value]] subcommand. To remove
the entire NSSA configuration, use the no area area_id nssa subcommand. To remove a single NSSA
configuration option, specify the option in the no subcommand. For example, to remove the
no-redistribution option, use the no area area_id nssa no-redistribution command. By default, no
NSSA is defined.
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area area_id range address netmask [advertise | not-advertise]

To consolidate and summarize routes at an area boundary, use the area area_id range address netmask
[advertise | not-advertise] subcommand. To disable this function, use the no area area_id range
ip_address netmask subcommand. The no area area_id range ip_address netmask not-advertise
subcommand removes only the not-advertise option.

area area_id stub [no-summary]

To define an area as a stub area, use the area area_id stub [no-summary] subcommand. To remove the
stub area function, use the no area area_id stub [no-summary] subcommand. When area area_id stub
no-summary is configured, you must use no area area_id stub no-summary to remove the no summary
option. The default is for no stub areas to be defined.

[no] area area_id virtual-link router_id [hello-interval seconds] [retransmit-interval seconds] [transmit-delay
seconds] [dead-interval seconds] [authentication-key password] [message-digest-key id md5] password

To define an OSPF virtual link, use the area area _id virtual-link router-id subcommand with the
optional parameters. To remove a virtual link, use the no area area_id virtual-link router_id
subcommand.

compatible rfc1583

To restore the method used to cal culate summary route costs per RFC 1583, use the compatiblerfc1583
subcommand. To disable RFC 1583 compatibility, use the no compatible rfc1583 subcommand.

By default, OSPF routing through the firewall is compatible with RFC 1583. The compatible rfc1583
subcommand is displayed in the configuration only if disabled by the no compatible rfc1583
subcommand, and then as“no conpatible rfc1583".

distance ospf [intra-area d1][inter-area d2][external d3]

To define OSPF route administrative distances based on route type, use the distance ospf [intra-area
d1][inter-area d2][external d3] subcommand. To restore the default value, use the no distance ospf
subcommand. The default for d1, d2, and d3 is 110.

ignore Isa mospf

To suppress the sending of syslog messages when the router receives link-state advertisement (LSA) for
Type 6 Multicast OSPF (MOSPF) packets, which are unsupported, use the ignor e Isa mospf
subcommand. To restore the sending of these syslog messages, use the no ignore Isa mospf
subcommand.

log-adj-changes

To configure the router to send a syslog message when an OSPF neighbor goes up or down, use the
log-adj-changes [detail] subcommand. To turn off this function, use the no log-adj-changes
subcommand. The detail option sends a syslog message for each state change, not just when a neighbor
goes up or down.

By default, the log-adj-changes subcommand is enabled, but the log-adj-changes subcommand is only
displayed in the OSPF configuration when the detail option is specified or when it has been disabled.

network prefix ip_address netmask area area_id

To define the interfaces on which OSPF runs and the area I D for those interfaces, use the networ k prefix
ip_address netmask area area_id subcommand. To disable OSPF routing for the interfaces defined with
the prefix ip_address netmask pair, use the no network prefix ip_address netmask area area_id
subcommand.
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Note

Examples

summary-address addr netmask

To create aggregate addresses for OSPF, use the summary-address addr netmask [not-advertise] [tag
tag] subcommand. To restore the default, use the no summary-address addr netmask subcommand. The
addr value is the summary address designated for a range of addresses, and netmask is the IP subnet
mask used for the summary route.

router-id

To use afixed router 1D, use the router-id address subcommand. To reset OSPF to use the previous
OSPF router ID behavior, use the no router-id subcommand.

If the highest-level IP address on thefirewall isaprivate address, then thisaddressis sent in hell o packets
and database definitions (DBDs). To prevent this, set the router-id ip_ddress to a global address.

timers { spf spf_delay spf_holdtime | Isa-group-pacing seconds}

To configure the delay time between when OSPF receives atopology change and when it starts a shortest
path first (SPF) calculation, and the hold time between two consecutive SPF cal culations, usethetimers
spf spf_delay spf_holdtime subcommand. To return to the default timer values, use the no timer s spf
subcommand.

To change the interval at which OSPF link-state advertisements (L SAS) are collected into a group and
refreshed, checksummed, or aged, use the timer s |sa-group-pacing seconds subcommand. To restore
the default value, use the no timer slsa-group-pacing seconds subcommand. The default for secondsis
240.

To enter subcommand mode on the outside interface of the firewall (needed to configure OSPF routing),
enter the following command:

pi xfirewal | (config)# router ospf 5
pi xfirewal | (config-router)#

When in the routing subcommand mode, the command prompt appears as “(confi g-router) #”.

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

routing interface Configures interface-specific OSPF routing parameters.

routing interface

Configures interface-specific OSPF routing parameters. This command is the main command for all
OSPF interface submode commands. (Usetherouter ospf command to configure global parameters and
to enable OSPF routing through the firewall.) OSPF routing is not supported on the PIX 501.

[no] routing interface interface_name
Subcommands to the routing inter face command:

[no] ospf authentication [message-digest | null]
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[no] ospf authentication-key password

[no] ospf cost interface_cost

[no] ospf database-filter all out

[no] ospf dead-interval seconds

[no] ospf hello-interval seconds

[no] ospf message-digest-key key-id md5 key

[no] ospf mtu-ignore

[no] ospf priority number

[no] ospf retransmit-interval seconds

[no] ospf transmit-delay seconds

Syntax Description

authentication-
key password

Assigns an OSPF authentication password for use by neighboring routing devices.
This can be any continuous string of keyboard characters, except for whitespace
characters such as tabs or spaces, up to 8 bytesin length.

database-filter
all out

Filters out outgoing link-state advertisements (L SAS) to an OSPF interface.

dead-interval

Setsthe interval before declaring a neighboring routing device is down if no hello

seconds packets are received, from 1 to 65535 seconds. This value must be the same for all
nodes on the network. The default is four times the interval set by the ospf
hello-interval command.

hello-interval Specifiestheinterval between hello packets sent on the interface, from 1 to 65535

seconds seconds. The default is 10 seconds.

interface_cost

The cost (alink-state metric) of sending a packet through an interface. Thisis an
unsigned integer value from 0 to 65535. O represents a network that is directly
connected to the interface, and the higher the interface bandwidth, the lower the
associated cost to send packets across that interface. In other words, a large cost
valuerepresentsalow bandwidth interface and asmall cost value representsahigh
bandwidth interface.

The OSPF interface default cost on the firewall is 10. This default differs from
Cisco 10S software, where the default cost is 1 for fast Fthernet (FE) and Gigabit
Ethernet (GE) and 10 for 10BaseT. Thisis important to take into account if you
are using Equal Cost Multi-Path (ECMP) in your network.

interface_name

The name of the interface to configure.

key_id

A numerical ID number, from 1 to 255, for the authentication key.

md5 key

An alphanumeric password of up to 16 bytes. However, whitespaces characters
such as atab or space are not supported.

message-digest

Specifies to use OSPF message digest authentication.

message-digest-
key

Enables Message Digest 5 (MD5) authentication. (MD5 verifies the integrity of
the communication, authenticates the origin, and checks for timeliness.)

null

Specifies to not use OSPF authentication. This overrides password or message
digest authentication (if configured) for an OSPF area.
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ospf Keyword for configuring interface-specific OSPF parameters.

priority number A positiveinteger from 0 to 255 that specifiesthe priority of the router. The default
is1.

retransmit- Specifies the time between link-state advertisement (L SA) retransmissions for

interval seconds adjacent routers belonging to the interface, from 1 to 65535 seconds. The default
is 5 seconds.

transmit-delay  Setsthe estimated time required to send alink-state update packet on the interface,

seconds from 1 to 65535 seconds. The default is 1 second.

Defaults

Command Modes

Usage Guidelines

By default, OSPF routing is disabled on the firewall interfaces.
By default, the mtu-ignor e subcommand is enabled.

Thedefault valuefor the ospf authentication [message-digest | null] subcommand isnull, which means
no area authentication.

The default value for the ospf dead-interval subcommand is four times the interval set by the ospf
hello-interval command.

The default value for the ospf hello-interval subcommand is 10 seconds.
The default value for the ospf retransmit-interval subcommand is 5 seconds.
The default value for the ospf transmit-delay subcommand is 1 second.

The routing command is available in configuration mode.

The show routing command is available in privileged mode.

The routing interface interface_name command is the main command for all interface-specific OSPF
interface mode commands. Enter this command with the name of the firewall interface (interface_name)
that you want to configure, and then proceed with interface-specific configuration through the routing
inter face subcommands. You do not need to specify optional argumentsin the no forms of the routing
inter face subcommands (unless they provide necessary information).

Theno routing inter face interface_name command removes the routing configuration for the interface
specified only.

The clear routing command resets the interface-specific routing configuration to its defaults and
removes the interface-specific routing configuration. However, this command does not remove any
OSPF data structures that have been defined.

Theclear ospf [pid] { process| counters| neighbor [neighbor-intf] [neighbr-id]} command resetsthe
OSPF routing process ID, counters, neighbor interface router designation, or neighbor router 1D,
depending on the option selected. This command does not remove any configuration. Use the no form
of the router ospf or routing interface command to remove the OSPF configuration.

The show routing inter face interface_name command displays the configuration for the interface
specified.
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ospf authentication

To specify the authentication type for an interface, use the ospf authentication [message-digest | null]
subcommand. To remove the authentication type for an interface, use the no ospf authentication
[message-digest | null] subcommand. The default area authentication is null, which means no
authentication.

ospf authentication-key

To assign a password to be used by neighboring routers that are using the OSPF simple password
authentication, use the ospf authentication-key password subcommand. The variable password can be
any continuous string of characters that can be entered from the keyboard, up to 8 bytesin length.

To remove a previously assigned OSPF password, use the no ospf authentication-key subcommand.

ospf cost

To explicitly specify the cost of sending a packet on an interface, use the ospf cost interface cost
subcommand. The interface_cost parameter is an unsigned integer value from 0 to 255, expressed asthe
link-state metric.

To reset the path cost to the default value, use the no ospf cost subcommand.

ospf database-filter all out

To filter outgoing link-state advertisements (L SAs) to an OSPF interface, use the ospf database-filter
subcommand. To restore the forwarding of L SAsto the interface, use the no ospf database-filter all out
subcommand.

ospf dead-interval

To set the dead interval before neighbors declare the router down (the length of time during which no
hello packets are seen), use the ospf dead-inter val seconds subcommand. The variable seconds specifies
the dead interval and must be the samefor all nodes on the network. The default for secondsisfour times
the interval set by the ospf hello-interval command, from 1 to 65535. To return to the default interval
value, use the no ospf dead-interval subcommand.

ospf hello-interval

To specify the interval between hello packets that the firewall sends on the interface, use the ospf
hello-interval seconds subcommand. To return to the default interval, use the no ospf hello-interval
subcommand. The default is 10 seconds, with arange from 1 to 65535.

ospf mtu-ignore

The ospf mtu-ignor e subcommand disables OSPF MTU mismatch detection on receiving DBD packets
and is enbled by default.

ospf message-digest-key key id md5 key

To enable OSPF Message Digest 5 (MD5) authentication, use the ospf message-digest-key key id md5
key subcommand. To remove an old MD5 key, use the no ospf message-digest-key key id md5 key
subcommand. Thekey _id variableisanumerical identifier, from 1 to 255, for the authentication key, and
the key variable is an alphanumeric password of up to 16 bytes.

ospf priority
To set the router priority, which helps determine the designated router for this network, use the ospf

priority number subcommand. To return to the default value, use the no ospf priority number
subcommand.
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ospf retransmit-interval

To specify the time between link-state advertisement (L SA) retransmissions for adjacencies belonging
to the interface, use the ospf retransmit-interval seconds subcommand. To return to the default value,
use the no ospf retransmit-interval subcommand. The default value is 5 seconds, with a range from 1
to 65535.

ospf transmit-delay

To set the estimated time required to send a link-state update packet on the interface, use the ospf
transmit-delay seconds subcommand. To return to the default value, use the no ospf transmit-delay
subcommand. The default value is 1 second, with arange from 1 to 65535.

Examples To enter subcommand mode on the outside interface of the firewall (needed to configure OSPF routing),
enter the following command:

pi xfirewal | (config)# routing interface outside
pi xdoci psecl(config-routing)#

When in the routing subcommand mode, the command prompt appears as“(confi g-routi ng) #”.

The following example shows the configuration for two concurrently running OSPF processes, with the
IDs 5 and 12, on the outside interface of the firewall:

pi xfirewal | (config)# routing interface
pi xfirewal | (config-routing)# show ospf

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedul e delay 5 secs, Hold tinme between two SPFs 10 secs
M nimum LSA interval 5 secs. MninumLSA arrival 1 secs
Number of external LSA 0. Checksum Sum Ox 0

Nunmber of opaque AS LSA 0. Checksum Sum 0x 0

Nurmber of DChitl ess external and opaque AS LSA 0

Nurmber of DoNot Age external and opaque AS LSA 0O

Nunmber of areas in this router is 0. 0 normal O stub O nssa
External flood list length O

Routing Process "ospf 12" with ID 172.23.59.232 and Donmain ID 0.0.0. 12
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedul e delay 5 secs, Hold tinme between two SPFs 10 secs
M nimum LSA interval 5 secs. MninumLSA arrival 1 secs
Number of external LSA 0. Checksum Sum Ox 0

Nunmber of opaque AS LSA 0. Checksum Sum 0x 0

Nurmber of DChitl ess external and opaque AS LSA 0

Nurmber of DoNot Age external and opaque AS LSA 0O

Nunmber of areas in this router is 0. 0 normal O stub O nssa
External flood list Iength O

The following example changes the retransmit interval to 15 seconds:

pi xdoci psecl(config-routing)# ospf retransmt-interval 15

Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.
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route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.
router ospf Configures global parameters for the OSPF routing processes on the firewall,

and enables or disables OSPF routing through the firewall.
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CHAPTER 8

S Commands

Enable system services.
[no] service{resetinbound | resetoutside}
clear service

show service

Syntax Description

Command Modes

Usage Guidelines

resetinbound  Send areset to a denied inbound TCP packet.
resetoutside Send areset to a denied TCP packet to outside interface.

Configuration mode.

The service command works with all inbound TCP connections to statics whose access lists or uauth
(user authorization) do not allow inbound. One use is for resetting IDENT connections. If an inbound
TCP connection is attempted and denied, you can use the service resetinbound command to return an
RST (reset flag in the TCP header) to the source. Without the option, the PIX Firewall drops the packet
without returning an RST.

For use with IDENT, the PIX Firewall sends a TCP RST to the host connecting inbound and stops the

incoming IDENT process so that email outbound can be transmitted without having to wait for IDENT
to time out. In this case, the PIX Firewall sends a syslog message stating that the incoming connection
was a denied connection. Without serviceresetinbound, the PIX Firewall drops packets that are denied
and generates a syslog message stating that the SY N was a denied connection. However, outside hosts
keep retransmitting the SYN until the IDENT times out.

When an IDENT connection istiming out, you will notice that connections slow down. Perform atrace
to determine that IDENT is causing the delay and then invoke the service command.

The service resetinbound command provides a safer way to handle an IDENT connection through the
PIX Firewall. Ranked in order of security from most secureto less secure are these methods for handling
IDENT connections:

1. Usethe service resetinbound command.

[ 78-14890-01

Cisco PIX Firewall Command Reference ]



Chapter8 S Commands |

I session enable

Examples

2. Usethe established command with the permitto tcp 113 options.
3. Enter static and access-list command statements to open TCP port 113.

When using the aaa command, if the first attempt at authorization fails and a second attempt causes a
timeout, use the service resetinbound command to reset the client that failed the authorization so that
it will not retransmit any connections. An example authorization timeout message in Telnet follows:

Unabl e to connect to renpote host: Connection timed out

The following example shows use of the service resetinbound command:
servi ce resetinbound

show service

service resetinbound

If you use ther esetoutside command, the PIX Firewall actively resets denied TCP packetsthat terminate
at the PIX Firewall unit’s least-secure interface. By default, these packets are silently discarded. The
resetoutside option is highly recommended with dynamic or static interface Port Address Translation
(PAT). The static interface PAT isavailable with PIX Firewall Version 6.0 and higher. Thisoption allows
the PIX Firewall to quickly terminate the identity request (IDENT) from an external SMTP or FTP
server. Actively resetting these connections avoids the thirty-second time-out delay.

If you wish to remove service command statements from the configuration, use the clear service
command.

session enable

setup

The session enable command is a deprecated command.

The setup command prompts you to enter the information needed to use the Cisco PIX Device Manager
(PDM) with anew PIX Firewall.

setup

Syntax Description

Command Modes

Usage Guidelines

setup Asks for the information needed to start using a new PIX Firewall unit if
no configuration is found in the Flash memory.

Configuration mode.

The PIX Firewall requires some pre-configuration before PDM can connect to it. (The setup dialog
automatically appears at boot timeif there is no configuration in the Flash memory.) Once you enter the
setup command, you will be asked for the setup information in Table 8-1.

Cisco PIX Firewall Command Reference
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setup I
Table 8-1 PIX Firewall Setup Information
Prompt Description
Enabl e password: Specify an enable password for this PIX Firewall. (The password must be
at least three charaters long.)
C ock (UTQ) Set the PIX Firewall clock to Universal Coordinated Time (also known as
Greenwich Mean Time).
Year [system year]: Specify current year, or default to the year stored in the host computer.

Mnth [system nonth]: | Specify current month, or default to the month stored in the host computer.

Day [system day]: Specify current day, or default to the day stored in the host computer.

Time [systemtine] Specify current time in hh:mm:ss format, or default to the time stored in
the host computer.

I'nside I P address: Network interface | P address of the PIX Firewall.

I'nsi de network mask: A network mask that appliesto the inside | P address must be a valid mask
such as 255.0.0.0, 255.255.0.0, or 255.255.x.X, etc. Use 0.0.0.0 to specify
a default route. The 0.0.0.0 netmask can be abbreviated as 0.

Host nane: The host name you want to display in the PIX Firewall command line
prompt.

Donei n nane: The DNS domain name of the network on which the PIX Firewall runs, for
example example.com.

I P address of host IP address on which PDM connects to the PIX Firewall.

runni ng Pl X Device

Manager :

Use this configuration |Storethenew configuration to Flash memory. Same asthe write memory

and wite to flash? command. If the answer isyes, theinside interface will be enabled and the

requested configuration will be written to Flash memory. If the user
answers anything else, the setup dialog repeats using the values already
entered as the defaults for the questions.

The host and domain names are used to generate the default certificate for the SSL connection. The
interface type is determined by the hardware.

Examples The following example shows how to complete the setup command prompts.

router (config)# setup
Pre-configure PIX Firewall now through interactive pronmpts [yes]? vy
Enabl e Password [<use current password>]: ciscopiX
G ock (UTO)
Year [2001]: 2001
Mont h [ Aug]: Sep
Day [27]: 12
Tine [22:47:37]: <Enter>
Inside | P address: 192.168.1.1
I nsi de network mask: 255.255.255.0
Host nane: accounting_pi x
Domai n nane: exanpl e.com
| P address of host running Pl X Device Manager: 192.168.1.2

Cisco PIX Firewall Command Reference
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The follow ng configuration will be used:

Enabl e Passwor d:
Clock (UTO):

ci scopi x

22:47:37 Sep 12 2001

Inside | P address: ...192.168.1.1
I nside network mask: ...255.255.255.0

Host nane:

Domai n nane:

...accounting_pix
...exanpl e.com

| P address of host running Pl X Device Manager: ...192.168.1.2

Use this configuration and wite to flash? y

Related Commands  pdm

Configures PIX Device Manager (PDM).

show

View command information.

show command_keywords [ | {include | exclude | begin | grep [-v]} regexp]

show ?

Syntax Description command_key Any argument or list of arguments that specifies the information to display. Most

words

commands have a show command form where the command name is used as show
argument. For example, the global command has an associated show global
command.

The UNIX pipe symbol, “|". This character represents piping output to the filter.
When “|" is present, afiltering option and aregular expression must also be present.
(Only thefirst “|" is a pipe character in the syntax.)

include

Includes all output lines that match the specified regular expression.

exclude

Excludes all output lines that match the specified regular expression.

grep

Displays all output lines that match the specified regular expression. grep is
equivalent to include and grep -v is equivalent to exclude.

begin

Displays all output lines starting from the line that matches the specified regular
expression.

regexp

A Cisco |0S software style regular expression. Do not enclose in quotes or
double-quotes. Additionally, trailing white spaces (between keywords) are taken as
part of the regular expression.

Command Modes All modes.

Usage Guidelines The show command_keywords [ | {include | exclude | begin | grep} regexp] command runs the show
command options specified. Seeindividual commandsfor their show options. (Only thefirst“|" isapipe
character in thissyntax.) The CLI syntax and semantics of the show output filtering options are the same

as in Cisco 10S software, and are available through console, Telnet, or SSH sessions.

The show ? command displays alist of all commands available on the PIX Firewall.

] Cisco PIX Firewall Command Reference
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Explanations for the specific show commands are documented with the corresponding command. For
example, the show arp command description is included with the arp command.

Examples The following example illustrates how to use a show command output filter option, where the “|” is the
UNIX pipe symbol:
pi xfirewal | (config)# show config | grep access-list
access-list 101 permt tcp any host 10.1.1.3 eq www
access-list 101 permit tcp any host 10.1.1.3 eq sntp
The following is sample output from the show ? command:
pi xfirewal | (config)# show ?
At the end of show <conmand>, use the pipe character '|"' followed by:
begi n| i ncl ude| excl ude| grep [-v] <regular_exp> to filter show output.
aaa Enabl e, disable, or view TACACS+, RADI US or LOCAL

user authentication, authorization and accounting
aaa- server Def i ne AAA Server group
access- group Bi nd an access-list to an interface to filter inbound traffic
access-1list Add an access |ist
activation-key Modify activation-key.
age This command is deprecated. See ipsec, isaknp, nmap, ca commands
al i as Admi ni ster overl appi ng addresses with dual NAT.
apply Apply outbound lists to source or destination |IP addresses
arp Change or view arp table, set arp tineout value and view statiss
aut h- pr onpt Custom ze aut hentication challenge, reject or acceptance pronpt
aut o-updat e Configure auto update support
banner Configure | ogin/session banners
bl ocks Show system buffer utilization
ca CEP (Certificate Enrollnent Protocol)

Create and enroll RSA key pairs into a PKI (Public Key Infrastr.
capture Capture inbound and out bound packets on one or nore interfaces
checksum Vi ew configuration information cryptochecksum
chunkst at Di spl ay chunk stats
cl ock Show and set the date and time of PIX
condui t Add conduit access to higher security level network or | CWP
configure Configure fromtermnal, floppy, nmenory, network, or

factory-default. The configuration will be merged with the

active configuration except for factory-default in which case
the active configuration is cleared first.
conn Di spl ay connection infornmation
consol e Set idle timeout for the serial console of the PIX
cpu Di spl ay cpu usage
Crashinfo Read, write and configure crash wite to flash.
crypto Configure |Psec, IKE, and CA
ctigbe Show the current data stored for each CTI QBE sessi on.
curpriv Di splay current privilege |level
debug Debug packets or ICMP tracings through the PIX Firewall.
dhcpd Confi gure DHCP Server
dhcprel ay Confi gure DHCP Rel ay Agent
domai n- name Change domai n nane
dynami c- nap Specify a dynamic crypto map tenplate
eeprom show or reprogramthe 525 onboard i 82559 devices
enabl e Configure enabl e passwords
est abl i shed Al'l ow i nbound connections based on established connections
failover Enabl e/ di sabl e PI X failover feature to a standby Pl X
filter Enabl e, disable, or view URL, FTP, HTTPS, Java, and ActiveX filg
fi ps-node Enabl e or disable FIPS node
fixup Add or delete PIX service and feature defaults
flashfs Show, destroy, or preserve filesysteminformation
Cisco PIX Firewall Command Reference
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f ragnment Configure the I P fragnment database
gl obal Speci fy, delete or view gl obal address pools,
or designate a PAT(Port Address Transl ated) address
h225 Show the current h225 data stored for each connection.
h245 Li st the h245 connecti ons.
h323-ras Show the current h323 ras data stored for each connection.
hi story Di spl ay the session command history
http Configure HTTP server
icmp Configure access for ICWP traffic that terminates at an interfae
interface Set network interface pareneters and configure VLANs
ignp Cl ear or display | GW groups
ip Set the ip address and nmask for an interface

Define a | ocal address pool
Configure Unicast RPF on an interface
Configure the Intrusion Detection System

i psec Configure | PSEC policy

i saknmp Configure | SAKMP policy

| ocal - host Di splay or clear the local host network infornmation

| oggi ng Enabl e 1 ogging facility

mac- | i st Add a list of mac addresses using first match search
map Configure | Psec crypto nmap

menory System nenory utilization

nmgcp Configure the Media Gateway Control Protocol fixup

nrout e Configure a multicast route

mu Speci fy MIU(Maxi mum Transmi ssion Unit) for an interface
mul ti cast Configure nmulticast on an interface

name Associate a nane with an | P address

nanei f Assign a nanme to an interface

nanes Enabl e, disable or display |IP address to nane conversion
nat Associate a network with a pool of global |P addresses
ntp Configure Network Tine Protocol

obj ect - group Create an object group for use in 'access-list', 'conduit', etc
ospf Show OSPF infornmation or clear ospf itens.

out bound Create an outbound access |ist

pager Control page |length for pagination

passwd Change Tel net consol e access password

pdm Configure Pix Device Manager

prefix-1list Configure a prefix-list

privil ege Configure/Display privilege levels for comands
processes Di spl ay processes

rip Broadcast default route or passive RIP

route Enter a static route for an interface

rout e- map Create a route-map.

router Creat e/ configure OSPF routing process

routing Configure interface specific unicast routing paraneters.
runni ng-config Display the current running configuration

service Enabl e system services

sessi on Access an internal AccessPro router console

shun Manages the filtering of packets from undesired hosts
sip Show the current data stored for each SIP session.

ski nny Show the current data stored for each Skinny session.
snnp- server Provi de SNMP and event information

ssh Add SSH access to PI X console, set idle timeout, display

list of active SSH sessions & term nate a SSH sessi on
startup-config Display the startup configuration

static Configure one-to-one address translation rule

sysopt Set system functional option

t cpst at Di splay status of tcp stack and tcp connections

t ech- support Tech support

tel net Add tel net access to PIX console and set idle tineout
term nal Set termi nal line paraneters

tftp-server Speci fy default TFTP server address and directory

ti meout Set the maxi mumidle tines

traffic Counters for traffic statistics

Cisco PIX Firewall Command Reference
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show blocks/clear blocks Tl

uaut h Di splay or clear current user authorization information

url-cache Enabl e URL cachi ng

url - bl ock Enabl e URL pendi ng bl ock buffer and |1 ong URL support

url -server Specify a URL filter server

user nane Configure user authentication |ocal database

ver si on Di splay Pl X system software version

vi rtual Set address for authentication virtual servers

vpdn Configure VPDN (PPTP, L2TP, PPPoE) Policy

vpncl i ent Configure Easy VPN Renote

vpngr oup Configure group settings for Cisco VPN dients and
Cisco Easy VPN Renote products

who Show active adm nistration sessions on Pl X

xl ate Di splay current translation and connection slot information

show blocks/clear blocks

Show system buffer utilization.

show blocks

clear blocks
Syntax Description blocks The blocks in the preallocated system buffer.
Command Modes Privileged mode.

Usage Guidelines

The show blocks command lists preallocated system buffer utilization. In the show blocks command
listing, the SIZE column displaysthe block type. The MAX column isthe maximum number of allocated
blocks. The LOW column isthe fewest blocks available since last reboot. The CNT columnisthe current
number of available blocks. A zero in the LOW column indicates a previous event where memory
exhausted. A zero in the CNT column means memory is exhausted now. Exhausted memory is not a
problem as long as traffic is moving through the PI X Firewall. You can use the show conn command to
seeif trafficismoving. If traffic isnot moving and the memory is exhausted, a problem may be indicated.

Theclear blocks command keeps the maximum count to whatever number isallocated in the system and
equates the low count to the current count.

You can also view the information from the show blocks command using SNMP.

Examples The following is sample output from the show blocks command:
show bl ocks
Sl ZE MAX LON  ONT
4 1600 1600 1600
80 100 97 97
256 80 79 79
1550 788 402 404
65536 8 8 8
Cisco PIX Firewall Command Reference
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show checksum

Display the configuration checksum.

show checksum

Syntax Description

Command Modes

Usage Guidelines

Examples

show conn

checksum The hexadecimal numbersthat act as adigital summary of the contents of
the configuration.

Unprivileged mode.

The show checksum command displays four groups of hexadecimal numbers that act as a digital
summary of the contents of the configuration. This same information stores with the configuration when
you store it in Flash memory. By using the show config command and viewing the checksum at the end
of the configuration listing and using the show checksum command, you can compare the numbers to
seeif the configuration has changed. The PIX Firewall teststhe checksum to determineif aconfiguration
has not been corrupted.

If adot (“.”) appears before the checksum in the show config or show checksum command output, this
isanormal configuration load or write mode indicator (when loading from or writing to the firewall
Flash memory). This“.” is provided to show that the firewall is preoccupied with the operation but not
“hung up”. It is analogous to a “ system processing, please wait” message.

The following is sample output from the show checksum command:

show checksum
Crypt ochecksum 1a2833c0 129ac70b 1a88df 85 650dbb81

Display all active connections.

show conn [count] | [detail] | [protocol tcp | udp | protocol] [{foreign | local} ip [-ip2]] [netmask
mask]] [{Iport | fport} portl [-port2]]

show conn state [up] [,conn_inbound][,ctigbe][,data_in][,data_out][,dump][,finin]
[finout][,h225][,h323][,http_get][,mgcp][,nojava][,rpc][,sip][,skinny][,smtp_data]
[,smtp_banner] [,sqlnet_fixup_data][,smtp_incomplete]

Syntax Description

count Display only the number of used connections. The precision of the
displayed count may vary depending on traffic volume and the type of
traffic passing through the PIX Firewall unit.

detail If specified, displays translation type and interface information.

Cisco PIX Firewall Command Reference
78-14890-01 |



| Chapter8

S Commands

Command Modes

Usage Guidelines

Note

showconn I

{foreign |local} ip [-ip2] Display active connections by the foreign IP address or by local IP

netmask mask address. Qualify foreign or local active connections by network mask.

{lport | fport} portl Display foreign or local active connections by port. See “Ports” in

[-port2] Chapter 2, “Using PIX Firewall Commands’ for alist of valid port literal
names.

protocol tcp | udp | Display active connections by protocol type. protocol is a protocol

protocol specified by number. See “Protocols” in Chapter 2, “Using PIX Firewall
Commands” for alist of valid protocol literal names.

state Display active connections by their current state: up (up), inbound

connection (conn_inbound), Computer Telephony Interface Quick
Buffer Encoding (CTIQBE) connection (ctigbe), inbound data(data _in),
outbound data (data_out), dump clean up connection (dump), FIN
inbound (finin), FIN outbound (finout), H.225 connection (h225), H.323
connection (h323), HTTP get (http_get), Media Gateway Control
Protocol (MGCP) connection (mgcp), an outbound command denying
access to Java applets (nojava), RPC connection (rpc), SIP connection
(sip), Skinny Client Control Protocol (SCCP) connection (skinny),
SMTP mail banner (smtp_banner), SMTP mail data (smtp_data),
SQL*Net data fix up (sqlnet_fixup_data), and incomplete SMTP mail
connection (smtp_incomplete).

Privileged mode.

The show conn command displays the number of, and information about, active TCP connections. When
specifying multiple show conn state options, use commas without spaces to the list states to be
displayed. For example, the following is correct:

pi xfirewal | (config)# show conn state up,rpc, h323,sip

If you insert spaces, the firewall will not recognize the command.

You can also view the connection count information from the show conn command using SNMP.

For connectionsusing aDNS server, the source port of the connection may be replaced by the P address
of DNS server in the show conn output.

The show conn detail command displays the following information:

{UDP | TCP} outside ifc:real_addr/real-port [(map_addr/port)] inside_ifc:real _addr/real port
[(map-addr/port)] flags flags

The connection flags are defined in Table 8-2.

Table 8-2 Connection Flags

Flag | Description
a awaiting outside ACK to SYN
A awaiting inside ACK to SYN

[ 78-14890-01
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Table 8-2  Connection Flags (continued)

Flag

Description

initial SYN from outside

Computer Telephony Interface Quick Buffer Encoding (CTIQBE) media connection

dump

DNS

outside back connection

inside FIN

outside FIN

Media Gateway Control Protocol (MGCP) connection

connection is part of agroup!

H.225

I S| ™" mo el ™

H.323

incomplete TCP or UDP connection

inbound data

Skinny Client Control Protocol (SCCP) media connection

SIP media connection

SMTP data

outbound data

replicated (unused)

inside back connection

SQL*Net data

T“|lLe|TiT|o |3~

inside acknowledged FIN

outside acknowledged FIN for TCP connection

UDP RPC?

awaiting outside SYN

awaiting inside SYN

SIP transient connection®

SIP connection®

up

rlClHd Tl | 0D

The G flag indicates the connection is part of a group. It is set by the GRE and FTP Strict fixups to designate the control

connection and all its associated secondary connections. If the control connection terminates, then all associated secondary
connections are also terminated.

2. Because each row of show conn command output represents one connection (TCP or UDP)), there will be only one R flag
per row.

3. For UDP connections, the value t indicates that it will timeout after one minute.

4. For UDP connections, the value T indicates that the connection will timeout according to the value specified using the
timeout sip command.

] Cisco PIX Firewall Command Reference
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show cpu usage

show cpuusage W

The following example shows a TCP session connection from inside host 10.1.1.15 to the outside Telnet
server at 192.150.49.10. Becausethereisno B flag, the connectionisinitated from theinside. The“U”,
“1”, and “O” flags denote that the connection is active and has received inbound and outbound data.

pi xfirewal | (config)# show conn
2 nost
TCP out 192.150.49.10:23 in 10.1.1.15:1026 idle 0:00: 22
Bytes 1774 flags U O
UDP out 192.150.49.10: 31649 in 10.1.1.15:1028 idle 0:00: 14

2 in use,

flags

D-

used

The following example shows a UDP connection from outside host 192.150.49.10 to inside host
10.1.1.15. The D flag denotes that thisisa DNS connection. The number 1028 isthe DNS ID over the

C -

D -

inside FIN, F -

h -

m -

H. 255. 0,
SIP nedi a

i nsi de back connecti on,

connection.

pi xfirewal | (config)# show conn detail

2 in use, 2 nost used

Flags: A - awaiting inside ACK to SYN, a -
B - initial SYN from outside,
E - outside back connection,
G- group, g - MSCP, H - H 323,
k - Skinny nedia, M- SMIP data,
O - outbound data, P -
q - SQ*Net data, R -
R - UDP RPC, r -

UDP out si de: 192. 150. 49. 10/ 31649 inside: 10. 1. 1. 15/1028 flags dD

S - awaiting outside SYN, T -

out si de acknow edged FI N,

i nside acknowl edged FIN, S -
- SIP transient,
TCP out si de: 192. 150. 49. 10/ 23 insi de: 10. 1. 1. 15/ 1026 flags U O

SI P,

t

The following is sample output from the show conn command:

show conn

6 in use,

TCP
TCP
TCP
TCP
TCP
TCP
UbP
UbP
ubP

out
out
out
out
out
out
out
out
out

6 nost

209.
209.
209.
209.
209.
209.
209.
209.
209.

165.
165.
165.
165.
165.
165.
165.
165.
165.

used
201.
201.
201.
201.
201.
201.
201.
201.
201.

NNNRPRRRRR

: 80
.80
1 80
: 80
: 80
1 80
124
123
122

5 3 333 33 3 35

10.
10.
10.
10.
10.
10.
10.
10.
10.

EREERERERREAESR

11404
: 1405

1406
1407
1403
1408
1402

: 1397
11395

idle
idle
idle
idle
idle
idle
idle
idle
idle

eeeLeeeeee

00:
00:
00:
00:
00:
00:
01:
01:
01:

00
00
01
01
00
00
30
30
30

Byt es
Byt es
Byt es
Byt es
Byt es
Byt es

awai ti ng outside ACK to SYN,
CTI BQE nedi a, DNS, d -
out si de FIN,

i nbound dat a,

awai ting inside SYN,
U- up

11391
3709
2685
2683
15199
2688

i nconpl ete,

In this example, host 10.3.3.4 on the inside has accessed awebsite at 209.165.201.1. The global address

on the outside interface is 209.165.201.7.

The show cpu usage command displays CPU utilization.

show cpu usage

Syntax Description

cpu usage

The central processing unit (CPU) usage data.

[ 78-14890-01
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Command Modes

Usage Guidelines

Examples

Privileged or configuration mode.

The show cpu usage command displays the central processing unit (CPU) usage information.

The following is sample output from the show cpu usage command:

pi xfirewal | # show cpu usage
CPU utilization for 5 seconds: pl% 1 minute: p2% 5 mnutes: p3%

The percentage usage prints as NA (not applicable) if the usage is unavailable for the specified time
interval. This can happen if the user asks for CPU usage before the 5-second, 1-minute, or 5-minute time
interval has elapsed.

show crypto engine [verify]

Shows cryptography engine statistics or runs the Known Answer Test (KAT).

show crypto engine [verify]

Syntax Description

Command Modes

Usage Guidelines

Examples

crypto engine Displays usage statistics for the firewall cryptography engine.
verify Runs the Known Answer Test (KAT).

Privileged or configuration mode.

The show crypto engine command displays usage statistics for the cryptography engine used by the
firewall.

The show crypto engine verify command runs the Known Answer Test (KAT) from the firewall CLI.
Additionally, when booted for the first time or after areload, the firewall performs the Know Answer
Test (KAT) before any configuration information is read from the Flash memory. If the KAT fails, then
the firewall issues an error message and reloads. The KAT is performed to check the integrity of the
cryptography engine used by the firewall.

The following example shows sample output for the show crypto engine command:

pi xfirewal | # show crypto engi ne
Crypto Engi ne Connection Map:
size = 8, free = 6, used = 1, active =1

The following example shows the show crypto engine verify command output for a successful KAT:

pi xfirewal | # show crypto engine verify
FI PS: Known Answer Test begin

FI PS: software DES success
FI PS: software SHA success

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter8 S Commands

show crypto interface [counters] Il

FI PS: software RSA success
FI PS: software to software DES/ SHA1 tunnel check success.
FI PS: Known Answer Test finish

The following is sample output from a KAT that failed during start up of the firewall:

Cisco PIX Firewall Version 6.3(1)
Li censed Features:

Fai | over: Enabl ed

VPN- DES: Enabl ed

VPN- 3DES- AES: Enabl ed

Maxi mum I nterfaces: 6

Cut -t hrough Proxy: Enabl ed
Guar ds: Enabl ed
URL-filtering: Enabled

I nside Hosts: Unlimted
Throughput: Unlimited

| KE peers: Unlinmted

This PI X has an Unrestricted (UR) license.

FIPS: software AES fail

An internal error occurred. Specifically, a programm ng assertion was
viol ated. Copy the error nessage exactly as it appears, and get the

out put of the show version comand and the contents of the configuration

file. Then call your technical support representative.

assertion "result !'= FALSE' failed: file "crypto_nist_tests.c", line 529
No t hread nane

Tr aceback:
0: 0040d84d
1: 00260608

show crypto interface [counters]

Displays the VPN accelerator cards (VACs) installed in the firewall chassis and, for the VAC+, the
packet, payload byte, queue length, and moving average counters for traffic moving through the card.

show crypto interface [counters]

clear crypto interface counters

Syntax Description counters Displays packet count, byte queue, and moving averages for traffic
through a VAC+.
crypto interface Displays the VPN accelerator cards (VACS) installed in the firewall
chassis.
Command Modes Privileged or configuration mode.

Cisco PIX Firewall Command Reference
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Usage Guidelines The show crypto inter face command lists VPN accelerator cards (VACS) installed in the firewall
chassis. (This same information is also displayed in show version output.)

The show crypto interface counters command displays information, as described in Table 8-3, for the
PIX Firewall VAC+ card only.

Table 8-3 show crypto interface counters

Counter Description
interfaces The number and type of crypto interface cards installed.
packet count The number of packets sent to the installed crypto interface
card(s).
payl oad bytes The number of bytes of payload either after decapsulation or
before encapsulation.
i nput queue (curr/max) The total number of packets that are awaiting service from the
crypto interface card(s).
interface queue (curr/max) The total number of packets that have been queued at the crypto
interface card(s) for service.
out put queue (curr/ max) Thetotal number of packetsthat have been released by the crypto
interface card(s) and are awaiting dispatch to the packet path.
noving aver ages 5 second, 1 minute, and 5 minute moving averages of the packet
is_ecot”d count and payload bytes through all crypto interface cards.
m nute
5m nute

The clear crypto interface counters command clears only the packet, payload byte, queue length, and
moving average counters. It does not affect any actual packets queued.

Examples The following is sample output from the show crypto interface and show crypto interface counters
commands when a VAC+ card isinstalled:

pi xfirewal | # show crypto interface
Encryption hardware device : Crypto5823 (revision 0x1)
pi xfirewal | (config)# show crypto interface counters

interfaces: 1
Crypt 05823 (revision 0x1), maxinum queue size 64

packet count: 318657093
payl oad bytes: 89861300946
i nput queue (curr/max): 1336/1584
interface queue (curr/max): 64/64

out put queue (curr/max): 0/64

nmovi ng aver ages
5second 128273 pkts/sec 289 Moits/sec
1m nute 128326 pkts/sec 290 Moits/sec
5m nute 128279 pkts/sec 289 Moits/sec

The following is the same sample output after the clear crypto interface counters command has been
used:

pixfirewal | # clear crypto interface counters
pi xfirewal | # show crypto interface counters
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show history W

interfaces: 1
Crypt 05823 (revision 0x1), maxi num queue size 64

packet count: 355968
payl oad bytes: 100382976
i nput queue (curr/max): 1317/ 1537
interface queue (curr/max): 64/64

out put queue (curr/max): 0/64

nmovi ng aver ages

5second NA pkts/sec NA Moi t s/ sec
1m nute NA pkts/sec NA Mi t s/ sec
5m nut e NA pkts/sec NA Moi t s/ sec

The following is sample output from the show crypto interface and show crypto interface counters
commands when a VAC card is installed:

pi xfirewal | # show crypto interface

Encrypti on hardware device : | RE2141 with 2048KB, HW 1.0, CGXROM 1.9, FW6.5
pi xfirewal | # show crypto interface counters

no crypto interface counters avail able

The following is sample output from the show crypto interface and show crypto interface counters
commands when no crypto interface card is installed (neither a VAC nor a VAC+):

pi xfirewal | # show crypto interface
pi xfirewal | # show crypto interface counters
no crypto interface counters avail able

show history

Display previously entered commands.

show history
Syntax Description history Thelist of previous entries.
Command Modes Available in unprivileged mode, privileged mode, and configuration mode.

Usage Guidelines The show history command displays previously entered commands. You can examine commands
individually with the up and down arrows or by entering ~p to view previously entered lines or ~n to
view the next line.

Examples The following is sample output from the show history command when run in unprivileged mode:

pi xfirewal | > show hi story
show hi story
hel p
show hi story

Cisco PIX Firewall Command Reference
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W show local-host/clear local host

The following is sample output from the show history command when run in privileged mode:

pi xfirewal | # show hi story
show hi story
hel p
show hi story
enabl e
show hi story

The following is sample output from the show history command when run in configuration mode;

pi xfirewal | (config)# show history
show hi story
hel p
show hi story
enabl e
show hi story
config t
show hi story

show local-host/clear local host

View local host network states.
show local-host [ip_address]

clear local-host [ip_address]

Syntax Description

Command Modes

Usage Guidelines

Note

Examples

ip_address Local host I P address.

Privileged mode for the show commands and configuration mode for the clear commands.

The show local-host command displays the translation and connection slots for all local hosts. This
command also provides information for hosts configured with the nat 0 command when normal
translation and connection states may not apply. The show local-host detail command displays more
information about active xlates and connections. Use the ip_address option to limit the display to a
single host.

Theclear local-host command stopstraffic on all local hosts. The clear local-host ip_address command
stops traffic on the local host specified by its IP address.

On a PIX 501, cleared hosts are released from the license limit. You can view the number of hosts that
are counted toward the license limit with the show local-host command.

Clearing the network state of alocal host stops all connections and xlates associated with the local hosts.

The following is sample output from the show local-host command:

show | ocal - host 10.1.1.15
Il ocal host: <10.1.1.15>, conn(s)/limt = 2/0, enbryonic(s)/limt = 0/0
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show memory

Xl ate(s):
PAT d obal 172.16.3.200(1024) Local 10.1.1.15(55812)
PAT d obal 172.16.3.200(1025) Local 10.1.1.15(56836)
PAT d obal 172.16.3.200(1026) Local 10.1.1.15(57092)
PAT d obal 172.16.3.200(1027) Local 10.1.1.15(56324)
PAT d obal 172.16.3.200(1028) Local 10.1.1.15(7104)

Conn(s):
TCP out 192.150.49.10:23 in 10.1.1.15:1246 idle 0:00:20 Bytes 449 flags U O
TCP out 192.150.49.10:21 in 10.1.1.15:1247 idle 0:00:10 Bytes 359 flags U O

The xlate describes the translation slot information and the Conn is the connection state information.

The following is sample command output from the show local-host command:

pi xfirewal | (config)# show | ocal - host
l ocal host: <10.1.1.15>, conn(s)/limt = 2/0, enbryonic(s)/limt = 0/0
Xl ate(s):
PAT d obal 192.150.49.1(1024) Local 10.1.1.15(516)
PAT d obal 192.150.49.1(0) Local 10.1.1.15 ICWP id 340
PAT d obal 192.150.49.1(1024) Local 10.1.1.15(1028)
Conn(s):
TCP out 192.150.49.10:23 in 10.1.1.15:1026 idle 0:00: 25
Bytes 1774 flags U O
UDP out 192.150.49.10: 31649 in 10.1.1.15:1028 idle 0:00:17
flags D

For comparision, the following is sample command output from the show local-host detail command:

pi xfirewal | (config)# show | ocal - host detail
l ocal host: <10.1.1.15>, conn(s)/limt = 2/0, enbryonic(s)/limt = 0/0

Xl ate(s):
TCP PAT frominside:10.1.1. 15/ 1026 to outside: 192. 150. 49. 1/ 1024
flags ri
| CVP PAT frominside: 10.1. 1. 15/ 21505 to outside: 192. 150.49.1/0
flags ri
UDP PAT frominside:10.1.1.15/1028 to outside: 192. 150.49. 1/ 1024
flags ri
Conn(s):

TCP out si de: 192. 150. 49. 10/ 23 inside: 10.1.1. 15/ 1026 flags U O
UDP out si de: 192. 150. 49. 10/ 31649 i nsi de: 10. 1. 1. 15/ 1028 fl ags dD

The next example shows how the clear local-host command clears the local host information:

clear local-host 10.1.1.15
show | ocal -host 10.1.1.15

Once the information is cleared, nothing more displays until the hosts reestablish their connections,
which were stopped by the clear local-host command, and more data is produced.

show memory

Show system memory utilization.

show memory

Syntax Description memory The system memory data.

Cisco PIX Firewall Command Reference
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M show ospf

Command Modes Privileged mode.

Usage Guidelines The show memory command displays a summary of the maximum physical memory and current free
memory available to the PIX Firewall operating system. Memory in the PIX Firewall is allocated as
needed.

You can also view the information from the show memory command using SNMP.

Examples The following is sample output from the show memory command:

show nenory
nnnnnnnn bytes total, nnnnnnn bytes free

show ospf

Displays general information about OSPF routing processes.

show ospf [pid]

Syntax Description pid The ID of the OSPF process.
Defaults The default isto list all OSPF processes if no pid is specified.
Command Modes The show ospf command is available in privileged mode.

Usage Guidelines The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

If the pid isincluded, only information for the specified routing process is included.

Examples The following examples are sample output from the show ospf [pidpid] (with a pid of 5)and show ospf
commands:

pi xfirewal | # show ospf 5

Routing Process "ospf 5" with ID 127.0.0.1 and Dormaein 1D 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedul e delay 5 secs, Hold tine between two SPFs 10 secs

M nimum LSA interval 5 secs. MninumLSA arrival 1 secs

Number of external LSA 0. Checksum Sum Ox 0

Nurmber of opaque AS LSA 0. Checksum Sum 0x 0

Nurmber of DChitl ess external and opaque AS LSA 0

Nunmber of DoNot Age external and opaque AS LSA O

Cisco PIX Firewall Command Reference
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show ospf border-routers Il

Nurmber of areas in this router is 0. 0 normal O stub O nssa
External flood list Iength O

pi xfirewal | # show ospf

Routing Process "ospf 5" with ID 127.0.0.1 and Domain ID 0.0.0.5
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedul e delay 5 secs, Hold tinme between two SPFs 10 secs
M nimum LSA interval 5 secs. MninumLSA arrival 1 secs
Number of external LSA 0. Checksum Sum Ox 0

Nunmber of opaque AS LSA 0. Checksum Sum 0x 0

Nurmber of DChitless external and opaque AS LSA 0

Nurmber of DoNot Age external and opaque AS LSA 0O

Nunmber of areas in this router is 0. 0 normal O stub O nssa
External flood list Iength O

Routing Process "ospf 12" with ID 172.23.59.232 and Donmain ID 0.0.0. 12
Supports only single TOS(TOS0) routes

Supports opaque LSA

SPF schedul e delay 5 secs, Hold tinme between two SPFs 10 secs
M nimum LSA interval 5 secs. MninumLSA arrival 1 secs
Number of external LSA 0. Checksum Sum Ox 0

Nunmber of opaque AS LSA 0. Checksum Sum 0x 0

Nurmber of DChitless external and opaque AS LSA 0

Nurmber of DoNot Age external and opaque AS LSA 0O

Nunmber of areas in this router is 0. 0 normal O stub O nssa
External flood list length O

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.

show ospf border-routers

Displays the internal OSPF routing table entries to an Area Border Router (ABR) and Autonomous
System Boundary Router (ASBR).

show ospf border-routers

Syntax Description

Defaults

Command Modes

border-routers Area Border Routers (ABRs) and Autonomous System Boundary Routers
(ASBRs).

None.

The show ospf border-routers command is available in privileged mode.
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Usage Guidelines The OSPF routing-related show commands are available in privileged command mode on the firewall.

You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

Examples The following is sample output from the show ospf bor der-routers command:

pi xfirewal | # show ospf border-routers

OSPF Process 109 internal Routing Table

Destinati on Next Hop Cost Type Rte Type Area SPF No
192.168.97.53 172.16.1.53 10 ABR I NTRA 0.0.0.3 3
192.168.103. 51 192.168.96.51 10 ABR I NTRA 0.0.0.3 3
192. 168. 103. 52 192.168.96.51 20 ASBR I NTER 0.0.0.3 3
192.168.103.52 172.16.1.53 22 ASBR INTER 0.0.0.3 3

Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.
route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.
router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.
routing interface Configures interface-specific OSPF routing parameters.

show ospf database

Displays L SA information in the OSPF database for a specific network area or router.
show ospf [pid] database [internal] [adv-router [ip_address]]
show ospf [pid [area_id]] database [internal] [self-originate] [Isid]

show ospf [pid [area_id]] database {router | network | summary | asbr-summary | external |
nssa-external | database-summary}]

Cisco PIX Firewall Command Reference
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show ospf database Il

Syntax Description

adv-router Displays all the link-state advertisements (L SAs) of the specified router. If no

[ip_address] IP address isincluded, the information is about the local router itself (in that
case, the output is the same as with the self-originate keyword).

area_id The ID of the area that is associated with the OSPF address range. If you

intend to associate areas with | P subnets, you can specify a subnet address as
the area id.

When used in the context of authentication, area_idistheidentifier of thearea
on which authentication is to be enabled.

When using a cost context, area_id is the identifier for the stub or NSSA.

When used in the context of aprefix list, area_id isthe identifier of the area
on which filtering is configured.

When used in astub areaor not-so-stubby area (NSSA) context, area_id isthe
identifier for the stub or NSSA area.

When used in the context of an arearange, area_id istheidentifier of the area
at whose boundary to summarize routes.

asbr-summary

Displays information only about the Autonomous System Boundary Router
(ASBR) summary LSAs.

database-summary

Displays how many of each type of LSA for each areathere are in the
database, and the total.

external

Routes external to a specified autonomous system.

internal

Routes that are internal to a specified autonomous system.

ip_address

The IP address of the OSPF router.

Isid

Thelink state ID, specified as an | P address. Thelsid describes the portion of
the Internet environment that is being described by the link-state
advertisement (LSA).

The value entered depends on the type of the LSA, but the value must be
entered in the form of an IP address, as follows:

« When the LSA is describing a network, set Isid to the network 1P address
(for Type 3 summary link advertisements and for autonomous system
external link advertisements) or a derived |P address with the network
subnet mask (from which the OSPF process interprets the network 1P
address).

« Whenthe LSA isdescribing arouter, set Isid to the OSPF router ID of the
router.

» When an autonomous system external advertisement (Type5) is
describing a default route, set Isid to the default destination (0.0.0.0).

network

Displays information only about the network LSAS.

nssa-exter nal

Displays information only about the not-so-stubby area (NSSA) external
LSAs.

pid The ID of the OSPF process.

router Displays information only about the router LSAs.
self-originate Displays only self-originated L SAs (from the local router).
summary Displays information only about the summary LSAs.
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M show ospf database

Defaults

Command Modes

Usage Guidelines

Examples

None.

The show ospf database command is available in privileged mode.

The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

The various forms of this command deliver information about different OSPF |ink-state advertisements
(LSAS).

The following is sample output from the show ospf database command:

pi xfirewal | # show ospf dat abase
OSPF Router with ID(192.168.1.11) (Process ID 1)

Router Link States(Area 0)
Link ID ADV Router Age Seq# Checksum Li nk count
192.168.1.8 192.168.1.8 1381 0x8000010D OxEF60 2
192.168.1.11 192.168.1.11 1460 0x800002FE OxEB3D 4
192.168.1.12 192.168.1.12 2027 0x80000090 0x875D 3
192.168.1.27 192.168.1.27 1323 0x800001D6 0x12CC 3

Net Link States(Area 0)
Link I D ADV Router Age Seq# Checksum
172.16.1.27 192.168.1.27 1323 0x8000005B OxABEE
172.17.1.11 192.168.1.11 1461 0x8000005B 0x7AC

Type- 10 Opaque Link Area Link States (Area 0)
Link | D ADV Router Age Seq# Checksum Opaque |ID
10.0.0.0 192.168.1.11 1461 0x800002C8 0x8483
10.0.0.0 192.168.1.12 2027 0x80000080 0xF858
10.0.0.0 192.168.1.27 1323 0x800001BC 0x919B
10.0.0.1 192.168.1.11 1461 0x8000005E 0x5B43

= O OO

The following is sample output from the show ospf database asbr-summary command:

pi xfirewal | # show ospf database asbr-sumary

OSPF Router with id(192.168.239.66) (Process |ID 300)
Di spl ayi ng Sunmary ASB Link States(Area 0.0.0.0)

LS age: 1463

Options: (No TGOS-capability)

LS Type: Summary Li nks(AS Boundary Router)

Link State ID: 172.16.245.1 (AS Boundary Router address)
Advertising Router: 172.16.241.5

LS Seq Number: 80000072

Checksum 0x3548

Length: 28

Net wor k Mask: 0.0.0.0 TOS: O Metric: 1

The following is sample output from the show ospf database router command:

pi xfirewal | # show ospf database router

OSPF Router with id(192.168.239.66) (Process |D 300)
Di spl ayi ng Router Link States(Area 0.0.0.0)

LS age: 1176

Options: (No TOS-capability)

LS Type: Router Links

Link State ID: 10.187.21.6

Advertising Router: 10.187.21.6
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LS Seq Nunber: 80002CF6
Checksum 0x73B7
Length: 120
AS Boundary Router
155 Nunmber of Links: 8
Li nk connected to: another Router (point-to-point)
(l'ink 1D} Neighboring Router ID: 10.187.21.5
(Link Data) Router Interface address: 10.187.21.6
Number of TOS netrics: 0O
TOS 0 Metrics: 2
The following is sample output from the show ospf database network command:
pi xfirewal | # show ospf dat abase network
OSPF Router with id(192.168.239.66) (Process |D 300)
Di spl aying Net Link States(Area 0.0.0.0)
LS age: 1367
Options: (No TOS-capability)
LS Type: Network Links
Link State ID: 10.187.1.3 (address of Designated Router)
Advertising Router: 192.168.239. 66
LS Seq Nunmber: 800000E7
Checksum 0x1229
Length: 52
Net wor k Mask: 255.255.255.0
Attached Router: 192.168.239. 66
Attached Router: 10.187.241.5
Attached Router: 10.187.1.1
Attached Router: 10.187.54.5
Attached Router: 10.187.1.5
The following is sample output from the show ospf database summary command:
pi xfirewal | # show ospf database sunmary
OSPF Router with id(192.168.239.66) (Process |D 300)
Di spl ayi ng Sunmary Net Link States(Area 0.0.0.0)
LS age: 1401
Options: (No TOS-capability)
LS Type: Summary Li nks(Networ k)
Link State ID: 10.187.240.0 (summary Network Nunber)
Advertising Router: 10.187.241.5
LS Seq Nunmber: 80000072
Checksum Ox84FF
Length: 28
Net wor k Mask: 255.255.255.0 TOS: O Metric: 1
The following is sample output from the show ospf database external command:
pi xfirewal | # show ospf database external
OSPF Router with id(192.168.239.66) (Autononpus system 300)
Di spl ayi ng AS External Link States

LS age: 280
Options: (No TCOS-capability)
LS Type: AS External Link
Link State ID: 143.10.0.0 (External Network Number)
Advertising Router: 10.187.70.6
LS Seq Nunber: 80000AFD
Checksum OxC3A
Length: 36
Net wor kK Mask: 255.255.0.0

Metric Type: 2 (Larger than any link state path)

TCS: 0O

Metric: 1

Forward Address: 0.0.0.0

External Route Tag: O
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Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.
route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.
router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.
routing interface Configures interface-specific OSPF routing parameters.

show ospf flood-list

Displays alist of OSPF link-state advertisements (L SAs) waiting to be flooded over an interface.

show ospf flood-list if _name

Syntax Description flood-list Thelist of link-state advertisements (L SAs) waiting to be flooded over an
interface.
if _name The name of the interface for which to display neighbor information.

Defaults None.

Command Modes The show ospf flood-list command is available in privileged mode.

Usage Guidelines The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

Examples Thefollowing is sample output from the show ospf flood-1ist command, wheretheif nameisoutside:

pi xfirewal | # show ospf flood-1ist outside
Interface outside, Queue length 20
Link state flooding due in 12 nsec
Type LS ID ADV RTR Seq NO Age Checksum

5 10.2.195.0 192. 168. 0. 163 0x80000009 0 OxFB61
5 10.1.192.0 192.168.0. 163 0x80000009 0 0x2938

5 10.2.194.0 192.168.0. 163 0x80000009 0 0x757

5 10.1.193.0 192. 168.0.163 0x80000009 0 0x1E42

5 10.2.193.0 192.168.0. 163 0x80000009 0 0x124D

5 10.1.194.0 192.168.0. 163 0x80000009 0 0x134C

Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to

another. Used in configuring OSPF routing on the firewall.
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show ospf interface M

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.
routing interface Configures interface-specific OSPF routing parameters.

show ospf interface

Displays OSPF-related interface information.

show ospf interface if name

Syntax Description

Defaults

Command Modes

Usage Guidelines

Examples

if_name The name of the interface for which to display OSPF-related information.

None.

The show ospf interface if_name command is available in privileged mode.

The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

The following is sample output from the show ospf interface if_name command, where the if nameis
inside:
pi xfirewal | # show ospf interface inside
inside is up, line protocol is up
Internet Address 192.168.254. 202, Mask 255.255.255.0, Area 0.0.0.0
AS 201, Router ID 192.77.99.1, Network Type BROADCAST, Cost: 10
Transmt Delay is 1 sec, State OTHER, Priority 1
Desi gnated Router id 192.168.254.10, Interface address 192.168. 254. 10
Backup Designated router id 192.168.254.28, Interface addr 192. 168. 254. 28
Timer intervals configured, Hello 10, Dead 60, Wait 40, Retransmt 5
Hell o due in 0:00: 05
Nei ghbor Count is 8, Adjacent neighbor count is 2

Adj acent wi th nei ghbor 192.168. 254. 28 (Backup Desi gnated Router)

Adj acent wi th nei ghbor 192.168.254. 10 (Desi gnated Router)

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.
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show ospf neighbor

Displays OSPF-neighbor information on a per-interface basis.

show ospf neighbor [if_name] [nbr_router_id] [detail]

Syntax Description detail List all neighbors.
if _name The name of the interface for which to display neighbor information.
nbr_router_id The | P address of the neighbor router.

Defaults None.

Command Modes The show ospf neighbor command is available in privileged mode.

Usage Guidelines The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

Examples The following is sample output from the show ospf neighbor if_name nbr_router_id command, where
theif nameisinside and the nbr_router_id is 10.199.199.137:

pi xfirewal | # show ospf nei ghbor inside

Nei ghbor 10.199.199. 137, interface address 192. 168. 80. 37
In the area 0.0.0.0 via interface inside

Nei ghbor priority is 1, State is FULL

Options 2

Dead timer due in 0:00:37

Link State retransm ssion due in 0:00: 04

The following is sample output from the show ospf neighbor detail command, where the if_nameis
outside:

pi xfirewal | # show ospf nei ghbor outside detail

Nei ghbor 192.168.5.2, interface address 10.225.200. 28

In the area 0 via interface outside

Nei ghbor priority is 1, State is FULL, 6 state changes

DR is 10.225.200.28 BDR is 10.225.200. 30

Options is 0x42

Dead tiner due in 00:00: 36

Nei ghbor is up for 00:09: 46

Index 1/1, retransm ssion queue |length O, nunber of retransmission 1
First 0x0(0)/0x0(0) Next 0xO0(0)/0x0(0)

Last retransm ssion scan length is 1, maximumis 1

Last retransmission scan tine is O nmsec, maximnumis O nsec
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show ospf request-list

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.

show ospf request-list

Displays alist of all link-state advertisements (L SAs) requested by a router.

show ospf request-list nbr_router_id if_name

Syntax Description

Defaults

Command Modes

Usage Guidelines

Examples

if_name The name of theinterface for which to display neighbor information. Displays
the list of all LSAs requested by the router from this interface.
nbr_router_id The ID of the neighbor router, specified by |P address. Displaysthe list of all

L SAsrequested by the router from this neighbor.

None.

The show ospf request-list nbr_router_id if_name command is available in privileged mode.

The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

The following is sample output from the show ospf request-list command, where the nbr_router_id is
192.168.1.12 and the if nameisinside:

pi xfirewal | # show ospf request-Ilist 192.168.1.12 inside
OSPF Router with ID (192.168.1.11) (Process ID 1)

Nei ghbor 192.168.1.12, interface inside address 172.16.1.12
Type LS ID ADV RTR Seq NO Age Checksum

1 192.168.1.12 192.168.1.12 0x8000020D 8 0x6572

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.

[ 78-14890-01
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M show ospf retransmission-list

show ospf retransmission-list

Displays alist of all link-state advertisements (L SAs) waiting to be resent.

show retransmission-list nbr_router_idif_name

Syntax Description if_name The name of theinterface for which to display neighbor information. Displays
the list of all LSAs waiting to be resent for this neighbor.
nbr_router_id The ID of the neighbor router, specified by |P address. Displaysthe list of all

L SAs waiting to be resent for thisinterface.

Defaults None.

Command Modes The show retransmission-list nbr_router_id if name command is available in privileged mode.

Usage Guidelines The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

Examples The following is sample output from the show ospf retransmission-list command, where the

nbr_router_idis 192.168.1.11 and the if nameis outside:

pi xfirewal | # show ospf retransm ssion-list 192.168.1.11 outside
OSPF Router with ID (192.168.1.12) (Process ID 1)

Nei ghbor 192.168.1. 11, interface outside address 172.16.1.11
Link state retransm ssion due in 3764 nsec, Queue length 2
Type LS ID ADV RTR Seq NO Age Checksum

1 192.168.1.12 192.168.1.12 0x80000210 0 0xB196

Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.
route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.
router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.
routing interface Configures interface-specific OSPF routing parameters.

show ospf summary-address

Displays alist of all summary address redistribution information configured under an OSPF process.

show ospf summary-address

Cisco PIX Firewall Command Reference
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show ospf virtual links

Syntax Description

Defaults

Command Modes

Usage Guidelines

Examples

summary-address An address representing multiple (aggregated) addresses.

None.

The show command is available in privileged mode.

The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

The following is sample output from the show ospf summary-address command for an OSPF process
with the pid of 5:

pi xfirewal | # show ospf sunmary- address

OSPF Process 5, Summary-address
10.2.0.0/255.255.0.0 Metric -1, Type O, Tag O
10.2.0.0/255.255.0.0 Metric -1, Type 0, Tag 10

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.

show ospf virtual links

Displays parameters and the current state of OSPF virtual links.

show ospf virtual-links

Syntax Description

Defaults

Command Modes

virtual-links OSPF virtual links.

None.

The show ospf virtual-links command is available in privileged mode.

[ 78-14890-01
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M show processes

Usage Guidelines

Examples

The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

The following is sample output from the show ospf virtual-links command:

pi xfirewal | # show ospf virtual-Iinks

Virtual Link to router 192.168.101.2 is up

Transit area 0.0.0.1, via interface Ethernet0, Cost of using 10
Transmt Delay is 1 sec, State PO NT_TO PO NT

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmt 5
Hell o due in 0:00: 08

Adj acency State FULL

Related Commands

prefix-list Configures a prefix list to be used for OSPF routing.

route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.

router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.

routing interface Configures interface-specific OSPF routing parameters.

show processes

Display processes.

show processes

Syntax Description

Command Modes

Usage Guidelines

Examples

processes The processes running on the PIX Firewall.

Privileged mode.

The show processes command displaysalist of the running processes. Processes are lightweight threads
requiring only a few instructions. In the listing, PC is the program counter, SP is the stack pointer,
STATE isthe address of athread queue, Runtime is the number of milliseconds that the thread has been
running, SBASE is the stack base address, Stack is the current number of bytes used and the total size
of the stack, and Process lists the thread’s function.

The following is sample output from the show processes command:

pi xfirewal | (config)# show processes

PC SP STATE Runti ne SBASE Stack Process
Hsi 00le7de9 0074e3ac 0054c8e0 0 0074d424 3884/4096 arp_tiner
Lsi 00lecf55 007f 15a4 0054c8e0 10 007f062c 3800/ 4096 FragDBGC
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show routing

Lwe
Lwe

Lsi

Lsi

Lsi
Hsi

Lsi

Lwe
Lwe

Csi

Hsi
Crd
Lsi

00119af 7
003da59d
003de658
003de5d1
002f 8611
002f 851f
002ef 7f f
0042f b65
002e0b9c
00213ad9
002de91c
0020b339
00391143
0025d205
002f 0302
002f 051e
0011f 4ef
002e923b
002d63d1
003dd0e5
003f 2¢62
001dfcf2
001df ca7
001df d5d
001el785
003f 29d2
0039a3al
001el785
003f 29d2
0039a3al
001ea085
003f 29d2
0039a3al
003dd379
00367556
002650c9
00265869

009bd7ec
009bf 97¢
009c2a74
009c4b24
00af 8e94
00af 9f 34
00c6e304
00d18b5c
00d19bec
00d2391c
00d3cc84
00d670b4
00d7bof ¢
00d92594
00e44eed
00e45f 94
0009f ef ¢
00e5348c
00ef 7324
00ef 9424
00ef a574
00ef c22c
00ef d2ec
00ef e38c
00f 1440c
00f 154f ¢
00f 1660c
00f 1c744
00f 1d854
00f 1e964
00f 24b0c
00f 25bac
00f 26¢cbc
00f 4c3b4
00f 4e60c
00f 7bf 3¢
00f 7960c

00550040
00545218
005454c8
005454c8
0054c8e0
0054c8e0
0054c8e0
0054c8e0
0054c8e0
0054c8e0
0054c8e0
0054c8e0
005668f 0
0054c8e0
00561c08
00562338
0054c8c8
0054c8e0
0052bc98
00811bf 8
00545818
0054c8e0
0054cd58
0054c8e0
0085b790
0085a420
0054c8e0
008d0d00
0085a3d8
0054c8e0
0071aabc
0085a390
0054c8e0
007f d000
0054c8e0
0054c918
0054c918

158

76417402

77

[eNeNeNelNoNeNeNeoNeNe o Ne Ne o Ne Ne o Ne Ne Neo Ne Ne o Ne Ne o Ne Neo Neo e Neo No Neo Neo

o

4780
4760

009bc984
009bda34
009cOaf ¢
009c2bac
00af 7f Oc
00af 8f bc
00c6c36¢C
00d17bd4
00d18c84
00d1f 9b4
00d3bcfc
00d6513c
00d79ab4
00d91le2c
00e4406¢
00e4511c
00e4e484
00e52534
00ef 349c¢c
00ef 754c
00ef 95f ¢
00ef b2b4
00ef c364
00ef d414
00f 12514
00f 145c4
00f 15694
00f 1a84c
00f 1c91c
00f 1d9ec
00f 22ba4
00f 24c74
00f 25d44
00f 4c10c
00f 4c694
00f 79f c4
00f 78ed4

3688/ 4096
8008/ 8192
8024/ 8192
8024/ 8192
3944/ 4096
3884/ 4096
7908/ 8192
3768/ 4096
3780/ 4096

3944/ 4096
7860/ 8192
6904/ 8192
1436/ 2048
3704/ 4096
3704/ 4096

dbgtrace
Logger
tcp_fast
tcp_sl ow

xl ate cl ean
uxl ate cl ean

show routing

tcp_intercept_tines

rout e_process

Pl X Gar bage Col | ecr
16048/ 16384 i saknp_ti ne_keepr

perf mon

| Psec timer handl er
gos_netri c_daenon

| P Backgr ound
pi x/ trace
pi x/ t consol e

13548/ 16384 ci/ consol e

3432/ 4096 updat e_cpu_usage

15884/ 16384 uauth_in

7896/ 8192
3960/ 4096
3928/ 4096
3688/ 4096
3700/ 4096
7344/ 8192
3896/ 4096
3888/ 4096
7928/ 8192
3896/ 4096
3888/ 4096
8040/ 8192
3896/ 4096
3888/ 4096
300/ 1024
7640/ 8192
7744/ 8192
1608/ 2048

Displays the (non-default) interface-specific routing configuration.

show routing [interface if _name]

uaut h_t hr ead
udp_ti mer
557ncfi x
557pol

557ti nmer
pix/intf0
riprx/0
riptx/0
pix/intfl
riprx/1
riptx/1
pix/intf2
riprx/2
riptx/2
listen/httpl
Crypto CA
OSPF Rout er
OSPF Hel |l o

Syntax Description

Defaults

Command Modes

if _name

The name of the interface for which to display the configuration.

None.

The show routing command is available in privileged mode.
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M show running-config

Usage Guidelines The OSPF routing-related show commands are available in privileged command mode on the firewall.
You do not need to be in an OSPF configuration subcommand mode to use the OSPF-related show
commands.

Examples The following is sample output from the show routing command:

pi xfirewal | # show routing
routing interface outside
ospf retransmt-interval 15
routing interface inside
ospf cost 206

The following is sample output from the show routing [interface if_name] command:

pi xfirewal | # show routing interface outside
routing interface outside
ospf retransmt-interval 15

Related Commands  prefix-list Configures a prefix list to be used for OSPF routing.
route-map Creates a route map for redistributing routes from one routing protocol to
another. Used in configuring OSPF routing on the firewall.
router ospf Configures global parameters for the OSPF routing processes on the firewall,
and enables or disables OSPF routing through the firewall.
routing interface Configures interface-specific OSPF routing parameters.

show running-config

Display the PIX Firewall running configuration.

show running-config

Syntax Description running-config  The configuration running on the PIX Firewall.

Command Modes Privileged mode.

Usage Guidelines The show running-config command displays the current running configuration. The keyword
running-config is used to match the Cisco 10S software command. The show running-config
command output is the same as the pre-existing PIX Firewall write terminal command.

The running-config keyword can be used only in the show running-config command. It cannot be used
with no or clear, or as a standalone command. If it is, the CLI treats it as a hon-supported command.
Also, for this reason, when ?, no ?, or clear ? are entered, arunning-config option is not listed in the
command list.
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Note

Examples

show running-config Il

PIX Device Manager (PDM) commands will appear in your configuration after you use PDM to connect
to or configure your PIX Firewall.

The following is sample output from the show running-config command:

pi xfirewal | # show runni ng-config
Saved

Pl X Version 6.2(1)

namei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 intf2 securityl0

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYOU encr ypt ed

host name pi xdoc515

donmi n- nane ci sco.com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes
access-1li st
access-|ist
access-1list
access- i st

i nsi de_out bound_nat 0_ac
i nsi de_out bound_nat 0_ac
out si de_crypt omap_20 perm t
out si de_crypt omap_40 perm t
access-list 101 permt ip any any

pager lines 24

| oggi ng on

interface ethernet0 10baset
interface ethernetl 100ful
interface ethernet2 100ful
icnp permit any outside
icnmp permt any inside

nmtu outside 1500

nmtu inside 1500

ntu intf2 1500

i p address outside 172.23.59.230 255.255.0.0 pppoe
ip address inside 10.1.3.1 255.255.255.0

ip address intf2 127.0.0.1 255.255.255.0

mul ticast interface inside

ip audit info action alarm

ip audit attack action alarm

no fail over

failover timeout 0:00:00

failover poll 15
failover ip address
failover ip address inside 0.0.0.0

failover ip address intf2 0.0.0.0

pdm | ocation 10.1.2.1 255. 255. 255. 255 out si de
pdm | ocation 10.1.2.0 255.255.255.0 outside
pdm | oggi ng alerts 100

pdm hi story enabl e

permt ip 10.1.3.0 255.255.255.0 10.1.2.0
permt ip any any

ip 10.1.3.0 255.255.255.0 10.1.2.0 255
i p any any

shut down

outside 0.0.0.0
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M show startup-config

arp timeout 14400
gl obal (inside) 6 192.168.1.2-192.168.1.3
gl obal (inside) 3 192.168.4.1
nat (inside) 0 access-list inside_outbound_natO_ac
access-group 101 in interface outside
route outside 0.0.0.0 0.0.0.0 172.23.59.225 1
timeout xlate 3:00: 00
timeout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02: 00 rpc 0:10:00 h323 0:05:00 sO
ti meout uauth 0:05:00 absol ute
aaa- server TACACS+ protocol tacacs+
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
http server enable
http 0.0.0.0 0.0.0.0 outside
no snnp-server |ocation
no snnp-server contact
snnp-server conmunity public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection pernmt-ipsec
crypto ipsec transform set ESP-DES-SHA esp-des esp-sha- hnac
crypto map outsi de_map 20 ipsec-isaknp
crypto map outside_map 20 match address outside_cryptomap_20
crypto map outside_map 20 set peer 172.23.59.231
crypto map outside_map 20 set transform set ESP-DES- SHA
crypto map outside_map 40 ipsec-isaknp
crypto map outside_map 40 match address outside_cryptomap_40
crypto map outsi de_map 40 set peer 123.5.5.5
i saknmp key ***x**** gddress 172.23.59.231 netmask 255. 255. 255. 255 no- xauth no-c
i saknp peer fgdn no-xauth no-config-node
i sakmp policy 20 authentication pre-share
i sakmp policy 20 encryption des
i saknp policy 20 hash sha
i sakmp policy 20 group 2
i sakmp policy 20 lifetinme 86400
i saknp policy 40 authentication rsa-sig
i sakmp policy 40 encryption 3des
i sakmp policy 40 hash sha
i saknp policy 40 group 2
i sakmp policy 40 lifetinme 86400
tel net timeout 5
ssh timeout 5
consol e tineout 10
dhcprel ay tinmeout 60
termnal width 80
Crypt ochecksum 4d600490f 46b5d335c0f bf 2eda0015a2
end

show startup-config

Display the PIX Firewall startup configuration.

show startup-config

Syntax Description startup-config  The configuration present at startup on the PIX Firewall.
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Command Modes

Usage Guidelines

Examples

Privileged mode.

show startup-config

The show startup-config command displays the startup configuration of the PIX Firewall. The keyword
startup-config is used to match the Cisco 10S software command. The show star tup-config command
output isthe same asthe pre-existing PIX Firewall show configurecommand. The show startup-config
command is not needed for PDM but is provided for compatibility with Cisco |0S software.

The startup-config keyword can be used only in the show startup-config command. It cannot be used
with no or clear, or as a standalone command. If itis, the CLI treatsit as a non-supported command.
Also, for this reason, when ?, no ?, or clear ? are entered, a startup-config option is not listed in the
command list.

The following is sample output from the show startup-config command:

pi xfirewal | # show startup-config
Saved

Witten by enable_15 at

Pl X Version 6.2(0)227

nanei f ethernet0 outside securityO
nanei f ethernetl inside securityl00

namei f ethernet2 intf2 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFnbNI dI . 2KYOU encrypt ed
host name pi xdoc515

donmi n- nane ci sco.com

fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
fixup
names

access-|ist
access-1|ist
access-|ist
access-|ist

protocol ftp 21

protocol http 80
protocol h323 h22
protocol h323 ras
protocol ils 389

protocol rsh 514
protocol rtsp 554
protocol smp 25
protocol sqglnet 1
protocol sip 5060
protocol skinny 2

access-list 101 permt

pager

lines 24

| oggi ng on
interface ethernet0 10baset
interface ethernetl 100ful

interface ethernet2 100ful

icnp permit any outside
icnmp permt any inside
ntu outside 1500

ntu inside 1500

ntu intf2 1500

ip address outside 172.23.59.230 255.255.0.0 pppoe
ip address inside 10.1.3.1 255.255.255.0

ip address intf2 127.0.0.1 255.255.255.0

mul ticast interface ins
ip audit info action a
ip audit attack action alarm

5 1720
1718-1719

521

000

i nsi de_out bound_nat 0_ac
i nsi de_out bound_nat 0_ac
outside_cryptomap_20 pernmt ip 10.1.3.0 255.255.255.0 10.1.2.0 255
outside_cryptonmap_40 pernmt ip any any

i p any any

i de
arm

shut down

17:14: 09. 092 UTC Tue Apr 9 2002

permt ip 10.1.3.0 255.255.255.0 10.1.2.0
permt ip any any
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no fail over

ti meout 0:00: 00
pol
ip address outside 0.0.0.0
ip address inside 0.0.0.0
ip address intf2 0.0.0.0

failover
failover
failover
failover
failover

15

pdm |l ocation 10.1.2.1 255.255. 255. 255 out si de
pdm | ocation 10.1.2.0 255.255.255.0 outside
pdm | oggi ng alerts 100

pdm hi story enabl e

arp timeout 14400

gl obal
gl obal

(inside) 6 192.168.1.2-192.168.1.3

(inside) 3 192.168.4.1

nat (inside) 0 access-list inside_outbound_natO_ac
access-group 101 in interface outside

route outside 0.0.0.0 0.0.0.0 172.23.59.225 1
timeout xlate 3:00:00

timeout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02: 00 rpc 0:10: 00 h323 0: 05: 00 sO
timeout uauth 0:05:00 absol ute

aaa-server
aaa-server

TACACS+ protocol tacacs+
RADI US protocol radius

aaa- server LOCAL protocol |oca
http server enable

http 0.0.0.0 0.0.0.0 outside
no snnp-server |ocation

no snnp-server contact

snnp-server comunity public
enabl e traps

no snnp-server
fl oodguard enabl e

sysopt connection permit-ipsec

crypto
crypto
crypto
crypto
crypto
crypto
crypto
crypto

saknp
saknmp
saknmp
saknp
saknmp
saknmp
saknp
saknmp
saknmp
saknp
saknmp
saknmp

t el net

show tech-support

i psec transform set ESP-DES- SHA esp-des esp-sha-hmac
out side_nmap 20 ipsec-isaknmp

out side_map 20 mat ch address outside_cryptonmap_20
out side_map 20 set peer 172.23.59.231

outside_map 20 set transform set ESP-DES- SHA

out si de_map 40 ipsec-i saknmp

out side_map 40 match address outside_cryptomap_40
outside_map 40 set peer 123.5.5.5

nmap
nmap
map
map
nmap
map
map
key

*xxxxkkx gddress 172.23.59.231 net mask 255. 255. 255. 255 no- xauth no-c

peer fqdn

pol
pol
pol
pol
pol
pol
pol
pol
pol
pol

cy
cy
cy
cy
cy
cy
cy
cy
cy
cy

20
20
20
20
20
40
40
40
40
40

timeout 5
ssh tinmeout 5

no- xaut h no- confi g- node
aut hentication pre-share
encryption des

hash sha

group 2

lifetinme 86400

aut hentication rsa-sig
encryption 3des

hash sha

group 2

lifetime 86400

View information to help a support analyst.

show tech-support [no-config]
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show tech-support

Syntax Description no-config Excludes the output of the running configuration.

tech-support The data used for diagnosis by technical support analysts.

Command Modes Privileged mode.

Usage Guidelines The show tech-support command lists information that technical support analysts need to help you
diagnose PIX Firewall problems. This command combines the output from the show commands that
provide the most information to a technical support analyst.

Examples The following is sample output from the show tech-support no-config command,which excludes the
running configuration:

pi xfirewal | (config)# show tech-support no-config

Cisco PIX Firewall Version 6.3(1)
Cisco Pl X Devi ce Manager Version 2.1(1)

Conpi | ed on Fri 15-Nov-02 14:35 by root
pixfirewal | up 2 days 8 hours

Har dwar e: Pl X-515, 64 MB RAM CPU Pentium 200 Mz
Fl ash i 28F640J5 @ 0x300, 16MB
Bl OS Fl ash AT29C257 @ Oxfffd8000, 32KB

0: ethernetO: address is 0003.e300.73fd, irq 10
1: ethernetl: address is 0003.e300.73fe, irq 7
2: ethernet2: address is 00dO.b7c8.139e, irq 9
Li censed Features:

Fai | over: Di sabl ed
VPN- DES: Enabl ed
VPN- 3DES- AES: Di sabl ed

Maxi mum | nterfaces: 3
Cut -t hrough Proxy: Enabl ed

Guar ds: Enabl ed
URL-filtering: Enabl ed
I nsi de Hosts: Unlimted
Thr oughput : Unlimted
| KE peers: Unlimted

This PI X has a Restricted (R) |icense.

Serial Number: 480430455 (0x1lca2c977)

Runni ng Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f 6734
Configuration |ast nodified by enable_15 at 23:05:24.264 UTC Sat Nov 16 2002
------------------ show clock -------mmmmommnnn

00: 08: 14. 911 UTC Sun Nov 17 2002

------------------ show menory ------------------

Free menory: 50708168 bytes
Used nenory: 16400696 bytes
Total menory: 67108864 bytes
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M show tech-support

---------- show conn count ------------------

0 in use, 0 nost used

---------- show xlate count ------------------

0 in use, 0 nost used

---------- show bl ocks ------------------

S| ZE MAX LOwW CNT
4 1600 1600 1600
80 400 400 400
256 500 499 500
1550 1188 795 919
------------------ show interface ------------------
interface ethernet0 "outside" is up, line protocol is up

Hardware is i82559 ethernet, address is 0003.e300.73fd
| P address 172.23.59. 232, subnet mask 255.255.0.0
MIU 1500 bytes, BW 10000 Kbit hal f dupl ex

1267 packets input, 185042 bytes, 0 no buffer

Recei ved 1248 broadcasts, O runts, 0 giants

O input errors, 0 CRC, O frame, O overrun, O ignored, 0 abort
20 packets output, 1352 bytes, O underruns

0 output errors, O collisions, O interface resets

0 babbles, 0 late collisions, 9 deferred

O lost carrier, O no carrier

i nput queue (curr/max bl ocks): hardware (13/128) software (0/2)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)

interface ethernetl "inside" is up, line protocol is down
Hardware is i82559 ethernet, address is 0003.e300.73fe
| P address 10.1.1.1, subnet mask 255.255.255.0
MIU 1500 bytes, BW 10000 Kbit half duplex

0 packets input, O bytes, 0 no buffer

Recei ved 0 broadcasts, O runts, O giants

0 input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort

1 packets output, 60 bytes, 0 underruns

0 output errors, O collisions, O interface resets

0 babbles, 0 late collisions, 0 deferred

1 lost carrier, 0 no carrier

i nput queue (curr/max bl ocks): hardware (128/128) software (0/0)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)

interface ethernet2 "intf2" is administratively down, |line protocol is down
Hardware is i82559 ethernet, address is 00dO.b7c8. 139%e
| P address 127.0.0.1, subnet nmask 255.255. 255. 255
MIU 1500 bytes, BW 10000 Kbit hal f dupl ex

0 packets input, O bytes, 0 no buffer

Recei ved 0 broadcasts, 0 runts, 0 giants

O input errors, 0 CRC, O frame, O overrun, O ignored, 0 abort

0 packets output, 0 bytes, 0 underruns

0 output errors, O collisions, O interface resets

0 babbles, 0 late collisions, 0 deferred

O lost carrier, O no carrier

i nput queue (curr/nmax bl ocks): hardware (128/128) software (0/0)
out put queue (curr/max bl ocks): hardware (0/0) software (0/0)

----------- show cpu usage ------------------

CPU utilization for 5 seconds = 0% 1 mnute: 0% 5 mnutes: 0%

----------- show process ------------------
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show tech-support
PC SP STATE Runti ne SBASE Stack Process
Hsi 001e3329 00763e7c 0053e5c8 0 00762ef4 3784/4096 arp_tiner
Lsi 001e80e9 00807074 0053e5c8 0 008060fc 3832/ 4096 FragDBGC
Lwe 00117e3a 009dc2e4 00541d18 0 009db46c 3704/ 4096 dbgtrace
Lwe 003cee95 009ded464 00537718 0 009dc51c 8008/8192 Logger
Hwe 003d2d18 009el155c 005379c8 0 009df 5e4 8008/8192 tcp_fast
Hwe 003d2c91 009e360c 005379c8 0 009e1694 8008/8192 tcp_sl ow
Lsi 002ec97d 00bla464 0053e5c8 0 00b194dc 3928/ 4096 xlate clean
Lsi 002ec88b 00b1b504 0053e5c8 0 OObla58c 3888/4096 uxlate clean
Mwe 002e3al7 00c8f 8d4 0053e5c8 0 00c8d93c 7908/ 8192 tcp_intercept_tines
Lsi 00423dd5 00d3a22c 0053e5c8 0 00d392a4 3900/ 4096 route_process
Hsi 002d59f c 00d3b2bc 0053e5c8 0 00d3a354 3780/ 4096 Pl X Garbage Col | ecr
Hwe 0020e301 00d5957c 0053e5c8 0 00d55614 16048/ 16384 isaknp_tine_keepr
Lsi 002d377c 00d7292c 0053e5c8 0 00d719a4 3928/ 4096 perfnon
Hwe 0020bd07 00d9c12c 0050bb90 0 00d9blc4 3944/ 4096 | PSec
Mwe 00205e25 00d9elec 0053e5c8 0 00d9c274 7860/ 8192 | Psec tiner handl er
Hwe 003864e3 00db26bc 00557920 0 00db0764 6952/8192 gos_netri c_daenon
Mrve 00255a65 00dc9244 0053e5c8 0 00dc8adc 1436/2048 | P Background
Lwe 002e450e 00e7bb94 00552c30 0 OOe7adlc 3704/ 4096 pix/trace
Lwe 002e471le 00e7cc44 00553368 0 00e7bdcc 3704/4096 pix/tconsol e
Hwe 001e5368 00e7ed44 00730674 0 00e7ce9c 7228/8192 pix/intf0
Hwe 001e5368 00e80el4 007305d4 0 00e7ef 6c 7228/8192 pix/intfl
Hwe 001e5368 00e82ee4 00730534 2470 00e8103c 4892/8192 pix/intf2
H* 0011d7f7 0009ff2c 0053e5b0 780 00e8511c 13004/16384 ci/consol e
Csi 002dd8ab 00e8al24 0053e5c8 0 00e891cc 3396/ 4096 update_cpu_usage
Hwe 002cb4dl 00f 2bf bc 0051e360 0 00f2al34 7692/8192 uauth_in
Hwe 003d17d1 00f 2e0Obc 00828cf 0 0 00f2cle4 7896/8192 uauth_t hread
Hwe 003e71d4 00f 2f 20c 00537d20 0 00f 2e294 3960/ 4096 udp_ti ner
Hsi 001db3ca 00f 30f c4 0053e5c8 0 00f 3004c 3784/4096 557ncfix
Crd 001db37f 00f32084 0053ea40 121094970 00f 310fc 3744/ 4096 557pol
Lsi 001db435 00f 33124 0053e5c8 0 00f 321ac 3700/ 4096 557ti ner
Hwe 001e5398 00f 441dc 008121e0 0 00f 43294 3912/ 4096 fover_i p0
Cwe 00ldcdad 00f 4523c 00872b48 20 00f 44344 3528/ 4096 ip/0:0
Hwe 001e5398 00f 4633c 008121bc 0 00f 453f4 3532/ 4096 icnp0
Hwe 001e5398 00f 47404 00812198 0 00f 464cc 3896/ 4096 udp_t hread/ 0
Hwe 001e5398 00f 4849c 00812174 0 00f475a4 3832/ 4096 tcp_thread/ 0
Hwe 001e5398 00f 495bc 00812150 0 00f 48674 3912/ 4096 fover_ipl
Cwe 00ldcdad 00f4a6lc 008ea850 0 00f49724 3832/4096 ip/1l:1
Hwe 001e5398 00f 4b71c 0081212c 0 00f4a7d4 3912/ 4096 icnpl
Hwe 001e5398 00f 4c7e4 00812108 0 00f 4b8ac 3896/ 4096 udp_t hread/ 1
Hwe 001e5398 00f 4d87c 008120e4 0 00f4c984 3832/4096 tcp_thread/ 1
Hwe 001e5398 00f 4e99c 008120c0 0 00f 4da54 3912/ 4096 fover_ip2
Owe 001e542d 00f 4f abc 00730534 0 00f 4eb04 3944/ 4096 ip/2:2
Hwe 001e5398 00f 50af c 0081209c 0 00f 4f bb4 3912/ 4096 icnp2
Hwe 001e5398 00f 51bc4 00812078 0 00f50c8c 3896/ 4096 udp_t hread/ 2
Hwe 001e5398 00f 52c5c 00812054 0 00f51d64 3832/ 4096 tcp_thread/2
Hwe 003dla65 00f 78284 008140f 8 0 00f 77fdc 300/1024 listen/httpl
Mrve 0035cafa 00f 7a63c 0053e5c8 0 00f 786¢c4 7640/8192 Crypto CA
------------------ show failover ------------------
No license for Failover
------------------ show traffic ------------------
out si de
recei ved (in 205213. 390 secs):
1267 packets 185042 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 205213.390 secs):
20 packets 1352 bytes
0 pkts/sec 0 bytes/sec
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M show tech-support

8-40

i nsi de:
recei ved (in 205215.800 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 205215.800 secs):
1 packets 60 bytes
0 pkts/sec 0 bytes/sec
intf2:
received (in 205215.810 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 205215.810 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
------------------ show perfrmon ------------------
PERFMON STATS: Current Aver age
Xl at es 0/s 0/s
Connecti ons 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fi xup 0/s 0/s
TCPI nt er cept 0/s 0/s
HTTP Fi xup 0/s 0/s
FTP Fi xup 0/s 0/s
AAA Aut hen 0/s 0/s
AAA Aut hor 0/s 0/s
AAA Account 0/s 0/s

The following is sample output from the show tech-support command, which includes the running

configuration:

pi xfirewal | (config)# show tech-support

Cisco PIX Firewal | Version 6.3(1)
Cisco PI X Device Manager Version 2.1(1)

Conpil ed on Fri 15-Nov-02 14:35 by root
pixfirewall up 2 days 9 hours

Har dwar e: Pl X-515, 64 MB RAM CPU Pentium 200 MHz
Fl ash i 28F640J5 @ 0x300, 16MB
Bl OS Fl ash AT29C257 @ Oxfffd8000, 32KB

0: ethernet0: address is 0003.e300.73fd, irq 10
1: ethernetl: address is 0003.e300.73fe, irq 7
2: ethernet2: address is 00dO.b7c8.139e, irq 9
Li censed Features

Fai | over: Di sabl ed
VPN- DES: Enabl ed
VPN- 3DES- AES: Di sabl ed

Maxi mum I nterfaces: 3
Cut -t hrough Proxy: Enabl ed

Guar ds: Enabl ed
URL-filtering: Enabl ed
I nsi de Hosts: Unlimted
Thr oughput : Unlimted
| KE peers: Unlimted

Cisco PIX Firewall Command Reference

78-14890-01 |



| Chapter8 S Commands

show tech-support

This PI X has a Restricted (R) |icense

Serial Number: 480430455 (0x1ca2c977)

Runni ng Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f 6734
Configuration |ast nodified by enable_15 at 23:05:24.264 UTC Sat Nov 16 2002
------------------ show clock ------------------

00: 08: 39. 591 UTC Sun Nov 17 2002

------------------ show menmory ------------------

Free menory: 50708168 byt es
Used nenory: 16400696 bytes
Total menory: 67108864 byt es

------------------ show conn count -------------oomnn
0 in use, 0 nost used

------------------ show xl ate count ------------------
0 in use, 0 nost used

------------------ show bl ocks ------------------

S| ZE MAX LOW CNT
4 1600 1600 1600
80 400 400 400
256 500 499 500
1550 1188 795 919

------------------ show interface ------------------

interface ethernetO "outside" is up, line protocol is up
Hardware is i82559 ethernet, address is 0003.e300.73fd
| P address 172.23.59. 232, subnet nask 255.255.0.0
MIU 1500 bytes, BW 10000 Kbit half duplex
1267 packets input, 185042 bytes, 0 no buffer
Recei ved 1248 broadcasts, O runts, O giants
0 input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort
20 packets output, 1352 bytes, O underruns
0 output errors, O collisions, O interface resets
0 babbles, 0 late collisions, 9 deferred
O lost carrier, O no carrier
i nput queue (curr/max bl ocks): hardware (13/128) software (0/2)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)
interface ethernetl "inside" is up, line protocol is down
Hardware is i82559 ethernet, address is 0003.e300.73fe
| P address 10.1.1.1, subnet mask 255.255.255.0
MIU 1500 bytes, BW 10000 Kbit hal f dupl ex
0 packets input, O bytes, 0 no buffer
Recei ved 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frane, 0 overrun, O ignored, O abort
1 packets output, 60 bytes, O underruns
0 output errors, O collisions, O interface resets
0 babbles, 0 late collisions, 0 deferred
1 lost carrier, 0 no carrier
i nput queue (curr/nmax bl ocks): hardware (128/128) software (0/0)
out put queue (curr/max bl ocks): hardware (0/1) software (0/1)
interface ethernet2 "intf2" is administratively down, |line protocol is down
Hardware is i82559 ethernet, address is 00d0.b7c8. 139e
| P address 127.0.0.1, subnet mask 255.255. 255. 255
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M show tech-support

MIU 1500 bytes

0 packets input,

Recei ved 0 broadcasts

0 input errors
0 packets output,
errors

0 out put
0 babbl es

O lost carrier
i nput queue (curr/nmax bl ocks):
out put queue (curr/max bl ocks):

utilization for

PC

001e3329
001e80e9
00117e3a
003cee95
003d2d18
003d2c91
002ec97d
002ec88b
002e3al17
00423dd5
002d59f ¢
0020e301
002d377c
0020bd07
00205e25
003864e3
00255a65
002e450e
002e471e
001e5368
001e5368
001e5368
0011d7f7
002dd8ab
002cbh4dl
003d17d1
003e71d4
001db3ca
001db37f
001db435
001e5398
00ldcdad
001e5398
001e5398
001e5398
001e5398
00ldcdad
001e5398
001e5398
001e5398
001e5398
001e542d
001e5398
001e5398
001e5398

SP

00763e7c
00807074
009dc2e4
009de464
009e155¢c
009e360c
00bla464
00b1b504
00c8f 8d4
00d3a22c
00d3b2bc
00d5957¢c
00d7292c
00d9c12c
00d9elec
00db26bc
00dc9244
00e7bb94
00e7cc44
00e7ed44
00e80e14
00e82ee4
0009f f 2¢
00e8al24
00f 2bf bc
00f 2e0bc
00f 2f 20c
00f 30f c4
00f 32084
00f 33124
00f 441dc
00f 4523c¢c
00f 4633c
00f 47404
00f 4849c
00f 495bc
00f 4a61c
00f 4b71c
00f 4c7e4
00f 4d87c
00f 4e99c¢c
00f 4f abc
00f 50af ¢
00f 51bc4
00f 52c5¢

Lsi

show cpu usage
5 seconds = 0%

show process

STATE

0053e5c8
0053e5c8
00541d18
00537718
005379c8
005379c8
0053e5c8
0053e5c8
0053e5c8
0053e5c8
0053e5c8
0053e5c8
0053e5c8
0050bb90
0053e5c8
00557920
0053e5c8
00552c30
00553368
00730674
007305d4
00730534
0053e5hb0
0053e5c8
0051e360
00828cf 0
00537d20
0053e5c8
0053ea40
0053e5c8
008121e0
00872b48
008121bc
00812198
00812174
00812150
008ea850
0081212c
00812108
008120e4
008120c0
00730534
0081209c
00812078
00812054

BW 10000 Kbit half duplex
0 bytes,
0 runts,
0 CRC, O frame, O overrun
0 bytes,
0 collisions
0 late collisions

0 no carrier

0 no buffer

0 giants

0 ignored, 0 abort
0 underruns

0 interface resets

0 deferred

hardware (128/128) software (0/0)
hardware (0/0) software (0/0)

1 mnute: 0% 5 mnutes: 0%

SBASE
00762ef 4
008060f ¢
009db46¢c
009dc51c
009df 5e4
009e1694
00b194dc
00bla58c
00c8d93c
00d392a4
00d3a354
00d55614
00d719a4
00d9blc4
00d9c274
00db0764
00dc8adc
00e7adlc
00e7bdcc
00e7ce9c
00e7ef 6¢C
00e8103c
00e8511c
00e891cc
00f 2al134
00f 2cle4
00f 2e294
00f 3004c
00f 310f ¢
00f 321ac
00f 43294
00f 44344
00f 453f 4
00f 464cc
00f 475a4
00f 48674
00f 49724
00f 4a7d4
00f 4b8ac
00f 4c984
00f 4da54
00f 4eb04
00f 4f bb4
00f 50c8c
00f 51d64

St ack
3784/ 4096
3832/ 4096
3704/ 4096
8008/ 8192
8008/ 8192
8008/ 8192
3928/ 4096
3888/ 4096
7908/ 8192

Process

arp_timer

Fr agDBGC
dbgtrace

Logger

tcp_fast

tcp_sl ow

xl ate clean

uxl ate cl ean
tcp_intercept_tines
3900/ 4096 route_process
3780/ 4096 PI X Gar bage Col | ecr
16048/ 16384 i saknp_tinme_keepr
3928/ 4096 perfnon

3944/ 4096 | PSec

7860/ 8192 | Psec tiner handler
6952/ 8192 qos_netri c_daenon
1436/ 2048 | P Background
3704/ 4096 pi x/trace

3704/ 4096 pi x/tconsol e
7228/ 8192 pix/intf0

7228/ 8192 pix/intfl

4892/ 8192 pix/intf2

13004/ 16384 ci/ consol e
3396/ 4096 updat e_cpu_usage
7692/ 8192 uvauth_in

7896/ 8192 uaut h_t hread
3960/ 4096 udp_ti mer

3784/ 4096 557ncfix

3744/ 4096 557pol

3700/ 4096 557ti mer

3912/ 4096 fover_ip0

3528/ 4096 ip/0:0

3532/ 4096 i cnmpO

3896/ 4096 udp_t hread/ 0
3832/ 4096 tcp_thread/ 0
3912/ 4096 fover_ipl

3832/ 4096 ip/l:1

3912/ 4096 icnpl

3896/ 4096 udp_thread/1
3832/ 4096 tcp_thread/ 1
3912/ 4096 fover_ip2

3944/ 4096 ip/2:2

3912/ 4096 icmp2

3896/ 4096 udp_t hread/ 2
3832/ 4096 tcp_thread/2

ps)
<
>
=
3

[eNeNeNeooNeNeoNoNoNeolNoNoNololNoNoloNoNeoNoNel

2470
950

o

12110961

[eNeNeNeolNoNeoNeoNoNeoNeoloNeNeoloNeoNoNoNoNeoNoNoel
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show tech-support

Hwe 003dla65 00f 78284 008140f 8 0 00f 77fdc 300/1024 listen/httpl
Mrve 0035cafa 00f 7a63c 0053e5c8 0 00f 786c4 7640/8192 Crypto CA

------------------ show failover ------------------
No license for Failover

------------------ show traffic ------------------
out si de

recei ved (in 205238.740 secs):
1267 packets 185042 bytes

0 pkts/sec 0 bytes/sec
transmitted (in 205238. 740 secs):
20 packets 1352 bytes
0 pkts/sec 0 bytes/sec
i nsi de:
received (in 205242.200 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 205242.200 secs):
1 packets 60 bytes
0 pkts/sec 0 bytes/sec
intf2:
recei ved (in 205242.200 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
transmitted (in 205242.200 secs):
0 packets 0 bytes
0 pkts/sec 0 bytes/sec
------------------ show perfrmon ------------------
PERFMON STATS: Current Aver age
Xl at es 0/s 0/s
Connecti ons 0/s 0/s
TCP Conns 0/s 0/s
UDP Conns 0/s 0/s
URL Access 0/s 0/s
URL Server Req 0/s 0/s
TCP Fi xup 0/s 0/s
TCPI nt er cept 0/s 0/s
HTTP Fi xup 0/s 0/s
FTP Fi xup 0/s 0/s
AAA Aut hen 0/s 0/s
AAA Aut hor 0/s 0/s
AAA Account 0/s 0/s
------------------ show runni ng-config ------------------
Saved

Pl X Version 6.3(1)

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
namei f ethernet0 outside security0
nanei f ethernetl inside securityl00
narmei f ethernet2 intf2 securityl0
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOnbNI dI . 2KYOU encrypt ed
host nane pi xfi rewal

donmi n- nane ci sco.com
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M show tcpstat

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqlnet 1521
fixup protocol sip 5060

fixup protocol skinny 2000
fixup protocol sip udp 5060
nanes

access-list 101 permt tcp any host 10.1.1.3 eq www
access-list 101 permt tcp any host 10.1.1.3 eq sntp

pager lines 24
nmtu outside 1500
mu inside 1500
mu intf2 1500
ip address outside 172.23.59.232 255.255.0.0
ip address inside 10.1.1.1 255.255.255.0
ip address intf2 127.0.0.1 255.255. 255. 255
ip audit info action alarm
ip audit attack action alarm
pdm hi story enabl e
arp timeout 14400
gl obal (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0 00
route-map maptagl permt 8
set nmetric 5
set netric-type type-2
match netric 5
route outside 0.0.0.0 0.0.0.0 172.23.59.225 1
timeout xlate 3:00: 00

timeout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02: 00 rpc 0:10:00 h225 1:00:00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia 0:02:00

timeout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa- server LOCAL protocol |oca

http server enable

http 10.1.1.2 255.255. 255. 255 i nsi de

no snnp-server |ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

tel net timeout 5

ssh timeout 5

consol e timeout O

termnal width 80

banner exec working..

banner notd Haveagoodday

Crypt ochecksum 00000000000000000000000000000000
end

show tcpstat

Displays the status of the firewall TCP stack and the TCP connections terminated on the firewall (for

debugging).
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show tcpstat

show tcpstat
Syntax Description tcpstat TCP connection statistics.
Defaults None.

Command Modes

Usage Guidelines

The show tcpstat command is available in privileged mode.

The show tcpstat command displays the status of the TCP stack and TCP connections terminated on the
firewall. The TCP statistics displayed are described in Table 8-4:

Table 8-4  TCP Statistics in the show tcpstat Command

Statistic Description
tch_cnt The number of TCP users.
proxy_cnt The number of TCP proxies. TCP proxies are used by user

authorization.

tcp_xm pkts

The number of packets that were transmitted by the TCP
stack.

tcp_rcv good pkts

The number of good packets that were received by the TCP
stack.

tcp_rcv drop pkts

The number of received packets that the TCP stack dropped.

tcp bad chksum

The number of received packets that had a bad checksum.

tcp user hash add

The number of TCP users that were added to the hash table.

tcp user hash add dup

The number of timesa TCP user was aready in the hash table
when trying to add a new user.

tcp user srch hash hit

The number of times a TCP user was found in the hash table
when searching.

tcp user srch hash mss

The number of times a TCP user was not found in the hash
table when searching.

tcp user hash delete

The number of times a TCP user was deleted from the hash
table.

tcp user hash delete niss

The number of times a TCP user was not found in the hash
table when trying to delete the user.

lip

The local |P address of the TCP user.

fip

The foreign IP address of the TCP user.

I'p

The local port of the TCP user.

fp

The foreign port of the TCP user.

[ 78-14890-01
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show tcpstat

Table 8-4

TCP Statistics in the show tcpstat Command (continued)

Statistic

Description

st

The state (see RFC 793) of the TCP user. The possible values
are asfollows:

CLOSED
LI STEN
SYN_SENT
SYN_RCVD
ESTABLI SHED
FIN WAIT_ 1
FI N WAIT_2
CLOSE_WAI T
CLOSI NG

10 LAST_ACK

11 TIMEWAIT

oO~NO O~ WNERE

©

rexql en

The length of the retransmit queue of the TCP user.

i ngl en

The length of the input queue of the TCP user.

tw_tinmer

Thevalue of thetime_wait timer (in milliseconds) of the TCP
user.

to_timer

The value of the inactivity timeout timer (in milliseconds) of
the TCP user.

cl _tinmer

The value of the close request timer (in milliseconds) of the
TCP user.

per _tinmer

The value of the persist timer (in milliseconds) of the TCP
user.

rt_tiner

Thevalue of theretransmit timer (in milliseconds) of the TCP
user.

tries

The retransmit count of the TCP user.

Examples

8-46

The following example shows the output from the show tcpstat command:

pi xfirewal | (config)# show tcpstat

CURRENT MAX
tcb_cnt 2 12
proxy_cnt 0 0

tcp_xm pkts = 540591
tcp_rcv good pkts = 6583
tcp_rcv drop pkts = 2
tcp bad chksum= 0

tcp user hash add = 2028
tcp user hash add dup = 0
tcp user srch hash hit =

TOTAL
320
160

316753

tcp user srch hash miss = 6663

tcp user hash delete = 2027

tcp user hash delete nmiss

lip =172.23.59.230 fip =
=4 rexglen = 0

in0

twtimer = 0 to_timer =
rt_tinmer =0

tries O

Cisco PIX Firewall Command Reference
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show traffic/clear traffic

Related Commands

show conn Displays al active connections.

show traffic/clear traffic

Shows interface transmit and receive activity.
clear traffic

show traffic

Syntax Description

Command Modes

Usage Guidelines

Examples

traffic The packets and bytes moving through an interface.

Privileged mode.

The show traffic command lists the number of packets and bytes moving through each interface. The
number of seconds is the duration the PIX Firewall has been online since the last reboot. The clear
traffic command clears counters for the show traffic command output.

The following is sample output from the show traffic command:

show traffic

out si de:
received (in 3786 secs):
97 packets 6191 bytes
42 pkts/sec 1 bytes/sec
transmitted (in 3786 secs):
99 packets 10590 bytes
0 pkts/sec 2 bytes/sec ...

show uauth/clear uauth

Display or delete all authorization caches for a user.
clear uauth [username]

show uauth [username]

Syntax Description

username Clear or view user authentication information by username.

[ 78-14890-01
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W show uauth/clear uauth

Command Modes

Usage Guidelines

Note

Examples

8-48

Privileged mode.

The show uauth command displays one or all currently authenticated users, the host IP to which they
are bound, and, if applicable, any cached IP and port authorization information.

Theclear uauth command deletes one user’s, or all users, AAA authorization and authentication caches,
which forces the user or users to reauthenticate the next time they create a connection. The show uauth
command also lists CiscoSecure 2.1 and later idletime and timeout values, which can be set for different
user groups.

This command is used in conjunction with the timeout command.

Each user host’s | P address has an authorization cache attached to it. If the user attempts to access a
service that has been cached from the correct host, the firewall considers it preauthorized and
immediately proxies the connection. This means that once you are authorized to access a website, for
example, the authorization server is not contacted for each of the images as they are loaded (assuming
they come from the same IP address). This significantly increases performance and reduces load on the
authorization server.

The cache allows up to 16 address and service pairs for each user host.

The output from the show uauth command displays the username provided to the authorization server
for authentication and authorization purposes, the | P address that the usernameis bound to, and whether
the user is authenticated only, or has cached services.

Normally, when Xauth is enabled, an entry is added to the uauth table (as shown by the show
uauth/clear uauth command) for the | P address assigned to the client. However, when using Xauth with
the Easy VPN Remote feature in Network Extension Mode, the | PSec tunnel is created from
network-to-network, so the users behind the firewall cannot be associated with asingle |P address. For
this reason, a uauth entry cannot be created upon completion of Xauth. If AAA authorization or
accounting services are required, you can enable the AAA authentication proxy to authenticate users
behind the firewall. For more information on AAA authentication proxies, please refer to the aaa
commands.

Usethetimeout uauth command to specify how long the cache should be kept after the user connections
become idle. Use the clear uauth command to delete all authorization caches for all users, which will
cause them to have to reauthenticate the next time they create a connection.

The following is sample output from the show uauth command when no users are authenticated and one
user authentication isin progress:

pi xfirewal | (config)# show uauth

Current Most Seen
Aut henti cated Users 0 0
Aut hen I n Progress 0 1

The following is sample output from the show uauth command when three users are authenticated and
authorized to use services through the PIX Firewall:

pi xfirewal | (config)# show uauth
user ‘pat’ from 209.165.201. 2 aut henti cated
user ‘robin’ from 209. 165. 201. 4 authori zed to:
port 192.168.67.34/tel net 192.168.67. 11/ http 192. 168. 67. 33/t cp/ 8001
192. 168. 67. 56/ tcp/ 25 192.168.67.42/ftp

Cisco PIX Firewall Command Reference
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show version

user ‘terry’ from 209. 165.201.7 authorized to:
port 192.168.1.50/ http 209. 165. 201. 8/ http

In this example, Pat has authenticated with the server but has not completed authorization. Robin has
preauthorized connectionsto the Telnet, Web (HTTP), sendmail, FTP services, and to TCP port 8001 on
192.168.67.33.

Terry has been browsing the Web and is authorized for Web browsing to the two sites shown.

The next example causes Pat to reauthenticate:

cl ear uauth pat

Related Commands

aaa authorization Enable or disable LOCAL or TACACS+ user authorization services.
timeout Sets the maximum idle times.

show version

View the PIX Firewall operating information.

show version

Syntax Description

Command Modes

Usage Guidelines

Examples

version The PIX Firewall software version, hardware configuration, license key, and related
uptime data.

Unprivileged mode.

The show ver sion command displaysthe PIX Firewall unit’s software version, operating time since last
reboot, processor type, Flash memory type, interface boards, serial number (BIOS ID), activation key
value, license type (R or UR), and timestamp for when the configuration was last modified.

The serial number listed with the show version command in PIX Firewall software Version 5.3 and
higher is for the Flash memory BIOS. This number is different from the serial number on the chassis.
When you get a software upgrade, you will need the serial number that appears in the show ver sion
command, not the chassis number.

For PIX Firewall software Version 6.2 and higher, the show ver sion command output appears as follows:

Runni ng Activation Key: activation-key-four-tuple

to indicate the activation key that is currently running PIX Firewall image.

The amount of Flash memory isindicated at the end of the line showing the version of Flash installed
on the PIX Firewall.

The following is sample output from the show version command:

pi xfirewal | (config)# show version

Cisco PIX Firewall Version 6.3(1)

Cisco PIX Firewall Command Reference
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W show xlate/clear xlate

Cisco PI X Device Manager Version 2.1(1)
Conpi |l ed on Wed 06- Nov-02 11:22 by root
pixfirewal | up 4 days 22 hours

Har dwar e: Pl X-515, 64 MB RAM CPU Pentium 200 MHz
Fl ash i 28F640J5 @ 0x300, 16MB
Bl OS Fl ash AT29C257 @ Oxfffd8000, 32KB

0: ethernetO: address is 0003.e300.73fd, irq 10
1: ethernetl: address is 0003.e300.73fe, irq 7
2: ethernet2: address is 00dO.b7c8.139e, irq 9
Li censed Features:

Fai | over: Di sabl ed
VPN- DES: Enabl ed
VPN- 3DES- AES: Di sabl ed

Maxi mum I nterfaces: 3
Cut -t hrough Proxy: Enabl ed

Guar ds: Enabl ed
URL-filtering: Enabl ed
I nsi de Hosts: Unlimited
Thr oughput : Unlimted
| KE peers: Unlimted

This PI X has a Restricted (R) |icense.

Serial Nunmber: 480430455 (0x1lca2c977)
Runni ng Activation Key: 0xc2e94182 0xc21d8206 0x15353200 0x633f 6734
Configuration last nodified by enable_15 at 16: 36: 30.480 UTC Mon Nov 11 2002

Note  The output of the show version command indicates whether the PIX Firewall has a Restricted (R) or
Unrestricted (UR) license. A PIX Firewall with an R license cannot be used in afailover pair, and it has
one half as much RAM as aPIX Firewall of the same platform with a UR license. Also, aPIX Firewall
with an R license supports fewer physical interfaces and fewer logical interfaces (VLANS) than the same
platform with aUR license. The number of interfaces allowed varies by platform.

show xlate/clear xlate

View or clear translation slot information.

clear xlate[global | local ip1[-ip2] [netmask mask]] Iport | gport port[-port]]
[interfaceifl[,if2][,ifn]] [state static [,dump] [,portmap] [,norandomseq] [,identity]]

show xlate [detail] [global | local ipl [-ip2] [netmask mask]] Iport | gport port [-port]]
[interfaceifl [,if2] [,ifn]] [state static [,dump] [,portmap] [,norandomseq] [,identity]]
[debug] [count]

Syntax Description detail If specified, displays translation type and interface information.
[global | local ipl [-ip2] Display active translations by global IP address or local 1P address
[netmask mask] using the network mask to qualify the | P addresses.
interfaceifl [,if2] [,ifn] Display active translations by interface.

Cisco PIX Firewall Command Reference
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Command Modes

Usage Guidelines

Note

show xlate/clear xlate

Iport | gport port [-port] Display active translations by local and global port specifications. See
“Ports” in Chapter 2, “Using PIX Firewall Commands” for alist of
valid port literal names.

state Display active translations by state; static translation (static), dump
(cleanup), PAT global (portmap), a nat or static translation with the
norandomseq setting (norandomseq), or the use of the nat 0, identity
feature (identity).

debug Display translation type and interface information.
count Display the number of active translations.
Privileged mode.

The clear xlate command clears the contents of the translation slots. (“xlate” means translation slot.)
The show xlate command displays the contents of only the translation slots.

Translation slots can persist after key changes have been made. Always use the clear xlate command
after adding, changing, or removing the aaa-server, access-list, alias, conduit, global, nat, route, or
static commands in your configuration.

When the vpnclient configuration is enabled and the inside host is sending out DNS requests, the show
xlate command may list multiple xlates for a static translation.

The show xlate detail command displays the following information:

{ICMP|TCP|UDP} PAT from interface:real-address/real-port to
interface: mapped-address/mapped-port flags translation-flags

NAT from interface: real-address/real-port to interface: mapped-address/mapped-port flags
translation-flags

The translation flags are defined in Table 8-5.

Table 8-5  Translation Flags

Flag Description
S static translation slot
d dump translation slot on next cleaning cycle

-

portmap translation (Port Address Translation)

no randomization of TCP sequence humber

outside address transl ation

O | S

i inside address translation
D DNS A RR rewrite

I identity translation from nat O

[ 78-14890-01
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W show xlate/clear xlate

Examples The following is sample output from the show xlate command with three active Port Address
Translations (PATS):

pi xfirewal | (config)# show x|l ate

3 in use, 3 nost used

PAT d obal 192.150.49.1(0) Local 10.1.1.15 ICWP id 340
PAT d obal 192.150.49.1(1024) Local 10.1.1.15(1028)
PAT d obal 192.150.49.1(1024) Local 10.1.1.15(516)

The following is sample output from the show xlate detail command with three active Port Address
Translations (PATS):

pi xfirewal | (config)# show x|l ate detail
3 in use, 3 nost used
Flags: D- DNS, d - dunp, | - identity, i - inside, n - no random

o - outside, r - portmap, s - static
TCP PAT frominside:10.1.1.15/1026 to outside: 192.150.49.1/1024 flags ri
UDP PAT frominside: 10.1.1.15/1028 to outside: 192. 150. 49. 1/ 1024 fl ags ri
| CVP PAT frominside: 10.1. 1. 15/ 21505 to outside: 192. 150.49.1/0 flags ri

Thefirst entry is a TCP Port Address Translation for host-port (10.1.1.15, 1025) on the inside network
to host-port (192.150.49.1, 1024) on the outside network. The flag "r" denotes the translation is a Port
Address Translation. The"i" flags denotes that the translation applies to the inside address-port.

The second entry is a UDP Port Address Translation for host-port (10.1.1.15, 1028) on the inside
network to host-port (192.150.49.1, 1024) on the outside network. Theflag "r" denotes the translation
isaPort Address Translation. The"i" flags denotesthat the transl ation applies to the inside address-port.

Thethird entry isan ICMP Port Address Translation for host-ICMP-id (10.1.1.15, 21505) on the inside
network to host-ICMP-id (192.150.49.1, 0) on the outside network. Theflag "r" denotes the translation
isaPort Address Translation. The "i" flags denotes that the translation applies to the inside
address-ICMP-id.

Theinside address fiel ds appear as source addresses on packetstraversing from the more secureinterface
totheless secureinterface. Conversely, they appear as destination addresses on packets traversing from
the less secure interface to the more secure interface.

The following is sample output from two static translations, the first with two associated connections
(called “nconns”) and the second with four.

show x| at e
d obal 209. 165.201. 10 Local 209.165.201.10 static nconns 1 econns 0O
G obal 209. 165.201. 30 Local 209.165.201.30 static nconns 4 econns 0O

The following is sample output from the show xlate debug command:

show x| at e debug
1 in use, 1 nost used
Flags: D- DNS, d - dunp, | - identity, i - inside, n - no random
o - outside, r - portmap, s - static
NAT frominside:8.0.0.2 to outside:11.0.0.254 flags si idle 0:00:06 tineout 3:00:00

Related Commands  show conn Display all active connections.
show uauth/clear Display or delete all authorization caches for a user.
uauth
timeout Sets the maximum idle times.

Cisco PIX Firewall Command Reference
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shun

shun W

The shun command enables a dynamic response to an attacking host by preventing new connections and
disallowing packets from any existing connection.

[no] shun src_ip [dst_ip sport dport [protocol]]
clear shun [statistics]

show shun [src_ip | statistics]

Syntax Description

Command Modes

Usage Guidelines

clear Disable all shuns currently enabled and clears shun statistics. Specifying
statistics only clears the counters for that interface.

dport The destination port of the connection causing the shun.

dst_ip The address of the of the target host.

no Disable a shun based on src_ip, the actual address used by the PIX Firewall
for shun lookups.

protocol The optional 1P protocol, such as UDP or TCP.

shun Enable a blocking function (shun) based on src_ip.

sport The source port of the connection causing the shun.

src_ip The address of the attacking host.

statistics Clear only interface counters.

Configuration mode.

The shun command applies a blocking function to the interface receiving the attack. Packets containing
the IP source address of the attacking host will be dropped and logged until the blocking function is
removed manually or by the Cisco IDS master unit. No traffic from the | P source address will be allowed
to traverse the PIX Firewall unit and any remaining connections will time out as part of the normal
architecture. The blocking function of the shun command is applied whether or not a connection with
the specified host address is currently active.

If the shun command is used only with the source I P address of the host, then the other defaults will be
0. No further traffic from the offending host will be allowed.

Because the shun command is used to block attacks dynamically, it isnot displayed in your PIX Firewall
configuration.

Examples In the following example, the offending host (10.1.1.27) makes a connection with the victim (10.2.2.89)
with TCP. The connection in the PIX Firewall connection table reads:
10.1.1.27, 555-> 10.2.2.89, 666 PROT TCP
If the shun command is applied in the following way:
shun 10.1.1.27 10.2.2.89 555 666 tcp
Cisco PIX Firewall Command Reference
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The preceding command would delete the connection from the PIX Firewall connection table, and it
would also prevent packetsfrom 10.1.1.27 from going through the PIX Firewall. The offending host can
be inside or outside of the PIX Firewall.

snmp-server

Provide PIX Firewall event information through SNMP.
[no] snmp-server community key
[no] snmp-server {contact | location} text
[no] snmp-server host [if_name] ip_addr [trap | poll]
[no] snmp-server enable traps
clear snmp-server

show snmp-server

Syntax Description community key  Enter the password key value in use at the SNM P management station. The SNMP
community string is a shared secret among the SNM P management station and the
network nodes being managed. PIX Firewall uses the key to determine if the
incoming SNMP request is valid. For example, you could designate a site with a
community string and then configure the routers, firewall, and the management
station with this same string. The PIX Firewall then honors SNM P requests using
this string and does not respond to requests with an invalid community string.

The key is a case-sensitive value up to 32 characters in length. Spaces are not
permitted. The default is public if key is not set. Consequently, it isimportant to
specify a (new) value for key for security reasons.

contact text Supply your name or that of the PIX Firewall system administrator. Thetext is
case-sensitive and can be up to 127 characters. Spaces are accepted, but multiple
spaces are shortened to a single space.

enabletraps Enable or disable sending log messages as SNMP trap notifications.

host Specify an IP address of the SNM P management station to which traps should be
sent and/or from which the SNM P requests come. You can specify up to five
SNMP management stations.

Use with these parameters:
« if_name—The interface name where the SNM P management station resides.

« ip_addr—ThelP address of ahost to which SNM P traps should be sent and/or
from which the SNM P requests come.

if_name The interface name where the SNM P management station resides.

ip_addr The IP address of a host to which SNMP traps should be sent and/or from which
the SNMP requests come.

location text Specify your PIX Firewall location. Thetext is case-sensitive and can beup to 127
characters. Spaces are accepted, but multiple spaces are shortened to asingle
space.

Cisco PIX Firewall Command Reference
m. 78-14890-01 |



| Chapter8

S Commands

Command Modes

Usage Guidelines

A

Note

snmp-server M

snmp-server Specify an |P address of the SNM P management station to which traps should be

host sent and/or from which the SNM P requests come. You can specify up to 32 SNMP
management stations.

trap | poll Specify whether traps, polls, or both are acted upon. Use with these parameters:

» trap—Only traps will be sent. This host will not be allowed to poll.
» poll—Traps will not be sent. This host will be allowed to poll.
The default allows both traps and polls to be acted upon.

Configuration mode.

Use the snmp-server command to identify site, management station, community string, and user
information.

In the snmp-server community key command, the default value for key is public. Conseguently, itis
important to specify a (new) value for key for security reasons.

The clear snmp-server and no snmp-server commands disable the SNMP commands in the
configuration as follows:

no snnp-server |ocation

no snnp-server contact

shnp-server comunity public
no snnp-server enable traps

In understanding SNMP use, the PIX Firewall is considered the SNMP agent or SNMP server. The
management station is the system running the SNMP program that receives and processes the SNMP
information that the PIX Firewall sends.

An SNMP object ID (OID) for PIX Firewall displaysin SNMP event traps sent from the PIX Firewall.
The OIDs for the PIX Firewall platforms are listed in Table 8-6.

Table 8-6  System OID in PIX Firewall Platforms

PIX Firewall Platform System OID

PIX 506 .1.3.6.1.4.1.9.1.389
PIX 506E .1.3.6.1.4.1.9.1.450
PIX 515 .1.3.6.1.4.1.9.1.390
PIX 515E 1.3.6.1.4.1.9.1.451
PIX 520 1.3.6.1.4.1.9.1.391
PIX 525 1.3.6.1.4.1.9.1.392
PIX 535 1.3.6.1.4.1.9.1.393
Others 1.3.6.1.4.1.9.1.227
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Step 1
Step 2
Step 3

Defaults

Examples

Usethe trap and poll command options to configure hosts to participate only in specific SNMP
activities. Poll responses and traps are sent only to the configured entities. Hosts configured with the
trap command option will have traps sent to them, but will not be allowed to poll. Hosts configured with
the poll command option will be allowed to poll, but will not have traps sent to them. Refer to the Cisco
PIX Firewall and VPN Configuration Guide for more information on how to access and monitor the
PIX Firewall using SNMP traps.

Accessibility to PIX Firewall Management Information Bases (MIBs) is based on configuration, M1B
support, and authentication based on the community string. Unsuccessful polling attempts, except for
failed community string authentication, are not logged or otherwise indicated. Community
authentication failures result in a trap where applicable.

MIB Support

You can browse the System and Interface groups of MIB-11. All SNMP valuesin the PIX Firewall are
read only (RO). The PIX Firewall does not support browsing of the Cisco syslog MIB.

Browsing a MIB is different from sending traps. Browsing means doing an snmpget or snmpwalk of
the MIB tree from the management station to determine values. Traps are different; they are unsolicited
“comments” from the managed device to the management station for certain events, such aslink up, link
down, syslog event generated, and so on.

The Cisco Firewall MIB, Cisco Memory Pool MIB, Cisco Process MIB provide the following
PIX Firewall information through SNMP;

- Buffer usage from the show block command

» Connection count from the show conn command

» CPU usage through the show cpu usage command
- Failover status

« Memory usage from the show memory command

Receiving SNMP Requests from an SNMP Management Station
To receive SNMP requests from a management station, perform the following steps:

Identify the management station with an snmp-server host command statement.
Specify snmp-server command options for the location, contact, and community.

Start the SNM P software on the management station and begin issuing SNMP requests to the
PIX Firewall.

If you do not specify an option, the snmp-server host command behaves as in previous versions. The
polling is permitted from all configured hosts on the affected interface. Traps are sent to all configured
hosts on the affected interface.

The following example shows commands you would enter to start receiving SNM P requests from a
management station:
snnp-server community wal | awal | abi ngbang

snnp-server |ocation Building 42, Sector 54
snnp-server contact Sherl ock Hol nmes

Cisco PIX Firewall Command Reference
W. 78-14890-01 |



| Chapter8 S Commands

ssh W
snnp-server host perinmeter 10.1.2.42
The next example is sample output from the show snmp-server command:
show snnmp
snnp-server host perinmeter 10.1.2.42
snnp-server |ocation Building 42, Sector 54
snnp-server contact Sherlock Hol nmes
snnp-server conmunity wal | awal | abi ngbang
Specify a host for PIX Firewall console access through Secure Shell (SSH).
[no] ssh ip_address [netmask] [interface_name]
ssh timeout mm
ssh disconnect session _id
clear ssh
show ssh [sessions [ip_address]]
show ssh timeout
Syntax Description interface_ name PIX Firewall interface name on which the host or network initiating the SSH
connection resides.
ip_address IP address of the host or network authorized to initiate an SSH connection to the
PIX Firewall.
mm The duration in minutes that a session can be idle before being disconnected. The
default duration is 5 minutes. The allowable range is from 1 to 60 minutes.
netmask Network mask for ip_address. If you do not specify a netmask, the default is
255.255.255.255 regardless of the class of ip_address.
session_id SSH session ID number, viewable with the show ssh sessions command.

Command Modes

Usage Guidelines

Configuration mode.

The ssh ip_address command specifies the host or network authorized to initiate an SSH connection to the
PIX Firewall. The ssh timeout command lets you specify the duration in minutes that a session can beidle
before being disconnected. The default duration is 5 minutes. Use the show ssh sessions command to list
all active SSH sessionson the PIX Firewall. The ssh disconnect command | ets you disconnect a specific
session you observed from the show ssh sessions command. Use the clear ssh command to remove all
ssh command statements from the configuration. Use the no ssh command to remove selected ssh
command statements from the configuration.

[ 78-14890-01
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S
Note  You must generate an RSA key-pair for the PIX Firewall before clients can connect to the PIX Firewall
console. After generating the RSA key-pair, save the key-pair using the ca save all command. To use
SSH, your PIX Firewall must have a DES or 3DES activation key.
To gain access to the PIX Firewall console via SSH, at the SSH client, enter the username as pix and
enter the Telnet password. You can set the Telnet password with the passwd command; the default Telnet
password is cisco. To authenticate using the AAA server instead, configure the aaa authenticate ssh
console command.
SSH permits up to 100 characters in a username and up to 50 characters in a password.
When starting an SSH session, a dot (.) displays on the PIX Firewall console before the SSH user
authentication prompt appears.
The dot appears as follows:
pixfirewal | (config)# .
pixfirewal | (config)# .
The display of the dot does not affect the functionality of SSH. The dot appears on at the console when
generating a server key or decrypting a message using private keys during SSH key exchange, before
user authentication occurs. These tasks can take up to two minutes or longer. The dot is a progress
indicator that verifies that the PIX Firewall is busy and has not hung.
show ssh sessions Command
The show ssh sessions command provides the following display:
Session ID Client IP Ver si on Encryption State User nane
0 172.16. 25. 15 1.5 3DES 4 -
1 172.16.38.112 1.5 DES 6 pi x
2 172.16. 25. 11 1.5 3DES 4 -
The Session ID is a unique number that identifies an SSH session. The Client IP is the | P address of the
system running an SSH client. The Version lists the protocol version number that the SSH client
supports. The Encryption column lists the type of encryption the SSH client is using. The State column
lists the progress the client is making as it interacts with the PIX Firewall. The Username column lists
the login username that has been authenticated for the session. The "pix" username appears when
non-AAA authentication is used.
The following table lists the SSH states that appear in the State column:
Number SSH State
0 SSH_CLOSED
1 SSH_OPEN
2 SSH_VERSION_OK
3 SSH_SESSION_KEY_RECEIVED
4 SSH_KEYS EXCHANGED
5 SSH_AUTHENTICATED
6 SSH_SESSION_OPEN
7 SSH_TERMINATE
8 SSH_SESSION_DISCONNECTING
Cisco PIX Firewall Command Reference
8-58 78-14890-01 |



| Chapter8 S Commands
ssh W
Number SSH State
9 SSH_SESSION_DISCONNECTED
10 SSH_SESSION_CLOSED

SSH Syslog Messages

Syslog messages 315001, 315002, 315003, 315004, 315005, and 315011 were added for SSH. Refer to
Cisco PIX Firewall System Log Messages for more information.

Obtaining an SSH Client

The following sites let you download an SSH v1.x client. Because SSH Version 1.x and 2 are entirely
different protocols and are not compatible, be sure you download a client that supports SSH v1.x.

+  Windows 3.1, Windows CE, Windows 95, and Windows NT 4.0—download the free Tera Term Pro
SSH v1.x client from the following website:

http://hp.vector.co.jp/authors/VA002416/teraterm.html

The TTSSH security enhancement for Tera Term Pro is available at the following website:

http://www.zip.com.au/~roca/ttssh.html

>

Note  You must download TTSSH to use Tera Term Pro with SSH. TTSSH providesa Zip file you
copy to your system. Extract the zipped files into the same folder that you installed Tera

Term Pro. For aWindows 95 system, by default, thiswould be the C:\Program Files\Ttempro
folder.

e Linux, Solaris, OpenBSD, AlX, IRIX, HP/UX, FreeBSD, and NetBSD—download the SSH v1.x
client from the following website;

http://www.openssh.com

» Macintosh (international users only)—download the Nifty Telnet 1.1 SSH client from the following
website:

http://www.lysator.liu.se/~jonasw/freeware/niftyssh/

Changed aaa Command for SSH
The aaa command adds the ssh option for use with SSH:

aaa authentication [serial | enable | telnet | ssh] console group_tag

The new ssh option specifies the group of AAA serversto be used for SSH user authentication. The
authentication protocol and AAA server | P addresses are defined with the aaa-server command
statement.

Similar to the Telnet model, if the aaa authentication ssh console group_tag command statement is not
defined, you can gain accessto the PIX Firewall consolewith the username pix and with the PIX Firewall
Telnet password (set with the passwd command). If the aaa command is defined, but the SSH
authentication request times out, thisimpliesthat the AAA server may be down or not available. You can
gain access to the PIX Firewall using the username pix and the enable password (set with the enable
passwor d command). By default, the Telnet password is cisco and the enable password is not set. If the
enable password is empty (null), even if you enter the password correctly, you are not granted access to
the SSH session.
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The user authentication attempt limit is set to 3. Note that the Linux version of the SSH Version 1 client
available from http://www.openssh.com only allows one user authentication attempt.

Examples Create an RSA key-pair with a modulus size of 1024 bits (recommended for use with Cisco |OS

Related Commands

static

software):

host name ci sco- pi x

donmi n- nane exanpl e. com
ca generate rsa key 1024
show ca nypubkey rsa

ca save all

These command statements set the host name and domain name for the PIX Firewall, generate the RSA
key-pair, display the RSA key-pair, and save the RSA key-pair to Flash memory.

Start an SSH session so clients on the outside interface can access the PIX Firewall console remotely
over a secure shell:

ssh 10.1.1.1 255.255. 255. 255 out si de
ssh timeout 60

Configure the PIX Firewall to perform user authentication using AAA servers. The protocoal is the
protocol used by the AAA-server to perform the authentication. The following example uses the
TACACS+ authentication protocol.

aaa-server ssh123 (inside) host 10.1.1.200 nysecure
aaa- server ssh123 protocol tacacs+
aaa authenticate ssh consol e ssh123

- @aaa accounting
-« ca

« domain-name

» hostname

e password

Configure a persistent one-to-one address translation rule by mapping a local 1P addressto a global 1P
address. Thisis also known as Static Port Address Translation (Static PAT).

[no] static[(internal _if _name, external_if name)] {global _ip|interface} local ip[dns] [netmask
mask][max_conns [emb_limit [norandomseq]]]

[no] static [(internal_if _name, external _if name)] {tcp |udp}{global_ip |interface} global port
local_ip local_port [dns] [netmask mask][max_conns [emb_limit [norandomseq]]]

show static
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Syntax Description

Command Modes

Usage Guidelines

dns Uses the created xlate to rewrite DNS address record.

em_limit The embryonic connection limit. An embryonic connection is one that has started
but not yet completed. Set thislimit to prevent attack by aflood of embryonic
connections. The default is 0, which means unlimited connections.

external_if name Usually the external network interface name. Thisis the lower security level
interface you are accessing.

global _ip A global IP address. This address cannot be a Port Address Translation (PAT)
IP address. The I P address on the lower security level interface you are accessing.
interface Specifies to overload the global address from interface.

internal_if name Usually the internal network interface name. This is the higher security level
interface you are accessing.

local_ip Thelocal 1P address from the inside network. The IP address on the higher
security level interface you are accessing.
mask or The network mask pertains to both global _ip and local_ip. For host addresses,

network _mask always use 255.255.255.255. For network addresses, use the appropriate class
mask or subnet mask; for example, for Class A networks, use 255.0.0.0. An
example subnet mask is 255.255.255.224.

max_conns The maximum number of connections permitted through each translation at the
same time.
netmask Reserve word required before specifying the network mask.

norandomseq Do not randomize the TCP/IP packet’s sequence number. Only use this option if
another inline firewall is also randomizing sequence numbers and the result is
scrambling the data. Use of this option opens a security hole in the PIX Firewall.

Configuration mode.

The static command creates a persistent, one-to-one address translation rule (called a static translation
slot or “xlate”). Thistranslation can be between alocal 1P address and a global 1P address (static NAT)
or between ports (Static PAT). Additionally, the PIX Firewall dynamically creates a secondary xlate
using the global address in the static command. The following example redirects the FTP service from
address 192.168.1.1 to inside host 10.1.1.1, where the address transl ation slots (xlates) necessary for
FTP datatransfer are automatically created from the global address 192.168.1.1 by the fixup application
inspection:

static (inside, outside) tcp 192.168.1.1 ftp 10.1.1.1 ftp

fixup protocol ftp 21

For an external host to initiate traffic to an inside host, astatic transl ation rule needs to exist for theinside
host; this can also be done using a nat 0 access-list address translation rule. Without the persistent
translation rule, the translation cannot occur.

You can use the static and access-list commands when you are accessing the interface of a higher
security level from an interface of alower security level; for example, when accessing the inside from a
perimeter or the outside interface.

After changing or removing a static command statement, use the clear xlate command.

You can create a single mapping between the global and local hosts, or create a range of statics known
as net statics.
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Note

The static command determines the network mask of network statics by the netmask option or by the
number inthefirst octet of the global | P address. The netmask option can be used to override the number
in the first octet. If the addressis all zeros where the net mask is zero, then the address is a net address.

Do not create statics with overlapping global |P addresses.

statics and VolP

In networks with Vol P traffic, pay close attention to any static translations in your configuration. Vol P
calls can fail to pass through the firewall if, after configuring a network static, the third party endpoint
hasaglobal | P address that matches the static translation. For example, if the | P addresses are as follows:
inside | P phone: 10.132.60.231

out si de | P phone 10.130. 60. 215
outside CM 10.130.60.111

and the following command is used:
static (inside,outside) 10.130.60.0 10.132.60.0

Then, when the firewall receives a message from the outside CM to the inside phone, the firewall sees
the outside phone’s | P address as a global | P address of an inside phone and translates it (so the call does
not connect).

Failover and the static command

The static command without a port specified translates all traffic received on the interface, including
failover messages sent by a standby failover unit. In this case, the standby failover unit sends messages
to the active unit, but they bypass the active unit, so the standby failover unit receives no replies from
the active unit and it assumes that the interface is down and becomes the active unit. When you specifiy
the port number, only traffic to that port will be translated, and this situation is avoided. (Because
failover uses a unique port number, port 105, it will not be translated when other specific ports are.)

Static Port Address Translation (Static PAT)

Static PAT is a many-to-one port mapping that is constant over time. For example, Static PAT lets you
redirect inbound TCP and UDP services. Using the static command inter face option, you can use Static
PAT to permit external hosts access TCP or UDP services residing on an internal host. (As always,
though, an access list should also be in place to control access to the internal host.)

Static PAT supports all applications that are supported by (regular) PAT, including the same application
constraints. Like PAT, Static PAT does not support H.323 or multimedia application traffic. Additionally,
the Telnet port 23 and PFM port 1467 of the PI X Firewall interface cannot be used for Static PAT because
the PIX Firewall requires traffic to these ports be protected by 1PSec.

The following examples enable Static Port Address Translation (Static PAT) for the following services,
interfaces, and hosts:

« Telnet to the PIX Firewall outside interface to be redirected inside host 10.1.1.15:

static (inside, outside) tcp interface telnet 10.1.1.15 telnet

« FTPtothe PIX Firewall outside interface to be redirected inside host 10.1.1.30:
static (inside, outside) tcp interface ftp 10.1.1.30 ftp

« DNStothePIX Firewall outside interface to be redirected inside host 10.1.1.30:

static (inside, outside) udp interface domain 10.1.1.30 domain
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The following exampleredirects Telnet traffic from the outside interface of the firewall to the inside host
10.1.1.15:

static (inside,outside) tcp 192.168.5.15 telnet 10.1.1.15 tel net

If the server on theinside (10.1.1.15) also needsto initiate outbound connections, then theinternal server
must be port address translated to the same global address as follows:
static (inside,outside) tcp 192.168.5.15 telnet 10.1.1.15 tel net

nat (inside) 2 10.1.1.15 255.255. 255. 255
gl obal (outside) 2 192.168.5.15 netnask 255. 255. 255. 255

The preceding static and global commands are required even if all internal hosts are being translated by
PAT to another global pool as follows:

nat (inside) 1 0.0.0.0 0.0.0.0

gl obal (outside) 1 192.168.5.1 netnmask 255.255. 255. 255

static (inside,outside) tcp 192.168.5.15 telnet 10.1.1.15 tel net

nat (inside) 2 10.1.1.15 255.255. 255. 255
gl obal (outside) 2 192.168.5.15 netnask 255. 255. 255. 255

TCP Intercept Feature

Prior to Version 5.3, PIX Firewall offered no mechanism to protect systems reachable via a static and
TCP conduit from TCP SY N attacks. Previously, if an embryonic connection limit was configured in a
static command statement, PIX Firewall simply dropped new connection attempts once the embryonic
threshold was reached. Given this, a modest attack could stop an institution's Web traffic. For static
command statements without an embryonic connection limit, PIX Firewall passes all traffic. If the
affected system does not have TCP SY N attack protection, and most operating systems do not offer
sufficient protection, then the affected system's embryonic connection table overloads and all traffic
stops.

With the new TCP intercept feature, once the optional embryonic connection limit is reached, and until
the embryonic connection count falls below this threshold, every SYN bound for the affected server is
intercepted. For each SYN, PIX Firewall responds on behalf of the server with an empty SYN/ACK
segment. PIX Firewall retains pertinent state information, drops the packet, and waits for the client's
acknowledgement. If the ACK isreceived, then a copy of the client's SYN segment is sent to the server
and the TCP three-way handshake is performed between PIX Firewall and the server. If and only if, this
three-way handshake completes, may the connection resume as normal. If the client does not respond
during any part of the connection phase, then PIX Firewall retransmits the necessary segment using
exponential back-offs.

This feature requires no change to the PIX Firewall command set, only that the embryonic connection
[imit on the static command now has a new behavior.

Deny Xlate for Network or Broadcast Address for Inbound Traffic

For all inbound traffic, PIX Firewall denies translations for destination |P addresses identified as
network address or broadcast addresses. PIX Firewall utilizes the global IP and mask from a static
command statement to differentiate regular | P addresses from network or broadcast addresses. If aglobal
IP address is a valid network address with a matching network mask, then PIX Firewall disallows the
xlate for network or broadcast | P addresses with inbound packet.

Interface Names

The rules for which command to use with an interface is summarized in Table 8-7. Table 8-7 assumes
that the security levels are 40 for dmzl and 60 for dmz2.
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Table 8-7 Interface Access Commands by Interface

From This To This Use This
Interface Interface Command
inside outside nat
inside dmzl nat
inside dmz2 nat
dmz1 outside nat
dmz1 dmz2 static
dmzl inside static
dmz2 outside nat
dmz2 dmzl nat
dmz2 inside static
outside dmzl static
outside dmz2 static
outside inside static

Using Statics

For the interface names in the static command, always specify the highest security level interface name
first, and then the lower security level interface name. However, the IP addresses are specified in the
opposite order because the first P address you specify is for the lower security level interface, and the
second IP address is for the higher security level interface. The way to remember thisis as follows:

static (if_name_high, if name low) ip_address low ip_address high
where the highest security level interface is an inside interface, and the lowest security level interfaceis

an outside interface.

If you do not want an address translation, the format of the static command is as follows:
static (if_name_high, if name low) ip_address ip_address

where the interface | P addresses are the same.

For example, assume you have four interfaces on the PI X Firewall that have security levels set with the
nameif command as follows:

nanei f ethernetO outside security0

namei f ethernetl inside securityl00

namei f ethernet2 dnel security40
nanei f ethernet3 dne2 security60

To access the inside from the outside interface, use the static command as follows:
static (inside,outside) outside_ip_address inside_ip_address netmask nmask
Replace outside_ip_address with the global |P address (an IP address on the lower security level

interface). Replace inside_ip_address with the IP address of the host on the higher security level
interface that you want to grant access to.

Cisco PIX Firewall Command Reference

78-14890-01 |



| Chapter8

S Commands

Note

Note

static W

Usethese replacementsin the rest of the commands in this section. Replace mask with 255.255.255.255
for host addresses, except when subnetting isin effect; for example, 255.255.255.128. For network
addresses, use the appropriate class mask; for example, for Class A networks, use 255.0.0.0.

To access the inside from the dmz1 interface, use the static command as follows:

static (inside,dnel) dnezl_ip_address inside_ip_address netnmask mask

To access the inside from the dmz2 interface, use the static command as follows:

static (inside,dnme2) dnz2_i p_address inside_ip_address netnmask mask

To access the dmz2 interface from the dmz1 interface, use the static command as follows:

static (dne2,dnzl) dnel_ip_address dne2_i p_address netmask mask

To go the other way around, from a higher security level interface to alower security level interface, use
the nat and global commands. For example, to access dmzl from dmz2, use the following commands.
nat (dnz2) 1 00

global (dnezl) 1 global _ip_address-gl obal _i p_address

Replace global_ip_address-global ip_address with the | P address range of the addresses in the pool of
global addresses. The nat command specifies the name of the higher security level interface; the pool of
global addresses are on the lower security level interface.

View the nat command page for more information on using these commands.

If you use a static command, you must al so use an access-list command. The static command makes the
mapping, the access-list command |ets users access the static command mapping.

Thefirst | P address you specify in the static command is the first | P address you specify in the
access-list command as shown in this example:

static (dnz2,dnel) 10.1.1.1 192.168.1.1 net mask 255.255. 255. 255
access-list acl_dnel permit tcp 10.1.1.0 255.255.255.0 host 10.1.1.1
access-group acl _dnel in interface dnel

The static command maps the address 10.1.1.1 on the dmz1 interface so that users on the dmz1l interface
can access the 192.168.1.1 host on the dmz2 interface. The access-list command lets any usersin the
10.1.1.0 network access the 10.1.1.1 address over any TCP port. The access-group command statement
binds the access-list command statement to the dmz1 interface.

Always make access-list command statements as specific as possible. Using the any option to allow any
host access should be used with caution for access lists used with statics.

With NAT disabled, the static command has a different sense of logic. With NAT disabled, addresses on
both sides of the PIX Firewall are registered addresses. Between interfaces, addresses must be on
different subnets that you control with subnetting. See the Cisco PIX Firewall and VPN Configuration
Guide for more information about subnetting.

Without address translation, you protect addresses on theinside or perimeter interfaces by not providing
access to them. Without an access-list command statement, the inside host cannot be accessed on the
outside and is, in effect, invisible to the outside world. Conversely, only by opening statics and access
lists to servers on the inside or perimeter interfaces, do the hosts become visible.

Without address translation, the format of the static command becomes different:
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Examples

Related Commands

static (high,low) high high

Again, the security level set for each interface with the nameif command determines what information
you fill in. You are using static to access a higher security interface from alower security interface. The
IP address you want visible on the lower security interface is that of the higher security interface. This
isthe | P address users on thelower security interface’s network will useto accessthe server on the higher
security level interface’s network. Because address translation is not occurring, the actual address of the
server is presented as both the visible address and the address of the host.

For example, aweb server on the dmz, 209.165.201.5 needsto be accessible by userson the outside. The
static and access-list command statements are as follows.
static (dng,outside) 209.165.201.5 209.165. 201. 5 net mask 255. 255. 255. 255

access-list acl_out pernmt tcp any host 209.165.201.5 eq www
access-group acl_out in interface outside

The static command presents the 209.165.201.5 address on the outside interface. The DNS server on the
outside would map this | P address to the domain of the company; for example, example.com. Users
accessing example.com are permitted to access the web server via port 80 by the access-list command.

Another example of no-NAT statics would be when users on dmz1 need to access a web server on dmz2.
The network uses a Class C address and subnets it with the .240 subnet. Addresses 209.165.201.1 to
209.165.201.14 are on dmzl, and addresses 209.165.201.17 to 209.165.201.30 are on dmz2. The web
server is at 209.165.201.25. The static and access-list command statements are as follows.

static (dnz2, dnmzl) 209. 165.201.25 209. 165. 201. 25 net mask 255. 255. 255. 255

access-list acl _dnel permt tcp any host 209.165.201.25 eq www
access-group acl _dnel in interface dnel

The static command statement opens access to the web server at 209.165.201.25. The access-list
command statement permits access to the web server only on port 80 (www).

The following example permits a finite number of usersto call in through H.323 using Intel Internet
Phone, CU-SeeMe, CU-SeeMe Pro, MeetingPoint, or MS NetMeeting. The static command maps
addresses 209.165.201.1 through 209.165.201.30 to local addresses 10.1.1.1 through 10.1.1.30
(209.165.201.2 maps to 10.1.1.2, 209.165.201.10 maps to 10.1.1.10, and so on).

static (inside, outside) 209.165.201.0 10.1.1.0 netrmask 255.255. 255. 224

access-list acl_out permt tcp any 209.165.201.0 255. 255. 255. 224 eq h323
access-group acl _out in interface outside

The following example shows the commands used to disable Mail Guard:

static (dnzl, outside) 209.165.201.1 10.1.1.1 netnmsk 255.255. 255. 255
access-list acl_out permit tcp any host 209.165.201.1 eq sntp
access-group acl_out in interface outside

no fixup protocol sntp 25

In this example, the static command sets up a global address to permit outside hosts access to the
10.1.1.1 mail server host on the dmz1 interface. (The MX record for DNS needs to point to the
209.165.201.1 address so that mail is sent to this address.) The access-list command lets any outside
users access the global address through the SMTP port (25). The no fixup protocol command disables
the Mail Guard feature.

e access-list
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syslog M

Enable syslog message facility. Obsolete command replaced by the logging command.

See the logging command for more information. The syslog command is available for backward
compatibility.

Change PIX Firewall system options.
[no] sysopt connection per mit-pptp | per mit-12tp | per mit-ipsec
[no] sysopt connection tcpmss bytes
[no] sysopt connection timewait
[no] sysopt ipsec pl-compatible
[no] sysopt nodnsaliasinbound | outbound
[no] sysopt noproxyarp if_name
[no] sysopt radiusignore-secret
[no] sysopt uauth allow-http-cache
clear sysopt

show sysopt

Syntax Description

connection permit-ipsec Implicitly permit any packet that came from an IPSec tunnel and bypass
the checking of an associated access-list, conduit, or access-group
command statement for |PSec connections.

connection permit-12tp  Implicitly permit any packet that came from an L2TP/IPSec tunnel and
bypass the checking of an associated access-list, conduit, or
access-group command statement for L 2TP/IPSec connections.

connection permit-pptp  Allow PPTP traffic to bypass conduit or access-list command statement
checking.

connection tcpmss bytes  Force TCP proxy connection to have a maximum segment si ze no greater
than bytes. The default value for bytesis 1380.

connection timewait Force each TCP connection to linger in ashortened TIME_WAIT state of
at least 15 seconds after the final normal TCP close-down sequence.

ipsec pl-compatible Enable | PSec packets to bypass the PIX Firewall unit’'s NAT and ASA
features and allows incoming | PSec packets to terminate on the inside
interface.

nodnsalias inbound Disable inbound embedded DNS A record fixups according to aliases that
apply to the A record address.

nodnsalias outbound Disable outbound DNS A record replies.
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noproxyarp if_name Disable proxy-ARPs on a PIX Firewall interface.

Command Modes

Usage Guidelines

Note

Note

radius ignor e-secr et Ignore authenticator key to avoid retransmit caveat.

uauth allow-http-cache  Allows the web browser to supply a username and password from its
cache for AAA authentication.

Configuration mode.

The sysopt commands et you tune various PIX Firewall security and configuration features. In addition,
you can use this command to disable the PIX Firewall IP Frag Guard feature.

Thereis no need to enter the sysopt connection permit-12tp command if the sysopt connection
per mit-ipsec command is present.

sysopt connection permit-ipsec

Use the sysopt connection permit-ipsec command in IPSec configurations to permit | PSec traffic to
pass through the PIX Firewall without a check of conduit or access-list command statements.

An access-list or conduit command statement must be available for inbound sessions.

By default, any inbound session must be explicitly permitted by a conduit or access-list command
statement. With | PSec protected traffic, the secondary access list check could be redundant. To enable
| PSec authenticated/cipher inbound sessions to always be permitted, use the sysopt connection

per mit-ipsec command.

If both the sysopt ipsec pl-compatible command and the sysopt connection per mit-ipsec command are
used within your configuration, the sysopt ipsec pl-compatible command will take precedence.

The sysopt ipsec pl-compatible command is deprecated. In its place, we recommend using the nat 0
access-list command to exempt 1PSec from NAT.

If the sysopt connection permit-ipsec command is not configured, you must explicitly configure an
access-list command statement to permit | PSec traffic to traverse the PIX Firewall.

The no sysopt connection per mit-ipsec command disables the option.

sysopt connection permit-pptp
Let PPTP traffic bypass conduit and access-list command statement checking. Use the vpdn command
to implement PPTP.

sysopt connection permit-12tp

This command allows L2TP traffic to bypass conduit or access list checking. Because L2TP traffic can
only come from | PSec, the sysopt connection per mit-ipsec command will allow L2TP traffic to pass as
well.

sysopt ipsec pl-compatible

The sysopt ipsec pl-compatible command provides amigration path for Private Link users from Private
Link tunnels to IPSec tunnels.
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The sysopt ipsec pl-compatible command enablesthe | PSec feature to simulate the Private Link feature
supported in PIX Firewall Version 4. The Private Link feature provides encrypted tunnels to be
established across an unsecured network between Private-Link equipped PIX Firewall units. The sysopt
ipsec pl-compatible command allows IPSec packets to bypass the NAT and ASA features and enables
incoming | PSec packets to terminate on the sending interface.

The sysopt ipsec pl-compatible command is not available on a PIX 501.

The no sysopt ipsec pl-compatible command disables the option, which is off by default.

When using the sysopt ipsec pl-compatible command, all PIX Firewall features, such as access list
control, stateful inspection, and user authentication, are bypassed for |PSec packets only.

If both the sysopt ipsec pl-compatible command and the sysopt connection per mit-ipsec command are
used within your configuration, the sysopt ipsec pl-compatible command will take precedence.

If the alias command is used with the sysopt ipsec pl-compatible command, a static route command statement must be
added for each IP address specified in the alias command statement.

sysopt connection tcpmss

The sysopt connection tcpmss command forces proxy TCP connections to have a maximum segment
size no greater than bytes. This command requests that each side not send a packet of a size greater than
bytes at any time during the initial TCP connection establishment.

If the client sending the proxy TCP connection does not announce a maximum segment size,

PIX Firewall assumes that the RFC 793 default value of 536 bytesisin effect. If the client announces a
maximum segment size larger than the number of bytes, PIX Firewall reduces the maximum segment
size to bytes.

The bytes value can be a minimum of 28 and any maximum number. You can disable this feature by
setting bytesto zero. By default, the PIX Firewall sets 1380 bytes as the sysopt connection tcpmss even
though this command does not appear in the default configuration. The calculation for setting the TCP
maximum segment size to 1380 bytesis as follows.

1380 data + 20 TCP + 20 IP + 24 AH + 24 ESP_CI PHER + 12 ESP_AUTH + 20 I P = 1500 bytes

1500 bytesisthe MTU for Ethernet connections. We recommend that the default value of 1380 bytes be
used for Ethernet.

The TCP maximum segment size is the maximum size that an end host can inject into the network at one
time (see RFC 793 for more information on the TCP protocol). The sysopt connection tcpmss command
is recommended in a network environment being attacked being with overly aggressive TCP or HTTP
stack with afaulty path MTU value that is degrading the performance of the PI X Firewall IP Frag Guard
feature.

Although, not advised for normal use of this feature, if you encounter the syslog |PFRAG messages
209001 and 209002, you can raise the bytes value.

sysopt connection timewait
By default the PIX Firewall does not use the timewait option.
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Usethe sysopt connection timewait command to enable the timewait option when you have an end host
application whose default TCP terminating sequence is a simultaneous close.

Thisisrecommended because the default behavior of the PIX Firewall isto track the shutdown sequence
and rel ease the connection after two FINs and the ACK (acknowledgment) of the last FIN segment. This
guick release heuristic enables the PIX Firewall to sustain a high connection rate, based on the most
common closing sequence, known as the normal close sequence. However, in asimultaneous close, both
ends of the transaction initiate the closing sequence, as opposed to the normal close sequence where one
end closes and the other end acknowledges prior to initiating its own closing sequence (see RFC 793).
Thus, in a simultaneous close, the quick release forces one side of the connection to linger in the
CLOSING state. Having many socketsin the CLOSING state can degrade the performance of an end
host. For instance, some WinSock mainframe clients are known to exhibit this behavior and degrade the
performance of the mainframe server. Old versions of HP/UX are al so susceptibleto thisbehavior. Using
the sysopt connection timewait command creates a window for the simultaneous close down sequence
to complete.

Theno sysopt connection timewait command removes the sysopt connection timewait command from
your configuration. In other words, if you enable the timewait option with the sysopt connection
timewait command, you can disable it using the no sysopt connection timewait command.

The sysopt connection timewait command requires more system resources than default processing and,
wheninuse, may impact PIX Firewall performance. Noticeable performanceimpact is most likely when
there is limited memory available, and when there is highly dynamic traffic such asHTTP.

sysopt nodnsalias

The sysopt nodnsalias inbound disables inbound embedded DNS A record fixups according to aliases
that apply to the A record address. sysopt nodnsalias outbound affects outbound replies.

This command remedies the case when a DNS server is on the outside and users on the inside need to

access a server on a perimeter interface. In the past, you would use the alias command to permit DNS
responses to resolve correctly through the PIX Firewall, but formerly you had to reverse the parameters
for the local |P address and foreign | P address.

For example, you would normally code the alias command as follows:
alias (inside) 192.168.1.4 209.165.201.11 255. 255. 255. 255

Inside host 192.168.1.5 needs access to www.example.com, which resolves at an outside ISP DNS to
209.165.201.11. The PIX Firewall fixes this DNS response sending the host a response of 192.168.1.4.
The host uses its gateway (the PIX Firewall) to go to 192.168.1.4, which the PIX Firewall now aliases
back to the 209.165.201.11. Because thisis actually 192.168.1.4, a server on the perimeter interface of
the PIX Firewall, the packet isdropped because the PIX Firewall sent the packet to the outside interface,
which is the incorrect interface.

The sysopt nodnsaliasinbound command hasthe same effect as reversing the alias command statement
parameters as follows:

alias (inside) 209.165.201.11 192.168. 1.4 255. 255. 255. 255

This works properly because everything happensin reverse. The DNS is now modified to
209.165.201.11 and the host inside uses its gateway (the PIX Firewall) to get there, the PIX Firewall
aliases this back t0 192.168.1.4 and routes it out the perimeter interface to the correct host and the TCP
connection is established.
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sysopt noproxyarp

By default, the PIX Firewall responds to ARP requests directed at the PIX Firewall’s interface IP
addresses as well asto ARP requests for any static or global address defined on the PIX Firewall
interface (which are proxy ARP requests).

The sysopt noproxyarp if_name command lets you disable proxy ARP request responses on a

PIX Firewall interface. However, this command does not disable regular (non-proxy) ARP request
responses on the PIX Firewall interfaceitself. Consequently, if you use the sysopt noproxyarp if_name
command, the PIX Firewall no longer responds to ARP requests for the addresses in the static, global,
and nat 0 commands for that interface but does respond to ARP requests for its interface |P addresses.

sysopt radius ignore-secret

Some commonly used RADIUS servers, such as Livingston Version 1.16, have ausage caveat where they
do not include the key in the authenticator hash in the accounting acknowledgment response. This can
cause the PIX Firewall to continually retransmit the accounting request. Use the sysopt radius
ignore-secret command to cause the PIX Firewall to ignore the key in the authenticator of accounting
acknowledgments thus avoiding the retransmit problem. (The key described here isthe key you set with
the aaa-server command.)

show sysopt

The show sysopt command lists the sysopt commands in the configuration. The clear sysopt command
resets the sysopt command to default settings.

Deprecated Commands
The sysopt route dnat and sysopt security fragguard commands are deprecated commands.

Examples The following displays the default sysopt configuration:
pi xfirewal | (config)# show sysopt
no sysopt connection tinmewait
sysopt connection tcpmss 1380
sysopt connection tcpnmss mini num 0
no sysopt nodnsalias inbound
no sysopt nodnsalias outbound
no sysopt radi us ignore-secret
no sysopt uauth allow http-cache
no sysopt connection pernit-ipsec
no sysopt connection permt-pptp
no sysopt connection permt-I|2tp
no sysopt ipsec pl-conpatible
In the following example, a PPTP client authenticates using MS-CHAP, negotiates M PPE encryption,
receives the DNS and WINS server addresses, and Telnets to the host 192.168.0.2 directly through the
nat O command.
ip local pool ny-addr-pool 10.1.1.1-10.1.1.254
aaa- server ny-aaa-server-group (inside) host 192.168.0.10 key 12345678
aaa- server mny-aaa-server-group protocol radius
vpdn group 1 accept dialin pptp
vpdn group 1 ppp authentication nschap
vpdn group 1 ppp encryption nppe auto required
vpdn group 1 client configuration address |ocal ny-addr-poo
vpdn group 1 client authentication aaa my-aaa-server-group
vpdn group 1 client configuration dns 10.2.2.99
vpdn group 1 client configuration wins 10.2.2.100
vpdn enabl e outside
Cisco PIX Firewall Command Reference
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access-list nonat permt ip 10.1.1.0 255.255.255.0 host 192.168.0.2
access-list nonat permt ip 10.1.1.0 255.255.255.0 host 10.2.2.99
access-list nonat permt ip 10.1.1.0 255.255.255.0 host 10.2.2.100
nat (inside) 0 access-list nonat

sysopt connection pernmt-pptp

sysopt connection permit-ipsec

The following is a minimal |PSec configuration to enable a session to be connected from host
172.21.100.123 to host 172.21.200.67 across an |1PSec tunnel that terminates from peer 209.165.201.1
to peer 201.165.200.225.

With sysopt connection permit-ipsec and access-list command statements:

On peer 209.165.201.1:

static 172.21.100.123 172.21.100. 123

access-list 10 permt ip host 172.21.200.67 host 172.21.100.123
crypto ipsec transformset t1 esp-des esp-nd5- hmac

crypto map nymap 10 ipsec-isaknp

crypto map nymap 10 match address 10

crypto map nymap 10 set transformset t1l

crypto map nymap 10 set peer 172.21.200.1

crypto map nymap interface outside

On peer 201.165.200.225:

static 172.21.200.67 172.21.200. 67

access-list 10 permt ip host 172.21.100.123 host 172.21.200.67
crypto ipsec transformset t1 esp-des esp-nd5- hmac

crypto map nymap 10 ipsec-i saknp

crypto map nymap 10 match address 10

crypto map nymap 10 set transformset t1l

crypto map nymap 10 set peer 172.21.100.1

crypto map nymap interface outside

With sysopt connection per mit-ipsec and without conduit command statements:;

On peer 209.165.201.1:

static 172.21.100.123 172.21.100.123

access-list 10 permt ip host 172.21.200.67 host 172.21.100.123
crypto ipsec transformset t1 esp-des esp-nd5- hmac

crypto map nymap 10 ipsec-isaknp

crypto map nymap 10 match address 10

crypto map nmymap 10 set transformset t1l

crypto map nymap 10 set peer 172.21.200.1

crypto map nymap interface outside

sysopt connection permit-ipsec

On peer 201.165.200.225:

static 172.21.200.67 172.21.200. 67

access-list 10 permt ip host 172.21.100.123 host 172.21.200.67
crypto ipsec transformset t1 esp-des esp-nd5- hmac

crypto map nymap 10 ipsec-isaknp

crypto map nmymap 10 match address 10

crypto map nymap 10 set transformset t1l

crypto map nymap 10 set peer 172.21.100.1

crypto map nymap interface outside

sysopt connection pernit-ipsec
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Specify the host for PIX Firewall console access via Telnet.
telnet ip_address [netmask] [if _name]
clear telnet [ip_address [netmask] [if_name]]
no telnet [ip_address [netmask] [if _name]]
telnet timeout minutes
show telnet

show telnet timeout

Syntax Description

Command Modes

if _name If 1PSec is operating, PIX Firewall lets you specify an unsecure interface name,
typically, the outside interface. At aminimum, the crypto map command must be
configured to specify an interface name with the telnet command.

ip_address An IP address of a host or network that can access a PIX Firewall Telnet
management session. If an interface name is not specified, the address is assumed
to be on an internal interface. PIX Firewall automatically verifies the IP address
against the 1P addresses specified by the ip address commands to ensure that the
address you specify is on an internal interface. If an interface name is specified,
PIX Firewall only checks the host against the interface you specify.

netmask Bit mask of ip_address. To limit access to a single IP address, use 255 in each
octet; for example, 255.255.255.255. If you do not specify netmask, it defaults to
255.255.255.255 regardless of the class of local_ip. Do not use the subnetwork
mask of the internal network. The netmask is only abit mask for the IP addressin
ip_address.

timeout minutes The number of minutes that a Telnet session can be idle before being closed by
PIX Firewall. The default is 5 minutes. The range is 1 to 60 minutes.

Configuration mode.

[ 78-14890-01
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Usage Guidelines

Note

The telnet command lets you specify which hosts can access the PIX Firewall console with Telnet. You
can enable Telnettothe PIX Firewall onall interfaces. However, the PIX Firewall enforcesthat all Telnet
traffic to the outside interface be IPSec protected. Therefore, to enable Telnet session to the outside
interface, configure IPSec on the outside interface to include | P traffic generated by the PIX Firewall and
enable Telnet on the outside interface.

A maximum of five (5) active Telnet management sessions to the PIX Firewall are allowed at the same
time. The show telnet command displays the current list of 1P addresses authorized to Telnet to the
PIX Firewall. Use the no telnet or clear telnet command to remove Telnet access from a previously set
IP address. Usethetelnet timeout feature to set the maximum time a console Telnet session can beidle
before being logged off by PIX Firewall. The clear telnet command does not affect the telnet timeout
command duration. The no telnet command cannot be used with the telnet timeout command.

Use the passwd command to set a password for Telnet access to the console. The default is cisco. Use
the who command to view which I P addresses are currently accessing the PIX Firewall console. Usethe
kill command to terminate an active Telnet management session.

If the aaa command is used with the console option, Telnet management access must be authenticated
with an authentication server.

If you have configured the aaa command to require authentication for PIX Firewall Telnet management
access and the console login request times out, you can gain access to the PIX Firewall from the serial
console by entering the pix username and the password that was set with the enable password
command.

Usage Notes

1. If you do not specify the interface name, the telnet command adds command statements to the
configuration to let the host or network access the Telnet management session from all internal
interfaces.

When you use the show telnet command, this assumption may not seem to make sense. For
example, if you enter the following command without a netmask or interface name.

telnet 192.168.1.1

If you then use the show telnet command, you see that not just one command statement is specified,
but all internal interfaces are represented with a command statement:

show t el net

192.168. 1. 1 255. 255. 255. 255 i nsi de

192.168. 1.1 255.255.255. 255 intf2
192.168. 1.1 255.255.255. 255 intf3

The purpose of the show telnet command isthat, wereit possible, the 192.168.1.1 host could access
the Telnet management session from any of these internal interfaces. An additional facet of this
behavior is that you must delete each of these command statements individually with the following
commands.

no telnet 192.168.1.1 255.255. 255. 255 insi de

no telnet 192.168.1.1 255.255.255.255 intf2
no telnet 192.168.1.1 255.255.255.255 intf3

2. To access the PIX Firewall with Telnet from the intf2 perimeter interface, use the following
command:

tel net 192.168.1.1 255.255. 255. 255 int2

3. The default password to access the PIX Firewall console via Telnet is cisco.

Cisco PIX Firewall Command Reference
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telnet

4. Some Telnet applications such as the Windows 95 or Windows NT Telnet sessions may not support
access to the PIX Firewall unit’s command history feature via the arrow keys. However, you can
access the last entered command by pressing Ctrl-P.

5. Thetelnet timeout command affects the next session started but not the current session.

6. If you connect a computer directly to the inside interface of the PIX Firewall with Ethernet to test
Telnet access, you must use across-over cable and the computer must have an | P address on the same
subnet as the inside interface. The computer must also have its default route set to be the inside
interface of the PIX Firewall.

7. If you need to access the PIX Firewall console from outside the PIX Firewall, you can use a static
and access-list command pair to permit a Telnet session to a Telnet server on the inside interface,
and then from the server to the PIX Firewall. In addition, you can attach the consol e port to amodem
but this may add a security problem of its own. You can use the same terminal settings as for
HyperTerminal, which is described in the Cisco PIX Firewall and VPN Configuration Guide.

If you have IPSec configured, you can access the PIX Firewall console with Telnet from outside the
PIX Firewall. Once an IPSec tunnel is created from an outside host to the PIX Firewall, you can
access the console from the outside host.

8. Output from the debug crypto ipsec, debug crypto isakmp, and debug ssh commands do not
display inaTelnet or SSH consol e session. For information about the debug crypto ipsec and debug
crypto isakmp commands, refer to the debug command page.

The following examples permit hosts 192.168.1.3 and 192.168.1.4 to access the PIX Firewall console
via Telnet. In addition, all the hosts on the 192.168.2.0 network are given access:

tel net 192.168.1.3 255.255. 255. 255 i nsi de
tel net 192.168. 1.4 255. 255. 255. 255 i nsi de
tel net 192.168.2.0 255.255.255.0 inside
show t el net
192.168. 1. 3 255. 255. 255. 255 i nsi de
192.168. 1.4 255. 255. 255. 255 i nsi de
192.168. 2.0 255.255. 255.0 inside

You can remove individual entries with the no telnet command or all telnet command statements with
the clear telnet command:
no tel net 192.168. 1.3 255. 255. 255. 255 i nsi de
show t el net
192.168. 1. 4 255. 255. 255. 255 i nsi de
192.168. 2.0 255.255. 255. 0 i nsi de

clear telnet
show t el net

You can change the maximum session idle duration as follows:

telnet tineout 10
show t el net tineout
telnet tineout 10 m nutes

An example Telnet login session appears as follows (the password does not display when entered):
Pl X passwd: ci sco

Wel conme to the PI X Firewall

Type help or *?" for a list of avail able comrands.
pi xfirewal | >
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Related Commands - aaaaccounting
- kill
e password

« who

terminal

Change console terminal settings.
terminal monitor
terminal no monitor

terminal width characters

Syntax Description characters  Permissible values are 0, which means 511 characters, or avaluein the range of 40 to

511.
monitor Enable or disable syslog message displays on the console.
width Set the width for displaying information during console sessions.
Command Modes Configuration mode.
Usage Guidelines Theterminal monitor command lets you enable or disable the display of syslog messagesin the current

session for either Telnet or serial accessto the PIX Firewall console. Use the logging monitor command
to enable or disable various levels of syslog messages to the console; use the terminal no monitor
command to disable the messages on a per session basis. Use terminal monitor to restart the syslog
messages for the current session.

The terminal width command sets the width for displaying command output. The terminal width is
controlled by the command: terminal width nn, where nn is the width in characters. If you enter aline
break, it is not possible to backspace to the previous line.

Examples The following example shows enabling logging and then disabling logging only in the current session
with the terminal no monitor command:

| oggi ng nonitor

term nal no nonitor

tftp-server

Specify the IP address of the TFTP configuration server.

[no] tftp-server [if_name] ip_address path
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clear tftp-server [[if_name] ip_address path]

show tftp-server

Syntax Description

if _name Interface name on which the TFTP server resides. If not specified, an internal interface
is assumed. If you specify the outside interface, a warning message informs you that
the outside interface is unsecure.

ip_address  The IP address or network of the TFTP server.

Command Modes

Usage Guidelines

Note

path The path and filename of the configuration file. The format for path differs by the type
of operating system on the server. The contents of path are passed directly to the server
without interpretation or checking. The configuration file must exist on the TFTP
server. Many TFTP serversrequire the configuration file to be world-writable to write
to it and world-readable to read from it.

Configuration mode.

The tftp-server command lets you specify the | P address of the server that you use to propagate

PIX Firewall configuration filesto your firewalls. Use the tftp-server command with the configure net
command to read from the configuration or with the write net command to store the configuration in the
file you specify. The clear tftp-server command removes the tftp-server command from your
configuration.

PIX Firewall supports only one TFTP server.

The path name you specify in the tftp-server is appended to the end of the IP address you specify in the
configure net and write net commands. The more you specify of afile and path name with the
tftp-server command, the less you need to specify with the configure net and write net commands. If
you specify the full path and filename in the tftp-server command, the IP address in the configure net
and write net commands can be represented with acolon (:).

The no tftp server command disables access to the server. The show tftp-server command lists the
tftp-server command statements in the current configuration.

If the TFTP server to which the firewall istrying to connect is not running the TFTP service, the firewall
hangs and does not timeout. Press"ESC" key on the firewall consoleto abort the TFTP session and return
to the firewall command line prompt.

Examples The following example specifies a TFTP server and then reads the configuration from
Ipixfirewall/config/test_config:
tftp-server 10.1.1.42 /pixfirewall/config/test_config
configure net :
Cisco PIX Firewall Command Reference
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timeout
Set the maximum idle time duration.
timeout [xlate [hh:mm:ss]] [conn [hh:mm:sg]] [half-closed [hh:mm:ss]] [udp [hh:mm:ss]]
[rpc [hh:mm:ss]] [h225 [hh:mm:ss]] [h323 [hh:mm:ss]] [mgep hh:mm:ss] [sip [hh:mm:ss]]
[sip_media [hh:mm:ss]][uauth [hh:mm:ss] [absolute | inactivity]]
clear timeout
show timeout
Syntax Description absolute Run uauth timer continuously, but after timer elapses, wait to reprompt the

user until the user starts a new connection, such as clicking alink in aweb
browser. The default uauth timer is absolute. To disable absolute, set the
uauth timer to O (zero).

conn hh:mm:ss Idle time after which a connection closes. Use 0:0:0 for the time value to
never time out a connection. This duration must be at least 5 minutes. The
default is 1 hour.

h225 hh:mm:ss The idle time after which H.225 signalling closes, where hh is hours, mmis
minutes, and ssis seconds. The default is 1 hour. A timeout value of h225
00:00:00 means never tear down H.225 signalling. A timeout value of h225
00:00: 01 disables the timer and closes the TCP connection immediately after
all calls are cleared.

h323 hh:mm:ss The idle time after which an H.323 control connection closes. The default is
5 minutes. (Thisis the H.323 UDP inactivity timer.)

half-closed hh:mm:ss Idletimeuntil aTCP half-close connectionisfreed. The defaultis 10 minutes.
Use 0:0:0 to never time out a half-closed connection. The minimum is5

minutes.

inactivity Start uauth timer after a connection becomesidle.

mgcp hh:mm:ss Sets the duration for the Media Gateway Control Protocol (MGCP) inactivity
timer. The default is 5 minutes.

rpc hh:mm:ss Idle time until an RPC slot is freed. This duration must be at least 1 minute.
The default is 10 minutes.

sip hh:mm:ss Modifies the SIP timer which is used for UDP signalling connections

identified by the value T in the output from the show conn detail command.
The default timeout value is 30 seconds.

sip_media hh:mm:ss Modifies the mediatimer, which is used for SIP RTP/RTCP with SIP UDP
media packets, instead of the UDP inactivity timeout. SIP media port is set to
2 minutesin the list of protocol timers.

uauth hh:mm:ss Duration before authentication and authorization cache times out and user has
to re authenticate next connection. This duration must be shorter than the
xlate values. Set to 0 to disable caching. Do not set to zero if passive FTPis
used on the connections.
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udp hh:mm:ss Idle time until aUDP slot isfreed. This duration must be at least 1 minute.
The default is 2 minutes.
xlate hh:mm:ss Idle time until atranslation slot isfreed. This duration must be at least 1

Command Modes

Usage Guidelines

Note

minute. The default is 3 hours.

Note PIX Firewall clears UDP PAT connections 30 seconds after the
connection is closed, regardless of the setting of the timeout xlate
command.

Configuration mode.

The timeout command sets the idle time for connection, translation UDP, RPC, and H.323 slots. If the
slot has not been used for the idle time specified, the resource is returned to the free pool. TCP
connection slots are freed approximately 60 seconds after a normal connection close sequence.

The clear timeout command sets the durations to their default values.

This command is used in conjunction with the show and clear uauth commands.

Do not use the timeout uauth 0:0:0 command if passive FTPisused for the connection, or if the virtual
command is used for Web authentication.

The connection timer takes precedence over the translation timer, such that the translation timer only
works after al connections have timed out.

timeout mgcp

The timeout mgep hh:mm:ss command sets the duration for the MGCP inactivity timer. If this time
el apses before new activity occurs, the MGCP media ports close. The default is five minutes. For
example, to set the MGCP timeout to five minutes, enter the following:

pi xfirewal | (config)# tinmeout ngcp 00: 05: 00

Uauth Inactivity and Absolute Qualifiers

The uauth inactivity and absolute qualifiers cause users to have to reauthenticate after either a period
of inactivity or an absolute duration.

If you set the inactivity timer to a duration, but the absolute timer to zero, then users are only
reauthenticated after the inactivity timer elapses. If you set both timers to zero, then users have to
reauthenticate on every new connection.

Theinactivity timer starts after aconnection becomesidle. If auser establishes a new connection before
the duration of the inactivity timer, the user is not required to reauthenticate. If a user establishes a new
connection after the inactivity timer expires, the user must reauthenticate. The default durations are zero
for the inactivity timer and 5 minutes for the absolute timer; that is, the default behavior is to cause the
user to reauthenticate every 5 minutes.

The absolute timer runs continuously, but waits to reprompt the user when the user starts a new
connection, such as clicking alink and the absolute timer has elapsed, then the user is prompted to
reauthenticate. The absolute timer must be shorter than the xlate timer; otherwise, a user could be
reprompt after their session already ended.
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Inactivity timers give users the best Web access because they are not prompted to regularly
reauthenticate. Absolute timers provide security and manage the PIX Firewall connections better. By
being prompted to reauthenticate regularly, users manage their use of the resources more efficiently.
Also by being reprompted, you minimize the risk that someone will attempt to use another user’s access
after they leave their workstation, such asin a college computer lab. You may want to set an absolute
timer during peak hours and an inactivity timer thereafter.

Both an inactivity timer and an absolute timer can operate at the same time, but you should set the
absolute timer duration longer than the inactivity timer. If the absolute timer is less than the inactivity
timer, the inactivity timer never occurs. For example, if you set the absolute timer to 10 minutes and the
inactivity timer to an hour, the absol ute timer reprompts the user every 10 minutes; therefore, the
inactivity timer will never be started.

Note ~ RPC and NFS are very unsecure protocols and should be used with caution.

Examples The following is sample output from the show timeout command:

show ti meout

timeout xlate 3:00: 00

timeout conn 1:00:00 hal f-closed 0:10: 00 udp 0:02: 00 rpc 0:10:00 h323 0:05:00
sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

The following is sample output from the timeout command in which variables are changed and then
displayed with the show timeout command:

timeout uauth 0:5:00 absolute uauth 0:4:00 inactivity

show ti meout

timeout xlate 3:00:00

timeout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02: 00 rpc 0:10: 00 h323 0: 05: 00
sip 0:30:00 sip_nedia 0:02:00

timeout uauth 0:05:00 absolute uauth 0:04:00 inactivity

Related Commands - show xlate/clear xlate

« show uauth/clear uauth

url-block

For Websense filtering servers, the url-block url-size command allows filtering of long URLS, up to 4
KB. For both Websense and N2H2 filtering servers, the url-block block command causes the

PIX Firewall to buffer packets received from a web server in response to a web client request while
waiting for aresponse from the URL filtering server. Thisimproves performance for the web client
compared to the default PIX Firewall behavior, which isto drop the packets and to require the web server
to retransmit the packets if the connection is permitted.

If you use the url-block block command and the filtering server permits the connection, the

PIX Firewall sendsthe blocks to the web client from the HT TP response buffer and removes the blocks
from the buffer. If the filtering server denies the connection, the PIX Firewall sends a deny message to
the web client and removes the blocks from the HTTP response buffer.

[no] url-block block block buffer_limit
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clear url-block block stat

show url-block block stat
Websense only:

[no] url-block url-mempool memory_pool_size

[no] url-block url-sizelong_url_size

Syntax Description block Creates an HTTP response buffer to store web server responses while
block_buffer_limit waiting for afiltering decision from the filtering server. The permitted
values are from 0 to 128, with specifies the number of 1550-byte blocks.

stat Displays block buffer usage statistics.
url-mempool For Websense URL filtering only. The size of the URL buffer memory pool
memory_pool_size in Kilobytes (KB). The permitted values are from 2 to 10240, which

Command Modes

Usage Guidelines

specifies a URL buffer memory pool from 2 KB to 10240 KB.

url-sizelong_url_size  For Websense URL filtering only. The maximum allowed URL sizein KB.
The permitted values are 2, 3, or 4, which specifies a maximum URL size
of 2 KB, 3 KB, or 4KB.

Configuration mode.

Use the url-block block command to specify the number of blocks to use for buffering web server
responses while waiting for afiltering decision from the filtering server.

Use the url-block url-size command with the url-block url-mempool command to specify the
maximum length of a URL to be filtered by a Websense filtering server and the maximum memory to
assign to the URL buffer. Use these commands to pass URL s longer than 1159 bytes, up to a maximum
of 4096 bytes, to the Websense server. The url-block url-size command stores URL s longer than 1159
bytesin abuffer and then passes the URL to the Websense server (through a TCP packet stream) so that
the Websense server can grant or deny access to that URL.

Theclear url-block block stat command clearsthe block buffer usage counters, except for the cur r ent
nunber of packets held (gl obal) counter.

The show url-block block stat command displays the number of packets held in the url-block buffer
and the number (if any) dropped due to exceeding the buffer limit or retransmission.

Examples The following example illustrates the use of the show url-block block stat and clear url-block block
stat commands:
pi xfirewal | (config)# sh url-block block stat
URL Pendi ng Packet Buffer Stats with max block 128
Currul ative nunmber of packets held: 896
Maxi mum nunber of packets held (per URL): 3
Current nunber of packets held (global): 38
Packets dropped due to
Cisco PIX Firewall Command Reference
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exceeding url-block buffer limt: 7546
HTTP server retransm ssion: 10
Nunmber of packets rel eased back to client: 0

pi xfirewal | (config)# sh url-bl ock
url - bl ock url-menpool 128
url -block url-size 4
url - bl ock block 128

pi xfirewal | (config)# clear url-block block stat
pi xdoci psecl(config)# show url-bl ock bl ock stat

URL Pendi ng Packet Buffer Stats with max block 0

Currul ative number of packets held: 0
Maxi mum nunber of packets held (per URL): 0
Current nunber of packets held (global): 38
Packets dropped due to
exceeding url-block buffer limt: 0
HTTP server retransm ssion: 0
Nunmber of packets rel eased back to client: 0

Caches webserver responses that are pending a permit or deny response from an N2H2 or Websense

server.
[no] url-cache{dst | src_dst} size kbytes
clear url-cache

show url-cache stats

Syntax Description

Command Modes

Usage Guidelines

dst Cache entries based on the URL destination address. Select this mode if all users
share the same URL filtering policy on the N2H2 or Websense server.

size kbytes Specifies avalue for the cache size within the range 1 to 128 KB.

src_dst Cache entries based on the both the source address initiating the URL request as

well asthe URL destination address. Select this mode if users do not share the

same URL filtering policy on the N2H2 or Websense server.

stat Use the stat option to display additional URL cache statistics, including the

number of cache lookups and hit rate.

Configuration mode.

The url-cache command provides a configuration option to buffer the response from a webserver if its
response is faster than that from the N2H2 or Websense filtering service server. This prevents the web

server’s response from being loaded twice.

] Cisco PIX Firewall Command Reference
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url-server W

Use the url-cache command to enable URL caching, set the size of the cache, and display cache
statistics.

Caching stores URL access privileges in memory on the PIX Firewall. When a host requests a
connection, the PIX Firewall first looks in the URL cache for matching access privileges instead of
forwarding the request to the N2H2 or Websense server. Disable caching with the no url-cache
command.

The clear url-cache command removes ur|-cache command statements from the configuration.

Using the URL cache does not update the Websense accounting logs for Websense protocol Version 1.
If you are using Websense protocol Version 1, let Websense run to accumulate logs so you can view the
Wehsense accounting information. After you get a usage profile that meets your security needs, enable
url-cachetoincrease throughput. Accounting logs are updated for Websense protocol Version 4 and for
N2H2 URL filtering while using the url-cache command.

If you change settings on the N2H2 or Websense server, disable the cache with the no url-cache
command and then reenabl e the cache with the url-cache command.

The show url-cache command with the stats option displays the following entries:
» Size—The size of the cache in kilobytes, set with the url-cache size option.
» Entries—The maximum number of cache entries based on the cache size.
« In Use—The current number of entriesin the cache.
» Lookups—The number of times the PIX Firewall has looked for a cache entry.
« Hits—The number of times the PIX Firewall has found an entry in the cache.

You can view additional information about N2H2 or Websensefiltering acitivity with the show perfmon
command.

The following example caches all outbound HTTP connections based on the source and destination
addresses:

url-cache src_dst 128

The following is sample output from the show url-cache stat command:

show url - cache stat

URL Filter Cache Stats

Si ze : 1KB
Entries : 36
In Use : 30
Lookups : 300

Hts : 290

Designate a server running either N2H2 or Websense for use with the filter command; you cannot run
both of these URL filtering services simultaneously.

[ 78-14890-01
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[no] url-server [(if_name)] vendor n2h2 host local _ip [port number] [timeout seconds] [protocol
{TCP | UDP}]

Websense

[no] url-server [(if_name)] vendor websense host local _ip [timeout seconds] [protocol { TCP |
UDP} version]

show url-server

show url-server stats

Syntax Description ~ N2H2

host local_ip The server that runs the URL filtering application.

if _name The network interface where the authentication server resides. If not specified, the
default isinside.

port number The N2H2 server port. The PIX Firewall also listensfor UDP replies on this port.
The default port number is 4005.

protocol The protocol can be configured using TCP or UDP keywords. The default is TCP.

timeout seconds The maximum idle time permitted before PIX Firewall switchesto the next server
you specified. The default is 5 seconds.

vendor n2h2 Indicates URL filtering service vendor is N2H2.
Websense
if_name The network interface where the authentication server resides. If not specified, the

default isinside.
host local_ip The server that runs the URL filtering application.

timeout seconds The maximum idle time permitted before PIX Firewall switchesto the next server
you specified. The default is 5 seconds.

protocol The protocol can be configured using TCP or UDP keywords. The default is TCP
protocol, Version 1.

vendor Indicates URL filtering service vendor is Websense.

websense

version Specifies protocol Version 1 or 4. The default is TCP protocol Version 1. TCP can
be configured using Version 1 or Version 4. UDP can be configured using Version
4 only.

Command Modes Configuration mode.

Cisco PIX Firewall Command Reference
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Step 1

Step 2
Step 3
Step 4
Step 5

url-server W

The url-server command designates the server running the N2H2 or Wehsense URL filtering
application. Thelimit is 16 URL servers; however, and you can use only one application at atime, either
N2H2 or Websense. Additionally, changing your configuration on the PIX Firewall does not update the
configuration on the application server; this must be done separately, according to the individual
vendor’s instructions.

Once you designate the server, enable the URL filtering service with the filter command.
Follow these steps to filter URLS:

Designate the URL filtering application server with the appropriate form of the vendor-specific
url-server command.

Enable URL filtering with the filter command.
(Optional) Use the url-cache command to enable URL caching to improve perceived response time.
(Optional) Enable long URL and HTTP buffering support using the url-block commands.

Use the show url-block block stats, show url-cache stats, show url-server stats, and the show pdm
commands to view run information.

For more information about Filtering by N2H2, visit N2H2's website at:
http://www.n2h2.com
For more information on Websense filtering services, visit the following website:

http://www.websense.com/

Theurl-server command must be configured before issuing the filter command for HTTPS and FTP. If
all URL servers are removed from the server list, then all filter commands related to URL filtering are
also removed.

show url-server commands

The show url-server stats command displays the URL server vendor; number of URL s total, allowed,
and denied; number of HTTPS connections total, allowed, and denied; number of TCP connectionstotal,
allowed, and denied; and the URL server status.

The show url-server command displays the following information:

e For N2H2, url-server (if_name) vendor n2h2 host local _ip port number timeout seconds protocol
[{TCP|UDP}{version 1|4}]

» For Websense, url-server (if_name) vendor websense host local _ip timeout seconds protocol
[{TCP|UDP}]

Examples Using N2H2, the following example filters all outbound HTTP connections except those from the
10.0.2.54 host:
url -server (perinmeter) vendor n2h2 host 10.0.1.1
filter url http 0000
filter url except 10.0.2.54 255.255.255.255 0 0
Using Websense, the following example filters all outbound HTTP connections except those from the
10.0.2.54 host:
url -server (perineter) vendor websense host 10.0.1.1
filter url http 0 0 00
Cisco PIX Firewall Command Reference
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filter url except 10.0.2.54 255.255.255.255 0 0

The following is sample output from the show url-server stats command:

pi xfirewal | # show url -server stats

URL Server Statistics:

Vendor websense

HTTPs total/allowed/ denied 0/0/0
HTTPSs total/all owed/ denied 0/0/0
FTPs total/all owed/ denied 0/0/0

URL Server Status:

172.23.58.103 UP

URL Packets Send and Recieve Stats:

Message Send Reci eve
STATUS_REQUEST 200 200
LOOKUP_REQUEST 10 10
LOG _REQUEST 20 NA

« aaaauthorization
- filter

« show

Sets the username for the specified privilege level.

user name username {[{ nopassword | passwor d password} [encrypted]] [privilege level]}

No UsSer name username
clear username

show username username

Syntax Description

Command Modes

Usage Guidelines

username Specifies the name of a specific user in the local PIX Firewall authentication

database.

Configuration mode.

The local PIX Firewall user authentication database consists of the users entered with the username

command. The PIX Firewall login command uses this database for authentication.

] Cisco PIX Firewall Command Reference
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The show user name username command displays users entered in the local PIX Firewall user
authentication database.

Related Commands - login

- privilege

virtual

Access the PIX Firewall virtual server.
virtual http ip_address [warn]

virtual telnet ip_address

Syntax Description ip_address  For outbound use, ip_address must be an address routed to the PIX Firewall. Use an
RFC 1918 address that is not in use on any interface.

For inbound use, ip_address must be an unused global address. An access-list and
static command pair must provide accessto ip_address, aswell as an aaa accounting
authentication command statement. See the “Examples’ section for more
information.

For example, if aninsideclient at 192.168.0.100 has adefault gateway set to theinside
interface of the PIX Firewall at 192.168.0.1, the ip_address can be any | P address not
in use on that segment (such as 10.2.3.4). As another example, if the inside client at
192.168.0.100 has a default gateway other than the PIX Firewall (such as arouter at
192.168.0.254), then the ip_address would need to be set to a value that would get
statically routed to the PIX Firewall. This might be accomplished by using a value of
10.0.0.1 for theip_address, then on the client, setting the PIX Firewall at 192.168.0.1
as the route to host 10.0.0.1.

warn Let virtual http command users know that the command was redirected. This option
is only applicable for text-based browsers where the redirect cannot happen
automatically.

Command Modes Configuration mode.

Usage Guidelines Thevirtual http command lets web browsers work correctly with the PIX Firewall aaa command. The
aaa command assumes that the AAA server database is shared with a web server. PIX Firewall
automatically provides the AAA server and web server with the same information. The virtual http
command works with the aaa command to authenticate the user, separate the AAA server information
from the web client’s URL request, and direct the web client to the web server. Use the show virtual
http command to list commandsin the configuration. Usthe no virtual http command to disableits use.

Thevirtual http command works by redirecting the web browser’sinitial connection to the ip_address,
which residesin the PIX Firewall, authenticating the user, then redirecting the browser back to the URL
which the user originally requested. This mechanism comprises the PIX Firewall unit’s new virtual

Cisco PIX Firewall Command Reference
[ 78-14890-01 .m



Chapter9 T through Z Commands |

W virtual

Note

Examples

server feature. The reason thiscommand is named asit is, is because the virtual http command accesses
the virtual server for use with HTTP, another name for the Web. This command is especially useful for
PIX Firewall interoperability with Microsoft I1S, but is useful for other authentication servers.

When using HTTP authentication to a site running Microsoft 11S that has “Basic text authentication” or
“NT Challenge” enabled, users may be denied access from the Microsoft 1S server. This occurs because
the browser appends the string: “Authorization: Basic=Uuhjksdkfhk==" to the HTTP GET commands.
This string contains the PIX Firewall authentication credentials.

Windows NT Microsoft 11S servers respond to the credentials and assume that a Windows NT user is
trying to access privileged pages on the server. Unless the PIX Firewall username password
combination is exactly the same as a valid Windows NT username and password combination on the
Microsoft I1S server, the HTTP GET command is denied.

To solve this problem, PIX Firewall provides the virtual http command which redirects the browser's
initial connection to another |P address, authenticates the user, then redirects the browser back to the
URL which the user originally requested.

Once authenticated, a user never has to reauthenticate no matter how low the PIX Firewall uauth timeout
isset. Thisis because the browser caches the “Authorization: Basic=Uuhjksdkfhk==" string in every
subsequent connection to that particular site. This can only be cleared when the user exits all instances
of Netscape Navigator or Internet Explorer and restarts. Flushing the cache is of no use.

If you want double authentication through the authentication and web browser, configure the
authentication server to not accept anonymous connections.

Do not set the timeout uauth duration to 0 seconds when using the virtual command because this will
prevent HTTP connections to the real web server.

For both the virtual http and virtual telnet commands, if the connection is started on either an outside
or perimeter interface, a static and access-list command pair is required for the fictitious | P address.

Thevirtual telnet command allows the Virtual Telnet server to provide away to pre-authenticate users
who require connections through the PIX Firewall using services or protocols that do not support
authentication.

The virtual telnet command can be used both to log in and log out of the PIX Firewall. When an
unauthenticated user Telnets to the virtual 1P address, they are challenged for their username and
password, and then authenticated with the TACACS+ or RADIUS server. Once authenticated, they see
the message “Authentication Successful” and their authentication credentials are cached in the

PIX Firewall for the duration of the uauth timeout.

If auser wishesto log out and clear their entry inthe PIX Firewall uauth cache, the user can again Telnet
to the virtual address. The user is prompted for their username and password, the PIX Firewall removes
the associated credentials from the uauth cache, and the user will receive a “Logout Successful”
message.

If inbound users on either the perimeter or outside interfaces need access to the Virtual Telnet server, a
static and access-list command pair must accompany use of the virtual telnet command.

The Virtual Telnet server provides away to pre-authenticate users who require connections through the
PIX Firewall using services or protocols that do not support authentication. Users first connect to the
Virtual Telnet server |P address, where the user is prompted for a username and password.

- virtual http—The following example shows the commands required to use the virtual http
command for an inbound connection:

Cisco PIX Firewall Command Reference
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static (inside, outside) 209.165.201.1 209. 165.201. 1 net mask 255. 255. 255. 255
access-list acl_out permt tcp any host 209.165.201.1 eq 80

access-group acl _out in interface outside

aaa authentication include any inbound 209.165.201. 1 255. 255. 255.255 0 0 tacacs+
virtual http 209.165.201.1

This configuration uses an identity static, where both the global | P address and the local addressin
the static command is the I P address of the virtual server.

The next example is sample output from the show virtual command:
show virtual http

virtual http 209.165.201.1

virtual telnet—After adding the virtual telnet command to the configuration and writing the
configuration to Flash memory, users wanting to start PPTP sessions through PIX Firewall use
Telnet to access the ip_address as shown in the following example:

On the PIX Firewall:

virtual telnet 209.165.201.25

static (inside, outside) 209.165.201.25 209. 165. 201. 25 net mask 255. 255. 255. 255
access-list acl_out permt tcp any host 209.165.201.25 eq tel net

access-group acl _out in interface outside

write nenory

This configuration uses an identity static, where both the global |P address and the local addressin
the static command is the |P address of the virtual server.

On an inside host:

[ uni x/ host % el net 209. 165. 201. 30
Trying 209. 165. 201. 25. ..
Connected to 209. 165. 201. 25.
Escape character is ‘~]’.

user nane: usernane

TACACS+ Password: password

Aut henti cati on Successf ul

Connection cl osed by foreign host.
[ uni x/ host %

The username and password are those for the user on the TACACS+ server.

Configure Virtual Private Dial-up Networking using the L2TP, PPTPF, or PPPOE.

vpdn group group_name [[accept dialin pptp | [2tp] | request dialout pppoe] | [ ppp
authentication pap|chap|mschap] | [ppp encryption mppe 40 | 128| auto [required]] |
client configuration address local address pool _name] | [client configuration dnsdns ipl
[dns_ ip2]] | [ client configuration winswins_ipl [wins ip2]] | [client authentication local |
aaa auth_aaa_group] | [ client accounting acct_aaa_group] | [pptp echo echo_time] | [ [2tp
tunnel hello hello_time]

vpdn username name passwor d passwd [store-local]

[ 78-14890-01
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vpdn enableif_name

show vpdn tunnel [I2tp|pptp|pppog] [id tnl_id | packets | state | summary | transport]
show vpdn session [12tp|pptp|pppoe] [id sess id | packets | state] window]

show vpdn pppinterface[id dev_id]

show vpdn group [group_name]

show vpdn username [user_name]

clear vpdn [group | interface| tunnel tnl_id | username]

Syntax Description accept dialin pptp|l2tp Accept adial-in request using PPTP or L2TP.

pptp

all [clear command only]—Removes all L2TP or PPTP tunnels from the
configuration.

client accounting Specifies the AAA server group for accounting. The accounting AAA

aaa-server-group server group can be different from the AAA server group for user

authentication.

client authenticationaaa Specifiesthe AAA server group for user authentication.
aaa_server_group

client authentication Authenticate using the local username and password entries you specify
local in the PIX Firewall configuration.

client configuration Specifies the local address pool used to allocate an | P addressto a client.
address local Usetheip local pool command to specify the | P addresses for use by the
address_pool _name clients.

client configuration dns Specifies up to two DNS server |P addresses. If set, the PIX Firewall
dns_server_ipl sends this information to the Windows client during the IPCP phase of
[dns_server_ip2] PPP negotiation.

client configuration wins Specifies up to two WINS server |P addresses.

wins_server_ipl

[wins_server_ip2]

enableif_name Enable the VPDN function on a PIX Firewall interface. Specifies the
interface in if_name where L2TP or PPTP traffic is received. Only
inbound connections are supported.

group [clear command only]—Removes all vpdn group commands from the
configuration.
group group_name Specifies the VPDN group name. The VPDN group_nameis an ASCI|

string to denote a VPDN group. You can make up the name. The
maximum length is 63 characters.

id Identify tunnel or session.

id session_id Unique session identifier.

id tnl_id Unique tunnel identifier.

12tp | pptp | pppoe Select either | 2tp, pptp, or pppoe to display information for only that tunnel
type.

Cisco PIX Firewall Command Reference
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|2tp tunnel hello
hello_timeout

Specifies L2TP tunnel keep-alive hello timeout value in seconds. Default is
60 seconds if not specified. The value can be between10 to 300 seconds.

localname username

Assigns a name to the group for PPPOE use. Thisisalso the namein the
vpdn username command.

packets Packet and byte count.
passwd Specifies the password for the local group used for PPPOE.
password Specifies local user password.

ppp authentication PAP |
CHAP | MSCHAP

Specifies the Point-to-Point Protocol (PPP) authentication protocol. The
Windows client dial-up networking settings lets you specify what
authentication protocol to use (PAP, CHAP, or MS-CHAP). Whatever you
specify on the client must match the setting you use on the PIX Firewall.
Password Authentication Protocol (PAP) lets PPP peers authenticate each
other. PAP passes the host name or username in clear text. Challenge
Handshake Authentication Protocol (CHAP) lets PPP peers prevent
unauthorized accessthrough interaction with an access server. MS-CHAP
isa Microsoft derivation of CHAP. PIX Firewall supports MS-CHAP
Version 1 only (not Version 2.0).

If an authentication protocol is not specified on the host, do not specify
the ppp authentication option in your configuration.

ppp encryption mppe 40
| 128 | auto [required]

Specifies the number of session key bits used for MPPE (Microsoft
Point-to-Point Encryption) negotiation. The domestic version of the
Windows client can support 40- and 128-hit session keys, but
international version of the Windows client only supports 40-bit session
keys. Onthe PIX Firewall, use auto to accommodate both. Use required
to indicate that MPPE must be negotiated or the connection will be
terminated.

pppinterfaceid intf_id

A PPP virtual interface is created for each PPTP or PPPOE tunnel.

pptp echo echo_timeout

Specifies the PPTP keep-alive echo timeout value in seconds.
PIX Firewall terminates atunnel if an echo reply is not received within
the timeout period you specify.

request dialout pppoe

Specifies to allow dialout PPPOE requests.

state

Session state.

store-local Storein local Flash memory instead of using external configuration.

summary Tunnel summary information.

transport Tunnel transport information.

tunnel [clear command only]—Removes one or more L2TP or PPTP tunnels
from the configuration.

tunnel tnl_id [clear command only]—Removes PPTP tunnels from the configuration

that match tnl_id. You can view the tunnel 1Ds with the show vpdn
tunnel command.

user name name

Enter or display local username. However, when used as a clear
command option, username removes all vpdn username commands
from the configuration.

window

Window information.

Configuration mode.

[ 78-14890-01
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Note

Virtual Private Dial-up Networking (VPDN) is used to provide long distance, point-to-point connections
between remote dial-in users and a private network. VDPN uses Layer 2 tunnelling technologies (L2TP,
PPTP, and PPPOE) to establish dial-up networking connections from the remote user to the private
network across a public network.

Point-to-Point Tunneling Protocol (PPTP) isalLayer 2 protocol that tunnels the I P protocol. (For more
details on PPTP, see RFC 2637, which describes the PPTP protocol.)

L2TP supports PPP by managing communications transactions. (There is a one-to-one relationship
between a PPP connection and L2TP session.)

PPPOE is the Point-to-Point Protocol (PPP) over Ethernet. PPP is designed to work with network layer
protocols such as IP, IPX, and ARA. PPP also has CHAP and PAP as built-in security mechanisms.

Thevpdn command implementsthe L2TP, PPTP, and PPPoE featuresfor theinbound connections. Refer
to the Cisco PIX Firewall and VPN Configuration Guide for L2TP, PPTP, and PPPOE configuration
examples.

The PIX Firewall isaPPTP and L2TP Server and a PPPOE client.

The show vpdn tunnd and show vpdn session commands display tunnel and session information
(respectively) for LT2P (I12tp), PPTP (pptp), and PPPOE (pppoe). If you want to display information for
only one protocol, use the option for that protocol. For example, the show vpdn session pppoe command
displays session information for PPPOE sessions only.

The clear vpdn command removes all vpdn commands from the configuration and stops all the active
PPTP, L2TP, and PPPoE tunnels. Theclear vpdn all command lets you remove all tunnels, and the clear
vpdn id tnl_id command lets you remove tunnels associated with tnl_id. (You can view the tnl_id with
the show vpdn command.) The clear vpdn group command removes all the vpdn group commands
from the configuration. The clear vpdn username command removesall the vpdn user name commands
from the configuration.

PPPOE

Because PPPoE encapsul ates PPP, PPPOE relies on PPP to perform authentication and ECP and CCP
functions for client sessions operating within the VPN tunnel. Additionally, PPPOE is not supported in
conjunction with DHCP because PPP assigns the | P address for PPPoE.

The following are PPPOE restrictions on the PIX Firewall:
- ThePIX Firewall acts as a PPPoE client only.

» The PPPoE client is only supported on the outside interface of the PIX Firewall in PIX Firewall
software Version 6.2.

Unless the VPDN group for PPPoOE is configured, PPPoE will not be able to establish a connection.

To defineaVPDN group to be used for PPPOE, use the vpdn group group_namerequest dialout pppoe
command.

If your ISP requires authentication, use the vpdn group group_name ppp authentication
PAP | CHAP | MSCHAP command to select the authentication protocol used by your I1SP.

Usethevpdn group group_name localname user name command to associate the username assigned by
your 1SP with the VPDN group.

Cisco PIX Firewall Command Reference
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Use the vpdn user name user name password pass command to create a username and password pair for
the PPPOE connection. The username must be a username that is already associated with the VPDN
group specified for PPPoE.

If your ISP is using CHAP or MS-CHAP, the username may be called the remote system name and the
password may be called the CHAP secret.

The PPPoE client functionality isturned off by default, so after VPDN configuration, enable PPPoOE with
theip address if _name pppoe [setroute] command. The setroute option causes a default route to be
created if no default route exists.

As soon as PPPoE is configured, the PIX Firewall attempts to find a PPPoE access concentrator with
which to communicate. When a PPPOE connection is terminated, either normally or abnormally, the
PIX Firewall attemptsto find a new access concentrator with which to communicate.

Thefollowing ip address commands should not be used after a PPPOE session is initiated because they
will terminate the PPPOE session:

» ip address outside pppoe, because it attempts to initiate a new PPPOE session.

- ip address outside dhcp, because it disables the interface until the interface gets its DHCP
configuration.

- ip address outside address netmask, because it brings up the interface as a normally initialized
interface.

PPTP

Use the vpdn command with the sysopt connection per mit-pptp to allow PPTP traffic to bypass
checking of conduit or access-list command statements.

You can troubleshoot PPTP traffic with the debug ppp and debug vpdn commands.

PPTPis an alternative to |PSec handling for VPN clients or Easy VPN Remote devices. While PPTPis
less secure than 1PSec, PPTP is easier to implement and maintain. Only inbound PPTP connections are
supported and only one PIX Firewall interface can have the vpdn command enabled.

Supported authentication protocolsinclude: PAP, CHAP, and MS-CHAP using external AAA (RADIUS
or TACACS+) serversor thePIX Firewall local username and password database. Through the PPP | PCP
protocol negotiation, PIX Firewall assigns a dynamic internal |P address to the PPTP client allocated
from alocally defined | P address pool.

PIX Firewall PPTP VPN supports standard PPP CCP negotiations with Microsoft Point-To-Point
Encryption (MPPE) extensions using RSA/RC4 algorithm. MPPE currently supports 40-bit and 128-bit
session keys. MPPE generates an initial key during user authentication and refreshes the key regularly.
In this release, compression is not supported.

When you specify MPPE, you must use the M S-CHAP PPP authentication protocol. If you are using an
external AAA server, the protocol must be RADIUS and the external RADIUS server must be able to
return the Microsoft MSCHAP_MPPE_KEY attribute to the PIX Firewall in the RADIUS
Authentication Accept packet. See RFC 2548, “Microsoft Vendor Specific RADIUS Attributes,” for
more information on the MSCHAP_MPPE_KEY attribute.

Cisco Secure ACS 2.5 and higher versions support the MSCHAP/MPPE encryption.

PIX Firewall PPTP VPN has been tested with the following Microsoft Windows products: Windows 95
with DUN 1.3, Windows 98, Windows NT 4.0 with Service Pack (SP) 6, and Windows 2000.

[ 78-14890-01
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Note

Examples

If you configure PIX Firewall for 128-bit encryption and if aWindows 95 or Windows 98 client does not
support 128-bit or greater encryption, then the connection to the PIX Firewall is refused. When this
occurs, the Windows client moves the dial-up connection menu down to the screen corner while the PPP
negotiation isin progress. This gives the appearance that the connection is accepted when it isnot. When
the PPP negotiation completes, the tunnel terminates and PIX Firewall ends the connection. The
Windows client eventually times out and disconnects.

The following is a sample PPPoE configuration:

vpdn group pppoegroup request dial out pppoe
vpdn group pppoegroup | ocal name myuser nane
vpdn group pppoegroup ppp authentication pap
vpdn username mnyusernane password mypassword

i p address outside pppoe setroute

The VPDN commands configure a VPDN group for PPPoE, and the ip address outside pppoe setroute
command enables the PPPoE session.

The following is sample output from the show vpdn tunnel 12tp command:

pi x# show vpdn tunnel |2tp
L2TP Tunnel Information (Total tunnel s=1 sessions=1)

Tunnel id 1 is up, remote idis 7, 1 active sessions
Tunnel state is established, time since change 12 secs
Renmpte Internet Address 172.122.16.8, port 1701
Local Internet Address 172.23.58.48, port 1701
15 packets sent, 48 received, 377 bytes sent, 4368 received
Control Ns 3, Nr 4
Local RW5 16, Renmpte RWS 8
Retransmission time 1, max 1 seconds
Unsent queuesize 0, max O
Resend queuesize 0, max 1
Total resends 0, ZLB ACKs 2
Retransnmit tine distribution: 000 000O0O00O
pi x#

The following is sample output from the show vpdn tunnel command:

pi x# show vpdn tunne
L2TP Tunnel Information (Total tunnel s=1 sessions=1)

Tunnel id 1 is up, remote idis 7, 1 active sessions
Tunnel state is established, time since change 12 secs
Rermote I nternet Address 172.122.16.8, port 1701
Local Internet Address 172.23.58.48, port 1701
15 packets sent, 48 received, 377 bytes sent, 4368 received
Control Ns 3, Nr 4
Local RW5 16, Renmpte RWS 8
Retransmission time 1, max 1 seconds
Unsent queuesize 0, max O
Resend queuesize 0, max 1
Total resends 0, ZLB ACKs 2
Retransmit tine distributionn. 000 00O0O0O0O
% No active PPTP tunnels
pi x#
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The following is sample output from the show vpdn tunnel packet command:

show vpdn tunnel packet
PPTP Tunnel Information (Total tunnel s=1 sessions=1)

LocID Pkts-ln Pkts-Qut Bytes-ln Bytes-CQut
1 1196 13 113910 420

The following is sample output from the show vpdn tunnel state command:

show vpdn tunnel state
PPTP Tunnel Information (Total tunnels=1 sessions=1)

Locl D Renm D State Time-Si nce- Event - Chg
1 1 est abd 6 secs

The following is sample output from the show vpdn tunnel summary command:

show vpdn tunnel summary
PPTP Tunnel Information (Total tunnel s=1 sessions=1)

Locl D Rem D State Renpte Address Port Sessions
1 1 estabd 172.16.38.194 1723 1

The following is sample output from the show vpdn tunnel transport command:

show vpdn tunnel transport
PPTP Tunnel Information (Total tunnel s=1 sessions=1)

Locl D Type Local Address Port Renpte Address Port
1 1P 172.16.1.209 1723 172.16.38.194 1723

The following is sample output from the show vpdn session command:

pi x# show vpdn session
L2TP Session Information (Total tunnel s=1 sessions=1)

Call id 1 is up on tunnel id 1
Renmot e tunnel name is abc-w n2ke2
Internet Address is 172.122.16.8
Session usernanme is guest, state is established
Ti me since change 158 secs, interface outside
Rempote call idis 1
PPP interface id is 1
15 packets sent, 83 received, 377 bytes sent, 8412 received
Sequencing is off

% No active PPTP tunnels

The following is sample output of a simple configuration that allows Windows PPTP clientsto dial in
without any authentication (not recommended). The Windows client can Telnet to internal host
192.168.0.2 through the static global address 209.165.201.2.

ip local pool ny-addr-pool 10.1.1.1-10.1.1.254

vpdn group 1 accept dialin pptp

vpdn group 1 client configuration address |ocal ny-addr-poo

vpdn enabl e outsi de

static (inside, outside) 209.165.201.2 192.168.0.2

access-list acl_out permt tcp 10.1.1.0 255.255.255.0 host 209. 165.201.2 eq tel net
access-group acl _out in interface outside

Cisco PIX Firewall Command Reference
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In the next example, PPTP clients authenticate using MS-CHAP and negotiate MPPE encryption with
the PIX Firewall. The PPTP client can Telnet to host 192.168.0.2 through the static global
209.165.201.2. The Telnet session will be encrypted.

ip local pool ny-addr-pool 10.1.1.1-10.1.1.254

aaa-server mny-aaa-server-group (inside) host 192.168.0.10 key 12345678
aaa- server mny-aaa-server-group protocol radius

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication mschap

vpdn group 1 client authentication aaa ny-aaa-server-group

vpdn group 1 ppp encryption nppe auto required

vpdn group 1 client configuration address |ocal ny-addr-poo

vpdn enabl e outsi de

static (inside, outside) 209.165.201.2 192.168.0.2

access-list acl_out permt tcp 10.1.1.0 255.255.255.0 host 209. 165.201.2 eq tel net
access-group acl _out in interface outside

In the next example, PPTP clients authenticate using MS-CHAP, negotiate M PPE encryption, receive the
DNS and WINS server addresses, and can Telnet to the host 192.168.0.2 directly through the nat 0
command statement.

ip local pool ny-addr-pool 10.1.1.1-10.1.1.254
aaa- server ny-aaa-server-group (inside) host 192.168.0.10 key 12345678
aaa- server ny-aaa-server-group protocol radius

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication nschap

vpdn group 1 ppp encryption nppe auto required

vpdn group 1 client configuration address |ocal ny-addr-poo
vpdn group 1 client authentication aaa my-aaa-server-group
vpdn group 1 client configuration dns 10.2.2.99

vpdn group 1 client configuration wins 10.2.2.100

vpdn enabl e outside

access-list nonat permt ip host 192.168.0.2 10.1.1.0 255.255.255.0

access-list nonat permit ip host 10.2.2.99 10.1.1.0 255.255.255.0

access-list nonat permt ip host 10.2.2.100 10.1.1.0 255.255.255.0

nat (inside) O access-1ist nonat

access-list acl_out permt tcp 10.1.1.0 255.255.255.0 host 192.168.0.2 eq tel net
access-list acl_out permt udp 10.1.1.0 255.255.255.0 host 10.2.2.99 eq donain
access-list acl_out permt udp 10.1.1.0 255.255.255.0 host 10.2.2.100 eq netbi os-ns
access-group acl _out in interface outside

In the next example, PPTP clients authenticate using MS-CHAP, negotiate M PPE encryption, receive the
DNS and WINS server addresses, and can Telnet to the host 192.168.0.2 directly through the nat 0
command statement. An access-group command statement is not present because the sysopt connection
per mit-pptp command statement allows all the PPTP traffic through the tunnel.

ip local pool ny-addr-pool 10.1.1.1-10.1.1.254

aaa-server mny-aaa-server-group (inside) host 192.168.0.10 key 12345678
aaa- server ny-aaa-server-group protocol radius

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication mschap

vpdn group 1 ppp encryption nppe auto required

vpdn group 1 client configuration address |ocal ny-addr-poo
vpdn group 1 client authentication aaa ny-aaa-server-group
vpdn group 1 client configuration dns 10.2.2.99

vpdn group 1 client configuration wins 10.2.2.100

vpdn enabl e outsi de

access-list nonat permt ip host 192.168.0.2 10.1.1.0 255.255.255.0
access-list nonat permt ip host 10.2.2.99 10.1.1.0 255.255.255.0
access-list nonat permt ip host 10.2.2.100 10.1.1.0 255.255.255.0
nat (inside) O access-1ist nonat

sysopt connection permt-pptp
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vpnclient

vpnclient M

In the next example, PPTP clients authenticate using MS-CHARP, negotiate M PPE encryption, receive the
DNS and WINS server addresses, and can Telnet to the host 192.168.0.2 directly through the nat 0
command. The PPTP authenticates using the PIX Firewall local username and password database you
create with the vpdn username command. Users are reauthenticated again by the aaa command when
they start a Telnet session. An access-group command statement is not present because the sysopt
connection permit-pptp command statement allows all the PPTP traffic through the tunnel.

ip local pool ny-addr-pool 10.1.1.1-10.1.1.254

aaa-server mny-aaa-server-group (inside) host 192.168.0.10 key 12345678
aaa- server mny-aaa-server-group protocol radius

vpdn usernanme usrnanel password passwordl

vpdn group 1 accept dialin pptp

vpdn group 1 ppp authentication mschap

vpdn group 1 ppp encryption nppe auto required

vpdn group 1 client configuration address |ocal ny-addr-pool
vpdn group 1 client authentication |ocal

vpdn group 1 client configuration dns 10.2.2.99

vpdn group 1 client configuration wins 10.2.2.100

vpdn enabl e outside

access-list nonat permt ip host 192.168.0.2 10.1.1.0 255.255.255.0
access-list nonat permt ip host 10.2.2.99 10.1.1.0 255.255.255.0

access-list nonat permt ip host 10.2.2.100 10.1.1.0 255.255.255.0

nat (inside) O access-1ist nonat

sysopt connection permt-pptp

aaa authentication include telnet inbound 192.168.0.2 255.255.255.255 10.1.1.0
255, 255. 255. 0

Configures Easy VPN Remote.
vpnclient vpngroup group_name password preshared_key
vpnclient username xauth_username passwor d xauth_password
vpnclient server ip_primary [ip_secondary 1 ip_secondary 2 ... ip_secondary 10]
vpnclient mac-exempt mac_addr_1 mac_mask 1 [mac_addr_2 mac_mask_2]
vpnclient mode client-mode | networ k-extension-mode
vpnclient management {[tunnel {ip_addr_1ip_mask 1} [{ip_addr_2ip _mask 1}...]] | [clear]}
no vpnclient management
[no] vpnclient connect
vpnclient disconnect
vpnclient enable
no vpnclient {server | mode | vpngroup | username | mac-exempt | management | enable}
clear vpnclient

show vpnclient [detail]
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Syntax Description group_name The name of the VPN group configured on the VPN headend. The
maximum length is 63 characters.
ip_addr_1,ip_addr_2,.. ThelP address of the remote network managing the client through the
VPN tunnel.
ip_mask 1,ip mask 2, ... ThelP mask of the remote network managing the client through the VPN
tunnel.
ip_primary The IP address of the primary Cisco Easy VPN Server.
ip_secondary 1, The IP address of a secondary Cisco Easy VPN Server.
!p_secongary_ib... ' There can be from 1 to 10 secondary Cisco Easy VPN Servers (backup
Ip_secondary_ VPN headends) configured. However, check your platform-specific
documentation for applicable peer limits on your PIX Firewall platform.
mac_addr_n The MAC address for user authentication exemption.
mac_mask n The MAC mask for user authentication exemption.
management clear Specifies to use clear network traffic for management access to an Easy
VPN Remote device.
management tunnel Specifies to use a VPN tunnel for management access to an Easy VPN
{ip_addr_1ip_mask 1} = Remote device.
[{ip_addr_2
ip_mask_1}...]
password Specifies to set the password.
preshared key The IKE pre-shared key used for authentication by the Easy VPN Server.
The maximum length is 127 characters.
xauth_password The user password to be used for XAUTH. The maximum length is 127
characters.
xauth_username The username to be used for XAUTH. The maximum length is 127
characters.
Defaults Easy VPN management is through the network by default.
Command Modes Configuration mode.

Usage Guidelines The vpnclient command stores non-transitory Easy VPN Remote device configuration information in
the Flash memory of the PIX Firewall so that it is preserved whether or not the PIX Firewall reboots.

N,
Note  The PIX 501 and PIX 506/506E are both Easy VPN Remote and Easy VPN Server devices. The
PIX 515/515E, PIX 525, and PIX 535 act as Easy VPN Servers only.

The PIX 501 and PIX 506/506E can act as Easy VPN Remote devices or Easy VPN Servers so that they
can be used either asaclient device or VPN headend in aremote office installation. The PIX 515/515E,
PIX 525, and PIX 535 act as Easy VPN Servers only because the capacity of these devices makes them
appropriate VPN headends for higher traffic environments.
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Examples

vpngroup

vpngroup I

Easy VPN management is through clear network traffic by default (vpnclient management clear).
However, if Easy VPN management through a VPN tunnel is desired, use the vpnclient management
tunnel {ip_addr_1ip_mask 1} [{ip_addr_2 ip_mask 1}...] command.

You must specify all variables for the vpnclient configuration prior to enabling a Easy VPN Remote
connection, except for the xauth_username and xauth_password. Also, you must configure NAT, IKE
(using the isakmp and isakmp policy commands), the crypto ipsec transform set, crypto map, and an
access control list (to trigger building the VPN tunnel) to enable Easy VPN Remote.

The no vpnclient enable command closes all established VPN tunnels and prevents new VPN tunnels
from initiating until you enter a vpnclient enable command. The no vpnclient connect and vpnclient
disconnect commands disconnect the existing VPN sessions but do not prevent new VPN tunnels from
initiating.

The clear vpnclient command clears the Easy VPN Remote configuration and security policy stored in
Flash memory.

The show vpnclient [detail] command displays VPN client or Easy VPN Remote device configuration
information.The show vpnclient [detail] option displays dynamically generated configuration
information.

vpnclient server
The vpnclient server ip_primary ip_secondary 1[ip_secondary 2 ... ip_secondary 10] command
enables you to create a backup VPN server list on the VPN client.

If abackup server list is already configured locally on the VPN client, then it ignores any backup server
configuration downloaded from the VPN headend.

If the VPN client has already downloaded a backup server configuration from the VPN headend and
saved it to Flash memory, then you cannot configure a new backup server list locally until the headend
deletes the downloaded list or you enter a clear vpnclient command on the VPN client.

The following is an example Easy VPN Remote configuration:

vpnclient vpngroup group_a password pre_share_a
vpnclient usernane user_1 password pass_1
vpnclient server 1.1.1.1

vpnclient node client-node

The following example sets up management access to an Easy VPN Remote device through a VPN
tunnel:

vpncl i ent managenment tunnel 10.0.0.0 255.255.255.0

The following example sets up management access to an Easy VPN Remote device through clear
network traffic:

vpncl i ent managenent cl ear

Supports Cisco VPN Client Version 3.x (Cisco Unified VPN Client Framework) and Easy VPN Remote
devices.

vpngroup group_name address-pool pool _name

[ 78-14890-01
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vpngroup group_name authentication-server server_tag

vpngroup group_name backup-server {{ipl[ip2...ip10]} | clear-client-cfg}

vpngroup group_name default-domain domain_name

vpngroup group_name device-pass-through

vpngroup group_name dns-server dns_ip_prim[dns_ip_sec]

vpngroup group_name idle-time idle_seconds

vpngroup group_name max-time max_seconds

vpngroup group_name passwor d preshared_key

vpngroup group_name pfs

vpngroup group_name secure-unit-authentication

vpngroup group_name split-dns domain_namel [domain_name2 ... domain_8]

vpngroup group_name split-tunnel access list

vpngroup group_name user-authentication

vpngroup group_name user-idle-timeout user_idle_seconds

vpngroup group_name wins-server wins_ip_prim[wins_ip_sec]

show vpngroup [group_name]

Syntax Description

access list

The name of the access list for the split-tunnel configuration.

authentication-server
server_tag

Specifies the lTUA AAA server on the firewall headend.

backup-server

Configures a backup server list to be used for access by VPN clientsif the
primary server is not available.

clear-client-cfg

Clears backup servers from the client configuration.

device-pass-through

Specifies to exempt devices based on their MAC address from authentication.
This may be used for devices such as Cisco IP Phones that cannot use |UA for
authentication. Use with the vpnclient mac-exempt command.

dns_ip_prim

The IP address of the primary DNS server.

dns_ip_sec

The IP address of the secondary DNS server.

domain_name

The default domain name, up to 127 characters.

domain_namel
[domain_name2,
domain_names, ...,
domain_name8]

The domains to configure for split DNS. The maximum length for a domain
name is 127 characters.

group_name

Specifies the VPN policy group name and is an ASCII string with a maximum
length of 63 characters. (You choose the name.)

] Cisco PIX Firewall Command Reference
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idle_seconds The idle timeout in seconds, from 60 to 86400. The default is 1800 seconds (30
minutes).

max_seconds The maximum connection time in seconds that the VPN group is allowed, from
60 to 31536000. The default maximum connection time is set to unlimited.

pfs Specifiesto require that the VPN client or Easy VPN Remote device to perform
PFS.

pool _name The IP address pool name, up to 63 characters.

preshared key The VPN group pre-shared key. The maximum is 127 characters.

server_tag AAA server tag to authenticate remote users of a hardware client.

split-dns Specifiesto use split DNS.

user_idle_seconds Idle timeout for user authentication, in seconds.

vpngroup Identifies the VPN dial-up group. The maximum identifier length is 63
characters.

wins_ ip_prim The IP address of the primary WINS server.

wins_ip_sec The IP address of the secondary WINS server.

Command Modes

Usage Guidelines

Note

Configuration mode.

Be sureto configure the IKE Mode Config prior to configuring support for the Cisco VPN 3000 Client.
In configuring IKE Mode Config, specify that the PIX Firewall initiates the IKE Mode Config.

For additional information about configuring interoperability with the Cisco VPN 3000 Client using the
vpngroup commands, see the Cisco PIX Firewall and VPN Configuration Guide.

The Cisco VPN 3000 Client supports Windows 2000.

The vpngroup command set | ets you configure Cisco VPN 3000 Client policy attributesto be associated
with a VPN group name and downloaded to the Cisco VPN 3000 Client(s) that are part of the given
group. The same VPN group name is configured in the Cisco VPN 3000 Client to ensure the matching
of VPN client or Easy VPN Remote policy.

Configure a VPN group name of “default” to create a VPN group policy that matches any group name.
The PIX Firewall selectsthe VPN group name “default,” if there is no other policy match.

The vpngroup address-pool command lets you define a pool of local addressesto be assigned to aVPN
group.

Both the vpngroup address-pool command and the ip local pool command enable you to specify a pool
of local addresses to be used for assigning dynamic |P addresses to VPN clients and Easy VPN Remote
devices. In the case of the Cisco VPN 3000 Client, the specified pool of addressesis associated with a
given group, which consists of Cisco VPN 3000 Client users. We recommend using the vpngroup
address-pool command only if you will configure more than one pool of addresses to be used by more
than one VPN user group. The vpngroup address-pool command gives the PIX Firewall added
flexibility to configure different pools of local addresses for different user groups.

Individual User Authentication (IUA) is a centrally managed feature that cannot be configured locally,
but it must be enabled locally. The vpngroup group_name user-authentication command enables lUA
on the firewall.
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The vpngroup group_name secur e-unit-authentication command enables Secure Unit Authentication
(SUA) for the vpngroup. SUA isa centrally managed feature and cannot be directly configured on Easy
VPN Remote devices. If SUA is enabled, a downloaded VPN policy activates SUA on the Easy VPN
Remote device. SUA can be disabled by a corresponding VPN policy. SUA status reverts to
UNSPECIFIED if aclear vpnclient command is entered on the firewall.

The vpngroup group_name user-idle-timeout user_idle_seconds command sets the IUA idle timeout.

The vpngroup dns-server command enables the PIX Firewall to download an IP address of a DNS
server to a Cisco VPN 3000 Client as part of an IKE negotiation.

The vpngroup wins-server command lets the PIX Firewall download an IP address of a WINS server
to a Cisco VPN 3000 Client as part of an IKE negotiation.

To enable the PIX Firewall to download a default domain name to a Cisco VPN 3000 Client as part of
IKE negotiation, use the vpngroup default-domain command.

Use the vpngroup split-tunnel command to enable split tunneling on the PIX Firewall. Split tunneling
allowsaremote VPN client or Easy VPN Remote device simultaneous encrypted access to the corporate
network and clear access to the Internet. Using the vpngroup split-tunnel command, specify the
access list name to which to associate the split tunnelling of traffic. With split tunnelling enabled, the
PIX Firewall downloads its local network 1P address and netmask specified within the associated
access list to the VPN client or Easy VPN Remote device as part of the policy push to the client. In turn,
the VPN client or Easy VPN Remote device sends the traffic destined to the specified local PIX Firewall
network via an IPSec tunnel and all other traffic in the clear. The PIX Firewall receives the

| PSec-protected packet on its outside interface, decrypts it, and then sends it to its specified local
network.

If you do not enable split tunneling, all traffic between the VPN client or Easy VPN Remote device and
the PIX Firewall is sent through an IPSec tunnel. All traffic originating from the VPN client or Easy
VPN Remote device is sent to the PIX Firewall’s outside interface through a tunnel, and the client’s
access to the Internet from its remote site is denied.

Regardless of whether split tunneling is enabled, VPN clients and Easy VPN Remote devices negotiate
an |PSec tunnel to the PIX Firewall unit’'s IP address with a netmask of 255.255.255.255.

Networks defined in access-list deny command statements are not pushed to VPN clients or Easy VPN
Remote devices.

The vpngroup idle-time command sets the inactivity timeout for a Cisco VPN 3000 Client. When the
inactivity timeout for all IPSec SAs have expired for a given VPN client or Easy VPN Remote device,
the tunnel is terminated. The default inactivity timeout is 30 minutes.

The vpngroup max-time command sets the maximum connection time for a Cisco VPN 3000 Client.
When the maximum connection timeisreached for agiven VPN client or Easy VPN Remote device, the
tunnel is terminated. This means the connection between the Cisco VPN 3000 Client and the

PIX Firewall will have to be reestablished. The default maximum connection timeis set to an unlimited
amount of time.

Note  Theinactivity timeout specified with the vpngroup idle-time command and maximum connection time
specified with the vpngroup max-time command for a given Cisco VPN 3000 Client take precedence
over the commands used to set global lifetime timeouts. These commands aretheisakmp policy lifetime
and crypto map set security-association lifetime seconds commands.

Configure the VPN group’s pre-shared key employing the vpngroup password command to be used
during IKE authentication. This pre-shared key is equivalent to the password that you enter within the
Group Password box of the Cisco VPN 3000 Client while configuring your group access information
for a connection entry.

Cisco PIX Firewall Command Reference
m. 78-14890-01 |




| Chapter9 T through Z Commands

Note

Examples

who

who W

The PIX Firewall configured password displays in asterisks within the file configuration.

Both the vpngroup password command and the isakmp key address command let you specify a
pre-shared key to be used for |KE authentication. We recommend that you use the vpngroup password
command only if you plan to configure more than one VPN user group. The vpngroup password
command gives the PIX Firewall added flexibility to configure different VPN user groups.

The following exampl e show use of the vpngroup commands. The VPN client(s) or Easy VPN Remote
device(s) within the VPN group named as “myV pnGroup” will be dynamically assigned one of the IP
addresses from the pool of addresses ranging from 10.140.40.0 to 10.140.40.7. The policy attributes for
the group “myV pnGroup” will be downloaded to the given VPN client or Easy VPN Remote device
during the policy push to the client. Split tunnelling is enabled. In the example, all traffic destined for
the 10.130.38.0 255.255.255.0 PIX Firewall network from the VPN client or Easy VPN Remote device
will be IPSec protected.

access-list 90 permt ip 10.130.38.0 255.255.255.0 10.140. 40. 0 255. 255. 255. 248
ip local pool vpnpool 10.140.40.1-10.140.40.7

crypto ipsec transformset esp-sha esp-null esp-sha-hmac
crypto dynam c-map dynmap 50 set transformset esp-sha
crypto map mapNanme 10 ipsec-isaknmp dynam ¢ dynmap

crypto map mapNane client configuration address initiate
crypto map mapNane interface outside

i saknp enabl e outsi de

i sakmp identity hostnane

i sakmp policy 7 authentication pre-share
i saknp policy 7 encryption 3des

i sakmp policy 7 hash nd5

i sakmp policy 7 group 1

vpngroup nyVpnG oup address-pool vpnpoo
vpngroup nyVpnG oup dns-server 10.131.31.11
vpngroup nmyVpnG oup wi ns-server 10.131.31.11
vpngroup nyVpnG oup defaul t-domain exanpl e. com
vpngroup nyVpnG oup split-tunnel 90

vpngroup nyVpnG oup idle-tine 1800

vpngroup nyVpnG oup max-tinme 86400

vpngroup nyVpnG oup password ***x*xxx

Show active Telnet administration sessions on the PIX Firewall.
who [local_ip]

show who [local_ip]

Syntax Description

local_ip An optional internal |P addressto limit the listing to one | P address or to a network |P
address.
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Command Modes Unprivileged mode.

Usage Guidelines The who command shows the PIX Firewall TTY_ID and IP address of each Telnet client currently
logged into the PIX Firewall. This command is the same as the show who command.

Examples The following example shows how to display the current Telnet sessions:

pi xfirewal | # who

0: From 192.168.1.3
1: From 192.168.2.2

Related Commands o Kill
« telnet

write

Store, view, or erase the current configuration.
write net [[server_ip]:[filename]]
write erase
write floppy
write memory | floppy [uncompressed]
write standby

write terminal

Note  The PIX 506/506E does not support use of the write standby command. Also, the PIX 506/506E,
PIX 515/515E, and the PIX 525 do not support use of the write floppy command.

Syntax Description erase Clear the Flash memory configuration.

filename A filename you specify to qualify the location of the configuration file on the
TFTP server named in server_ip. If you set afilename with the tftp-server
command, do not specify it in the write command; instead just use a colon (:)
without afilename.

Many TFTP servers require the configuration file to be world-writable to

write to it.
floppy Stores the current configuration on diskette.
memory Stores the current configuration in Flash memory, along with the activation key

value and timestamp for when the configuration was last modified.

Cisco PIX Firewall Command Reference
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T through Z Commands

Command Modes

Usage Guidelines

Note

write Il
server_ip Specifes the | P address of the TFTP server. If you specify the full path and
filename in the tftp-server command, then usea“:” in the write command.
standby Stores the configuration to the failover standby unit from RAM-to-RAM.
terminal Display current configuration on the terminal.

uncompressed Writes the configuration to memory without storing it in compressed format.

Privileged mode.

The write net command stores the current configuration into afile on a TFTP server elsewhere in the
network. Additionally, the write net command uses the TFTP server | P address specified in the
tftp-server command. If you specify both the IP address and path name in the tftp-server command,
you can specify the write net :filename command as simply a colon (:) as follows:

write net :

Use the configure net command to get the configuration from the file.
The write erase command clears the Flash memory configuration.

The write floppy command stores the current configuration on diskette. The diskette must be DOS
formatted or aPIX Firewall boot disk. If you are formatting the diskette from Windows, choose the Full
format type, not the Quick (erase) selection. You can tell that information is stored on the diskette by
observing that the light next to the diskette drive glows while information transfers.

The diskette you create can only be read or written by the PIX Firewall. If you use the write floppy
command with a diskette that is not aPIX Firewall boot disk, do not leave the floppy in the floppy drive
because it will prevent the firewall from rebooting in the event of a power failure or system reload. Only
one copy of the configuration can be stored on a single diskette.

The write memory command saves the current running configuration to Flash memory. Use the
configure memory command to merge the current configuration with the image you saved in Flash
memory.

PIX Firewall lets processing continue during the write memory command.

If another PIX Firewall console user triesto change the configuration while you are executing the write
memory command, the user receives the following messages:

Anot her session is busy witing configuration to nmenory
Pl ease wait a noment for it to finish

After the write memory command completes, PIX Firewall lets the other command complete.

Only use the write memory command if a configuration has been created with IP addresses for both
network interfaces.

The write standby command writes the configuration stored in RAM on the active failover unit to the
RAM on the standby unit. When the primary unit boots it automatically writes the configuration to the
secondary unit. Usethewrite standby command if the primary and secondary units' configurations have
different information.

The write terminal command displays the current configuration in the PIX Firewall unit’'s RAM
memory.

[ 78-14890-01
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W Y andZ Commands

Defaults

Examples

Related Commands

You can also display the configuration stored in Flash memory using the show configure command.

The default on the PIX Firewall isto store all configurationsin compressed format. However, whether
a configuration is stored compressed or uncompressed is transparent when executing configuration
commands.

The following example specifiesthe TFTP server and creates afile named new_config in which to store
the configuration:

tftp-server 10.1.1.2 /pixfirewall/config/new config
wite net :
The following example erases the contents of Flash memory and reloads the PIX Firewall:

wite erase

Erase PI X configuration in Flash nmenory? [confirn] y
rel oad

Proceed with reload? [confirn] y

The following example saves the configuration on diskette:

wite floppy
Bui | di ng configuration...
[X]

The following example saves the current configuration to Flash memory:

write nenory
Bui | di ng configuration...

[ K]
The following example displays the configuration:

write term nal
Bui | di ng configuration...
Saved

- configure

Y and Z Commands

Thereareno “y” or “z" PIX Firewall commands.
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Numerics

100BaseT X Ethernet, interface speed 6-9
10BaseT Ethernet, interface speed  6-9

A

AAA
configuring authorization services 3-14
deleting authorization caches  8-48
setting system options  8-67
setting up accounting  3-1
setting up a server for  3-14
specifying aserver 3-17
AAA challenge text See authorization prompt
access control list (ACL) See access list
accessgroup  3-21
access list
adding comments  3-28, 3-29
binding a group to an interface  3-21
configuring CiscoSecure acl attribute  3-29
configuring ports  7-28
creating 3-22
creating for IPSec  3-26
downloading  3-22, 3-29
generating denied packet syslog message  3-30
superceding apply and outbound commands  7-29
using RADIUS authorization  3-29
using TurboACL  3-30
using vendor-specific identifiers  3-29
using with IPSec  3-32

I N DEX

accounting
providing user-based 3-1
settingup  3-1

using RADIUS 3-1

using TACACS+ 3-1
ACL See access list
activation key

displaying 3-34

updating 3-34
ActiveX

aliasing interference  3-38

blocking 5-36
addressing

assigning global pools 7-12

translations  7-12, 7-13

Address Resolution Protocol, setting parameters  3-39

aliasing

ARP  3-39

configuring  3-37

DNS system options  8-70

interfering with ActiveX blocking 3-38

setting overlapping addresses for NAT
specifying for a network  3-38

alternate address, ICMP message  3-31, 6-8

application inspection See fixup protocol
ARP

aliasing 3-39

changing 3-39

dislaying the cache 3-39

physical addressing  3-40

setting the timeout value  3-39

3-37
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authentication
configuring for mail agents and newsreaders 3-9
using certification authorities (CAs)  4-3
using HTTPS  3-7
using LOCAL 3-3
using RADIUS  3-3,3-10
using SSL  3-7
using TACACS+ 3-3,3-10
using token-based 4-60
using with crypto maps  4-60
using with IPSec  4-60
authentication, authorization, and accounting See AAA
authorization
enabling or disabling  3-12
setting AAA challenge text  3-41
using LOCAL 3-12
using TACACS+ 3-12
auto, interface speed  6-9

B

buffering

circular 4-12

interface allocation  6-11
packet capture 4-11

certificate revocation list (CRL), using  4-2
certification authority (CA)

authenticating  4-3

configuring the server  4-6

declaring 4-6

deleting RSA keys 4-7

fingerprinting  4-2

generating RSA key pairs 4-6

including serial number in certificate 4-5

obtaining an updated certificate revocation list

(CRL) 4-4
obtaining certificates 4-5

guerying a certificate or certificate revocation list

(CRL) 4-6
revoking certificates 4-5
saving datato Flash memory 4-6
saving RSA Key pairs and certificates 4-6
sending enrollment request  4-5

using LDAP (Lightweight Directory Access
Protocol) 4-6

using PKI protocol  4-6
using registration authority (RA) mode 4-3
using RSA public key record  4-3
changing
firewall prompt label  6-5
host name  6-5

CiscoSecure 2.1, showing timeout values  8-48

Cisco VPN 3000 Client, configuring support for ~ 9-29
¢ Cisco VPN Client, setting up support for  9-27
cabling clearing

line messages  6-12 aaa accounting configuration  3-1

status  5-30 AAA server configuration  3-17
caching, URL 9-9 access group configuration  3-21
capture accounting  3-1

buffering 4-12 alias configuration  3-37

copying information  4-35 ARP configuration  3-39

enabling 4-11 authentication prompt ~ 3-41

output formats  4-13 clock settings  4-19

selecting options ~ 4-12 commands 4-14

configurations  4-14
Cisco PIX Firewall Command Reference
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clearing (continued) configuration

counters  4-14

crypto ipsec security associations  4-51
ISAKMP configuration  6-31

ISAKMP security associations  6-31
local host network states  8-16

logging 6-36

object groups  7-22

system buffer 8-7

timeout values  9-6

user authorization  4-15

clients

Oracle SQL*Net  5-6
setting up Easy VPN Remote  9-26

designating a TFTP server  4-31
entering configure mode  4-30

restoring factory-default  4-28

using configure factory-default command  4-32

using IKE mode  4-60

using the configure command  4-28
configuring

access control  7-28

Diffie-Hellman groups 6-33

firewall interfaces 6-9

interfaces  7-10

interface security level  7-10

Intrusion Detection System (IDS) signatures

SQL*Net 5-6 IP addresses  6-15
VPN  4-60 management access  7-2
clock 4-19 network address translation (NAT)  7-12

adjusting summer time settings  4-19
allowed year range  4-20

setting  4-19

setting Daylight Savingstime  4-19

setting time zone  4-19

command-line interface (CLI) prompt, changing

command modes

changing 2-2
configuration  2-3

6-5

object groups  7-23

PPPOE  9-20, 9-22

privilege levels 7-43

reverse path verfication 6-23

saving configuration  9-33

showing running configuration 8-32
showing start up configuration 8-34
Unicast RPFIP  6-23

URL filtering server  9-11

enabling 5-23 VLANs 6-10

exiting 7-45 VPN support  9-27

privileged 2-2 connecting, embryonic limit  7-14
unprivileged = 2-2 connection flags

commands H.225 8-10

abbrievating 2-1 H.323 8-10

changing modes  2-2
completing  2-1
firewall CLI help 2-1

conduit

adding or deleting  4-21
UDP port mapping  4-27
using with RPC  4-27

connections, outbound  7-28
console
accessing with aserial cable 4-32
changing settings 9-4
setting atimeout  4-32
using asession  5-7
conversion error, ICMP message  3-31, 6-8

[ 78-14890-01
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copying
capture information  4-35
using HTTP  4-34,4-35

crash, saving information  4-37

cryptography engine, running Known Answer Test

crypto ipsec
clearing security associations  4-52
creating dynamic map entries  4-45
creating security associations  4-48
deleting security association  4-48
reinitializing security associations  4-52
specifying the Security Parameter Index (SPI)
crypto map
creating dynamic entry  4-45
creating entries  4-56
deleting dynamic entry ~ 4-45
deleting entries  4-56, 4-62
modifying entries  4-62
modifying IPSec-ISAKMP entries  4-62
setting PFS ~ 4-58

Diffie-Hellman groups

configuring  6-33

Groupl 6-31

Group 2 6-31

Group 5 6-31, 6-34
disabling, command modes  5-19
diskette, using 4-31
displaying See showing
Document Organization x
domain name, changing 5-19
downgrading, to a previous version 5-52
downloadable 3-16
downloadable, access list Seeaccess list
dynamic map

creating 5-20

viewing 5-20

D

daisy-chaining, PIX Firewall units 3-8
deleting, authorization caches 8-48
deprecated commands

fragguard 2-6

session enable  2-6

sysopt route dnat  2-6

sysopt security fragguard  2-6
DHCP

configuring arelay agent  5-16

enabling client feature  6-17

polling 6-15

relaying requests between interfaces  5-16
Diffie-Hellman

Group5 5-9

selectingagroup  4-65

setting PFS ~ 4-58

E

Easy VPN Remote
sending traffic to specified networks  9-30
settingup  9-25
setting up support for  9-27
using with split tunnnelling  9-30
echo reply, ICMP message  3-31, 6-8
eeprom  5-20
EMBLEM, syslog message formatting  6-39
embryonic connection limit  7-14
enabling
privileged mode 5-23
resetting default password  5-23
encryption
enabling IPSec  6-31
key 3-18
established connections
using to permit connections  5-25
using XDMCP Support ~ 5-27
Ethernet, interface speed  6-9
exemption, using MAC-based 3-15

] Cisco PIX Firewall Command Reference
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exiting, command modes  5-28

F

failover
cabling 5-30
debugging 5-7
flagging  5-30
licensing 5-30
polling 5-31
saving crash information  4-37
settingup  8-62
using hello packets 5-31
file system, Flash memory  5-53
filtering
by group 5-37
username 5-37

fingerprinting, certification authority (CA)

fix 741

fixup protocol

CTIQBE 5-38

ESP-IKE 5-38

FTP 5-38

FTPSQL*Net 5-38

H.323 5-38, 5-41, 5-44
HTTP 5-38

ILS 5-38

RSH 5-38

SIP  5-48

Skinny  5-39

SMTP 5-38

VolP 5-41,5-44

flags, failover 5-30

Flash memory  5-53

saving datato 4-6
writing a configurationto  9-33
Flood Defender See floodgaurd

floodguard
disabling 5-54
enabling  5-54

fragments

managing 5-54

NFS compatibility 5-54
free memory, showing 8-18
FTP, inspection  5-44
full duplex, interface speed 6-9

index W

G

global 1P addresses, associating a network with

7-12

H

H.225

application inspection  5-44
connection flag  8-10
troubleshooting  5-41
H.245

troubleshooting  5-45
tunneling  5-44

H.323

fixup protocol  5-41, 5-44
troubleshooting  5-44, 5-45
hardware

ARP addressing  3-40
configuring adevice ID  6-9
setting interface speed  6-9
Help, firewall CLI  6-4
history, command 8-15
host name

changing 6-5

IP address aliasing  7-9
HTTP

copying files 4-34, 4-35
using to download 4-34
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HTTPS
authenticating 3-7
using to copy files 4-34, 4-35

ICMP
debugging 56
disabling 6-8
enabling 6-8
tracing 5-7
ICMP messages
network address translation of ~ 5-46
ICMP types
interpreting  7-25
selecting 6-8
selecting conduit options  4-26
specifying selective access  3-31
using in access lists  3-31
IGMP See multicasting
IKE mode, configuring  4-60
information reply, ICMP message  3-31, 6-8
information request, ICMP message  3-31, 6-8
interface cards
interrupt vectors  6-12
MAC addresses  6-12
interfaces, defining for VLANs  6-10
interfaces, firewall
binding an accesslistto  3-21
buffer allocation  6-11
card interrupt vectors  6-12
configuring  6-9
configuring management access 7-2
displaying parameters 6-9
management access  7-2
setting interface speed  6-9
showing activity 8-47
showing duplex status  6-12
showing interface speed  6-12

interfaces, firewall (continued)

shutting down  6-11

static or default route  7-48
interface speed, setting automatically  6-9
Internet Locator Service fixup, and LDAP  5-40
Intrusion Detection System (IDS)

configuring signatures  6-18

specifying a signature
IP address

host name aliasing  7-9

using in certificates 4-5
ISAKMP

enabling IPSec  6-25, 6-31

negotiating security associations  6-25, 6-31

setting keep aliveinterval  6-26

specifying the keep alive lifetime  6-26
ISAKMP policy See ISAKMP

K

key, authentication  3-18
killing, Telnet sessions  6-35
Known Answer Tes (KAT), running  8-12

L

LDAP (Lightweight Directory Access Protocol)
fixup protocol  5-40
using with a certification authority (CA) 4-6
licensing
FO,R,and UR 5-30
for failover units  5-30
line numbers
examples 3-33
remarks 3-27
setting  3-24
literal names 2-3
LOCAL 3-3,3-16
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local host
displaying detailed information  8-16
network states 8-16

logging
changing message levels  6-41
changing the system message level  6-39
configuring time stamps  6-38

console 6-36

disabling 6-36
enabling 6-36
history 6-36

messages  6-36, 6-37
monitoring  6-37

queue size 6-38

sending messages to the console  6-39
setting facilities  6-37

SNMP

specifying a system log (syslog) server 6-37
specifying a system log server  6-36, 6-37, 6-39

timestamp  6-36
logical interfaces, defining for VLAN  6-10

multicasting
acting as IGMP proxy 7-8
configuring a static route  7-5
configuring IGMP  7-7
enabling support for  7-7
enabling through the firewall  7-7
routing 7-8
routing traffic  7-8
subcommands  7-7

M

MAC address
configuring ARP  3-40
exempting adevice based on  3-15, 7-1
setting as ARP table entry  3-40

Mail Guard, rejecting ESMTP commands  5-50

mask reply, ICMP message 3-31, 6-8
mask request, ICMP message  3-31, 6-8
maximum transmission unit (MTU)

showing 7-6

specifying  7-6
mobile redirection, ICMP message  3-31, 6-8
modes, command  2-2

monitoring, firewall performance 7-39

N

N2H2
caching server requests  9-10
specifying as URL filtering server  9-11
specifying server parameters  9-11
specifying URL filtering server  9-12
URL filtering 9-10
naming
host name  6-5
interfaces  7-10
IP addresses 7-9
the firewall 6-5
NAT
aliasing 3-37
configuring  7-12
debugging traversal  6-29, 6-30
of ICMP messages 5-46
setting overlapping addresses  3-37
NAT traversal
disabling 6-29
enabling  6-29
NetRanger See Intrusion Detection System (IDS)
Network Address Translation See NAT
network alias, specifying 3-38
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physical addressing, ARP  3-40

O o
pinging
object grouping and ICMP tracing  5-6
defining 7-21 configurable proxy 6-7
ICMP message types 7-25 IP addresses  7-40
nesting 7-24 using with user authorization 3-15
networks 7-25 PIX Device Manager (PDM)
protocols  7-26 commands in firewall configuration 7-34
services 7-22,7-26 disconnecting  7-36
showing 7-24 logging 7-34
to apply commands  7-21 showing PDM sessions  7-36
using 7-23 supporting commands  7-34
or 3-12 polling, failover 5-31
OSPF routing port, outbound  7-29
configuring a prefix list ~ 7-41 Port Address Translation See PAT
configuring firewall interface parameters  7-58 port literals  2-3
configuring global parameters  7-52 PPPOE
redistributing routes  7-50 configuring  9-20, 9-22
show commands  8-18 enabling client functionality  6-17
implementing  9-17
PPTP
P .
fixup protocol  5-40
packet capture, enabling  4-11 using with conduits  4-27
packets prefix list entry, configuring  7-41
received and sent  6-12 pre-shared key, configuring for VPN 9-30
tracing 5-5 privileged mode, starting  5-23
paging, screen privilege levels
enabling or disabling  7-32 changing between 7-44
specifying the number of lines  7-33 showing current  7-44
parameter problem, ICMP message  3-31, 6-8 prompt
password "(config)#' 2-3
setting for console access  7-33 “H#oo22
setting for Telnet  7-33 ST 22
PAT (Port Address Translation) protocols, using with port literals  2-5
disabling 6-2 proxy
enabling  6-2 ARP  3-39
limitations 5-47 pinging 6-7
specifying multiple translations  6-3 proxy server, using with VolP  5-48

permitting, return connections  5-25
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Q

quitting, command modes  7-45

R

RADIUS 3-3
randomizing, sequence numbers 7-13
RAS
fixup protocol  5-41, 5-44
H.323 troubleshooting  5-45
rebooting See reloading
redirect, ICMP message  3-31, 6-8
Related Documentation  xi
reloading
firewall configuration from Flash memory  7-45
saving configuration changes  7-46
without confirmation  7-46
route, static or default  7-48
router, changing default address sent  5-17
router advertisement, ICMP message 3-31, 6-8
router solicitation, ICMP message 3-31, 6-8
routing, multicast traffic  7-5
Routing Information Protocol (RIP)
broadcasting a default route  7-46
changing settings  7-46
enabling routing table updates  7-47
MDS5 authentication  7-47
version 2 support  7-47
RSA key pairs, generating  4-6

RSA public key record, using with a certification authority
(CA) 43

running configuration, showing 8-32

S

saving
configuration to another location  9-33
configuration to Flash memory  9-32
crash information  4-37
Secure Sockets Layer (SSH)
specifying ahost  8-56
supporting secure shell  8-56
security associations
clearing 6-31
creating 4-48
deleting 4-48
negotiating  6-25, 6-31
viewing 4-48
security level
assigning 7-10
defaults 7-11
Security Parameter Index (SPI)
coordinating with peer  4-66
specifying  4-50
sequence numbers, randomizing  7-13
server
specifying a TFTP server  9-33
specifying for AAA  3-17
server, syslog See logging
services
enabling 8-1
handling IDENT connections  8-1
session  5-48
session initiation protocol (SIP) 5-48
setting
DHCP polling  6-15
IP addresses  6-15
show 8-4
showing
AAA 33
AAA configuration 3-1
AAA proxy limit ~ 3-17

[ 78-14890-01

Cisco PIX Firewall Command Reference ]



Index

(DRAFT LABEL) ALPHA DRAFT - CISCO CONFIDENTIAL

showing (continued)

AAA server configuration  3-19

aaa-server configuration  3-17

access-group configuration  3-21

access list configuration  3-22

active connections  8-8

alias configuration  3-37

ARP timeout  3-39

authentication prompt  3-41

authorization configuration  3-12

authorization prompt ~ 3-41

buffer utilization 8-7

certification authority (CA) certificates 4-1
certification authority (CA) configuration  4-1, 4-9
certification authority (CA) identity  4-1, 4-9
checksum  8-8

command history  8-15

command information  8-4
current configuration  9-32

current privilege levels  7-44
filtering displayed output ~ 8-4
firewall performance 7-39

free memory  8-18

interface names  7-10

interface parameters  6-9
interface transmission activity — 8-47
local host network states  8-16
maximum transmission unit (MTU)  6-12, 7-6
object groups  7-22

privilege levels 7-43

processes  8-30

Telnet sessions  9-31
timeout values 9-6
traffic  8-47

showing (continued)
URL server 9-11

SIP
setting protocol timer values  9-6
setting timeout values  9-6
troubleshooting  5-48

SNMP

configuring contact, location, and host
information  8-54

configuring on the firewall ~ 8-53
displaying object ID (OID) 8-55
logging
software version, showing  8-49
source  3-31
source quench, ICMP message  3-31, 6-8
split tunnelling, using  9-30
spoofing, Unicast RPF IP  6-23
SSH, debugging 5-6
SSH See also HTTPS
start up configuration, showing 8-34
static tranglations, using  8-64
SY N attacks, intercepting  8-62
syslog See logging
syslog server
denied packets message  3-30
EMBLEM formatting  6-37, 6-39
system logging See logging
system options
changing 8-66
disabling DNS A record fixups 8-67
disabling DNS A record replies  8-67

running configuration  8-32 keeping connectionsin TIME_WAIT state  8-67
software version  8-49 permitting |PSec packets 8-67
start up configuration  8-34 permitting |PSec traffic  8-67
system memory utilization  8-17 permitting L2TP/I PSec traffic  8-67
technical support output  8-36 permitting PPTP traffic  8-67
setting HTTP authentication  8-67
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T

TACACS 31
TCP
intercepting SYN messages  8-62
limiting embryonic connnections  8-63
port literals  2-3
preventing packet randomization 8-61
randomizing packet sequence number  7-13
returning areset flag (RST) to the source  8-1
Telnet
console debugging  5-7
icmp tracing  5-7
setting the console timeout ~ 9-2
setting the password  7-33
showing active sessions  9-31
terminating  6-35
terminating asession  6-35
using a Trace Channel  5-7
terminal, changing console settings  9-4
terminating, Telnet session  6-35
TFTP
configuring aserver  4-31
saving configuration to another location  9-33
specifying aserver 9-4
time exceeded, ICMP message  3-31, 6-8
timestamp reply, ICMP message  3-31, 6-8
timestamp request, ICMP message  3-31, 6-8
timing out
freeingan RPC slot  9-6
setting amaximum idletime  9-6
setting translation slot value  9-6
tracing, packets 5-6
translation
addresses  7-13
setting timeout value  9-6

setting UDP, RPC, and H.323 timeout values 9-7

troubleshooting

CTIQBE fixup 5-42

H.323 5-44

H.323 RAS 545

showing connection detail  8-11
SIP  5-48

Skinny fixups  5-49

index W

tunneling
H.245 5-44
IPSec 8-68
TurboACL
enabling  3-30
using 3-30
U

UDP

port literals  2-3

setting idle time until slot isfreed 9-6
Unicast RPF IP

implementing  6-23

spoofing  6-23

unreachable, ICMP message 3-31, 6-8
URL

caching 9-9

configuring filtering server  9-11
filtering 5-36, 9-10, 9-12

user accounting  3-1

user authentication, authorization, and accounting,

providing 3-3
user authentication See authentication
username, filtering 5-37

\Y%

viewing See showing
VLANS, configuring  6-10
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Voice over IP (VolP)
fixup protocol  5-41, 5-44

SIPfixup 5-48
using proxy servers 5-48
VolP

static translation limitation  8-61
troubleshooting  5-44

VPN
configuring a pre-shared key  9-30
configuring support  9-27
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